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A. PREFACE

1. An assessment of the anti-money laundering (AMIJ eembating the financing of terrorism
(CFT) regime of Malawi was conducted based on thréyfRecommendations 2003 and the Nine Special
Recommendations on Terrorist Financing 2001 oFihancial Action Task Force (FATF), and prepared
using the AML/CFT Methodology 2004. The assessroensidered the laws, regulations and other
materials supplied by the authorities, and inforamabbtained by the assessment team during itsten-s
mission from February 25 to March 11, 2008, as aglinformation supplied by the government of
Malawi and verified by the assessors through May2008. During the on-site mission, the assessment
team met with officials and representatives ofellbvant government agencies and the private seftor
list of the government agencies and private sesitities that the assessors met during the onvégsion

is set out in Annex 1 to the detailed assessmeutte

2. The assessment was conducted by a team of assessgssing World Bank staff and
consultants. The assessment team consisted oft Sikana (Team Leader), Allan Schott and Ursula
M'crystal (Consultants). The assessors reviewedrntgutional framework, the relevant AML/CFT laws
regulations, guidelines, practices and other measamd systems in place to deter money laundevihy (
and the financing of terrorism (FT). In terms détitutions, the team covered both the financiditusons
and designated non-financial businesses and profss€ONFBPs). The team also assessed the capacity,
the implementation and the effectiveness of allsuess and systems relating to AML and CFT in Malawi

3. This Report provides a detailed assessment of Me/@FT measures in place in Malawi as of
May 11, 2008, two months after completion of thesda mission. It describes, analyses and makes an
assessment of the measures and systems in platéhasdate, and provides recommendations on how
certain aspects of the system could be strength@eedTable 3). It also sets out Malawi’s levels of
compliance with the FATF 40+9 Recommendations {sd#e 2). The report was produced by the World
Bank as part of the Financial Sector Assessmergrno (FSAP) of the Republic of Malawi. It was
also presented to the Eastern and Southern AfdcainMoney Laundering Group (ESAAMLG) and
endorsed by this organization at its plenary mgetihAugust 18-22, 2008.

4, The assessors would like to express their graitadhe Financial Intelligence Unit, the Reserve
Bank of Malawi, the Ministry of Finance and otheittzorities for their support and kind assistance
throughout the assessment mission.



B. EXECUTIVE SUMMARY
Introduction

5. This Report provides a detailed assessment oktred bf compliance with the FATF 40+9, and
provides recommendations to improve compliance thighprevailing context of Malawi. The views
expressed in this document are those of the assasssam and do not necessarily reflect the vievilseo
Government of Malawi or the Boards of the Interoiaéil Monetary Fund (IMF) and the World Bank.

Information and methodology used for the assessment

6. In preparing the detailed assessment, World Baalfk stviewed the institutional framework,
the laws, regulations, guidelines and other requémgs, and the regulatory and other systems ireplac
as of May 11, 2008, to deter money laundering (Il the financing of terrorism (TF) through finaaici
institutions and designated non-financial businessel professions (DNFBPs), as well as examined the
capacity, the implementation and the effectivernésdl these systems.

Main findings

7. The government of Malawi has demonstrated a highl lef commitment to establishing a strong
AML/CFT framework. This commitment is reflected the enactment of the Money Laundering Proceeds
of Serious Crime and Terrorist Financing Act in Aag2006 (ML & TF Act) and the beginnings of an
implementation program. This Act addresses keydumehtal requirements by imposing AML/CFT
obligations on all financial institutions and desited non-financial businesses and professionged\sy
international standards, except for life insuranm@panies. DNFBPs are included within the definitd
financial institution under the ML & TF Act.

8. The criminalization of ML and TF broadly meets imtgtional standards, the legal framework for
the financial intelligence unit is comprehensiveegntative measures for financial and non-findncia
sectors is extensive and the framework for intéonat cooperation is such that Malawi can provide t
widest possible assistance to other jurisdictidBeginning in July 2007, the authorities set up an
operational financial intelligence unit (FIU) agtmain driver of the implementation process, cekate
National AML/CFT Committee to enhance domestic @afion and adopted a phased approach to
implementing the ML & TF Act beginning with the ang sector.

9. However, despite these efforts, there is concetin rgspect to the cash transaction reporting, due
to the volume being received as a result of anatibge standard with a low threshold and which has
generated a large volume of reports and threateasdermine the FIU's core function of receiving,
analyzing and disseminating suspicious transacéports. The authorities should re-consider theyutf
such a system at this time and should concentra&dforts to build an effective and efficient suspus
transaction reporting regime.

10. Furthermore, with respect to implementation infthancial sector, banks are already complying
with many of the preventative measures of the MLRRAct; however, they are the only financial
institutions to have begun any efforts to satibfy tequirements of the statute. Moreover, life iasoe
companies are not covered at all under the stafgebasis for much of the compliance has bee@2@068
Customer Due Diligence (CDD) Directive of the ReseBank of Malawi (RBM). The foreign banks are
also complying with their home country/head offiequirements. In addition, the FIU has met wita th
banks to inform them of the requirements of the tew

11. Foreign exchange bureaus are another matter afylartconcern. Due to an injunction
regarding the licensing and registration of forexdaus, non-bank affiliated bureaus have not heid th
licenses renewed and their supervision is virtuadlgexistent. The authorities are of the view that
matter under the Exchange Control Act, will notregolved until final determination by the courti

any event, the FIU has communicated with forex dusenforming them of their coverage under the ML
& TF Act.

12. While the authorities have criminalized TF, thexegither a regulatory nor an administrative
framework for implementing the United Nations SéguCouncil Resolutions 1267 and 1373. Malawi
should expedite the setting up of appropriate e#Quy or administrative processes to implement the
resolutions.



13. In the short term, the priority for the authorit@sould be to strengthen the capacity of the
National AML/CFT Committee to enable its decisita$ave a binding effect on all parties/stakehader
as well as the ability to formulate AML/CFT polickn aggressive awareness raising campaign in the no
banking private sector and the general public shbelimmediately pursued. The FIU should develop a
clear action plan with realizable benchmarks fernlext 12-18 months. Finally, in order to ensuee th
effective implementation of the ML & TF framewotilding the technical AML capacity/knowledge of
law enforcement agencies, the public prosecutaigtanjudiciary will be critical.

General Situation of Money Laundering and Financingof Terrorism

14, The biggest crime challenge facing Malawi at pregethe production and trade in Cannabis
Sativa (Indian Hemp). Cannabis Sativa is extengigeltivated in the remotest parts of the countrgt ds
production is steadily increasing. It is reportedttthe trade is worth millions of dollars. It'slikely the
situation can be reversed in the short ttmecdotal evidence indicates that Malawi is agsipment
point for other forms of narcotics trafficking, dteeits porous borders. Very little is known abthe
proceeds generated or laundered from the tradamnmabis sativa.

15. Law enforcement agencies have paid a great dedtesftion to human trafficking. Malawi was
recently commended on it efforts in this regard ireport published by the United States Departroent
State. Billboards along streets and highways ofitoim Malawi were evidence of these efforts.

Overview of the Financial Sector and Designated NeRinancial Businesses and Professions
(DNFBPs)

16. The financial sector consists of nine commercialkdsa23 foreign exchange bureaus, two money
transmitters, three life insurance companies, eighral insurance companies, one investment compan
one investment trust, eight fund/portfolio managtmee securities firms/brokers and one leasing
company (which is part of a commercial bank). Egpe of financial institution is licensed pursuémits
respective acts. Each of these statutes is usdiEw for updating. The insurance law, for examjgde

from 1957. All of the financial sector entitieeaupervised by the RBM. The foreign exchangeduse

are a matter of particular concern due to a cojuihction that brings into question the authorityree

RBM to license foreign exchange bureaus and toiredjuat each becomes attached to a commercial bank
Thus, as stated in paragraph 11 above, their ksehave not been renewed and there are virtually
unsupervised.

17. The DNFBP sector includes accountants, lawyer$ esgate agents, casinos, and dealers in
precious metals and stones. Each of the intemedti®ig Four” accounting firms operate in Malawi,
together with two regional firms and seven purelyal firms, many of which are sole practitionetéinder
the Society of Accountants, only about 40 individusre authorized to sign financial statementsbat
total of approximately 400 individuals registereittvthe society. With respect to lawyers, these ar
mainly sole practitioners. Lawyers are sometimeslired in arranging the purchase and sale of real
estate. They are also involved in the incorporatibcompanies.

18. There are two casinos, one of is situated in Blangyd the other in Lilongwe. Each is licensed,
according to certain terms and conditions, by tleawi Gaming Board under the Gaming Act. One of
these casinos has been given permission by ther@dBaiard to operate an internet casino.

19. With respect to dealers in precious metals andestahe Minerals and Mines Act stipulates that
no person may hold, store or trade in gemstondwuwita license. Such licenses are issued by the
Department of Mines, under the Ministry of Energyl aMines.

20. There is no regulation or oversight of the reatessector.

Legal System and Related Institutional Measures

21. The Money laundering Proceeds of Serious Crime an@errorist Financing Act, 2006 (ML &

TF Act) enacted in August 2006 criminalizes moneyalindering in Malawi consistent with the
Vienna and Palermo Conventions, which Malawi has r#fied. All serious crimes —i.e. punishable by

! Government of Malawi‘Results of a cannabis survey in MalawiMinistry of Home Affairs and Internal
Security Inter-Ministerial Committee on Drug Coritne. 3 (2004).




imprisonment of not less than one year - are pagelioffences for money laundering. The list ofiprate
offences includes all the designated offences itechin the FATF Recommendations. Although the
legislation was consented to on 25 August 2006nthiee making the law effective was only issuedl@n
July 2007. Despite the short period since the MLRRAct has come into operation, there are currently
cases under investigation that may lead to prosecunder the ML & TF Act.

22. Malawi has criminalized TF and ratified the United Nations Convention on the Suppression
of the Financing of Terrorism. Furthermore, Malawi does not have a legislativeegulatory framework
to implement United Nations Security Council Retiolis (UNSCR) 1267 and 1373. Additionally, the
authorities are not disseminating the UNSCR 128% to financial institutions. However, there arfevat
provisions under the ML & TF Act that can be utlizto freeze terrorist assets although this waoedgire
a longer judicial process to effect. This is natgistent with the UNSCR requirement to freeze dzets
without delay. The authorities should establislappropriate legislative or regulatory framework tioe
freezing of terrorist assets.

23. The ML & TF Act, the Criminal Procedure and Evidence Code (CPEC) and the Police Act
adequately provide a framework for Malawi’s confis@tion regime. Confiscation is conviction-based,
with freezing, seizing and restraining orders bgimyided for under these Acts. Adequate powers are
available to identify and trace property. The MdlBwlice Service and the Anti-Corruption Bureaudav
previously utilized existing legislation to confége property used in the commission of an offence.

24. Malawi has designated the Financial Intelligence Uhas the national central agency for the
receiving, analyzing and disseminating of suspici@itransaction reports.The FIU has issued guidance
and reporting forms to the banking sector. The kild adequate powers to request information in doder
properly undertake its core functions. However,gbthorities should review the implementation & th
cash transaction reporting requirement at this,tiniéch has elicited a large volume of reports and
threatens to undermine the FIU’s core functioneakiving, analyzing and disseminating suspicious
transaction reports.

25. There has been no law enforcement agency specifigatlesignated as having primary
responsibility for ensuring that ML and TF offencesare properly investigated.However, the ACB

and the MPS have already begun to consider aspiektk as part of their day to day investigations.
Moreover, the FIU can disseminate reports to anydaforcement agency, and the MPS has identified a
liaison officer to facilitate this.

26. Although the legislative framework for monitoring the cross-border physical transportation
of currency is adequate, Malawi has not establishea system to implement the provisions of the ML
& TF Act to do so. Currently monitoring of cross border movementwfrency is applied in an ad hoc
fashion, and only covers exchange control requirgsad he FIU has drafted MOUs and reporting forms
that will be sent to the MRA and the police/immiipa to facilitate implementation of section 38toé

ML & TF Act. In addition, the FIU has secured fundifrom the US Treasury (under the millennium
challenge account) in order to procure softwarewhiiafacilitate the electronic submission of refgofrom
the borders and the creation of a database of baysler reports.

Preventive Measures — Financial Institutions

27. Banks are the only financial institutions complyingwith any of the ML&TF Act’s

provisions. As a result of a phased-in approach, no other Gighimstitutions are satisfying the
requirements of the ML & TF Act. The non-bank ficél institutions state that they are waiting $ome
government entity, probably the FIU, to inform thefriheir compliance obligations. Banks already
comply with many of the statute’s requirements ttuthe RBM’s CDD Directive, which addresses many
of the international standards.

28. Insurance companies are not covered by the ML&TF At While the legislators dutifully
copied the definition of financial institution ihé FATF 40 into the definition of financial institon in the
statute, the “underwriting and placement of lifsurance and other investment related insurance” was
omitted. Thus, the statute does not cover aleftypes of financial institutions that should beeared. In
order to comply with international standards, imsiwe companies should be covered.

% The Anti-Corruption Bureau and the Malawi Policeee are investigating 4 and 3 cases respectively.



29. Certain anonymous accounts permitted to be offeretb customers. The Companies Act
prohibits the issuance of bearer shares. The MLAT#prohibits anonymous accounts to be established
or maintained at financial institutions. Desphéstprohibition in the ML&TF Act, at least one bank
offered bearer certificates of deposit at the tohthe on-site mission. To remedy this anomalg, RBM
issued a draft Directive to all banks that wouldhbit the issuance of bearer certificates aftey 194,
2008, and would require that customer identificatd verification be conducted on such existing
certificates by the same date. Since the on-si¢sion, the RBM stated that it has issued a newciue
effective April 9, 2008, prohibiting such bearertificates and that the bank involved has no suedrdr
certificates outstanding. Without challenging tleeacity of such statements, such information coold
be verified by the assessors by the Mayl1, 200®ffwatate. Furthermore, the RBM stated that it hatl
verified the assertions of the bank involved byhsaat-off date.

30. Banking secrecy is not an impediment to the fightgainst money laundering Information is
accessible to relevant authorities and financitittions can exchange information in so far asldtes
to financial crime such as fraud or money laundgrin

31. The requirement for suspicious transactions reportig (STR) is laid out in the ML & TF Act.
To date, only banks have been reporting, and thebeu of STRs is relatively low, given the size and
diversity of the financial sector. Other privatetse entities have not yet begun to make repors ev
though there are required to do so under the MLFRRAEL.

32. Adequate provisions that forbid tipping-off and that protect the reporting agents and
entities against civil and criminal proceedings argrovided for in the ML & TF Act.

33. There is no general feed-back (beyond acknowledgemieof the receipt of the report) on
STRs. Specific feedback on progress of what has been ditheéhe STRs needs to be provided to
reporting entities.

34. There is no statutory or regulatory framework dealing with shell banks.While the current
licensing approach does not authorize shell basud) licensing is discretionary. The authoritiesusd
consider specifically prohibiting the establishmehshell banks.

Preventive Measures — Designated Non-Financial Busisses and Professions (DNFBPSs)

35. All categories of DNFBPs are covered under the ML &F Act. They are categorized as
financial institutions and subjected to all the samquirements as other financial institutions. e,
none of the requirements under the ML & TF Actlaeeng implemented by any of the DNFBPs.

Legal Persons and Arrangements and Non-Profit Orgaizations

36. Companies are registered under the Companies Act iMalawi. In order to register,
companies must provide information on their directas and shareholdingsHowever, this information
is not updated and records cannot be considereglatie accurate and current, as they are maintained
manually. Additionally, no information on benefic@avnership is required or collected. It should
however, be noted that the Registrar General's®ffi undergoing a computerization program to
computerize its database.

37. There are two types of trusts that can be createchiMalawi. Public trusts utilized by charities
and other related non-profit organizations areteckander the Trustee Incorporation Act. Privatsts
are created under Common Law, by either a trusi dea will. Public trusts are required to be resgisd,
similar to a company under the Companies Act, Ibetet is no registration requirement for privatetsu
No information is collected on beneficial ownerssath private trusts.

38. There is no mandated legal structure for non-profitorganizations. Most of these
organizations are set up as associations, charitjgshurches, clubs, cooperatives, societies and ung
They are required to be registered with eithemir@stry of Women, or Ministry of Justice dependiog
whether they are an international or national ogion. This registration entails collection of
information on office bearers of the NPO, althotigis does not amount to a fit and proper test. &lage
no requirements regarding the transparency of fiimhnesources or funding activities of NPOs. Malaw
has not undertaken a review of its NPO sector $esssits vulnerability to abuse for the financifig o
terrorism.



National and International Cooperation

39. National coordination of AML/CFT matters is spearheaded by the AML/CFT committee.
Inter-agency cooperation appears to be fairly robusin Malawi and it is expected that this will
extend to areas in relation to AML/CFT issuesHowever, national coordination could be strengtueat
the policy level by enabling the AML/CFT Committealecisions to have a binding effect on all
parties/stakeholders as well as the ability to fdate AML/CFT policy. It is further recommended tha
this Committee consider developing a comprehensMe/CFT strategy of Malawi.

40. Malawi has a strong legislative framework for the povision of mutual legal assistance and
extradition that is not unduly restrictive. It has ratified the international Conventions valg to money
laundering and terrorism. However, none of thisslegive framework is being used in practice, and
cooperation occurs in an ad hoc and informal marherrecommended that Malawi establish processes
and procedures to regularize international coopmeraincluding recording statistics in relation téi®.

Other Issues

41. All relevant government agencies expressed coratgont the general lack of human resources,
funding, vehicles, and technical resources to riest requirements.

42. The delayed implementation of a national identtfama system has posed a continued challenge in
respect of Malawi’s ability to monitor the movemerfifpeople, enable financial institutions to cortduc
CDD requirements and effectively facilitate intefonal cooperation. However, the banking sector has
been innovative in adopting mechanisms to idestifg verify their clients, for example, the use of
reference letters from traditional chiefs as welliging biometrics technology.

Priorities for recommended plan of action
43. In the short term, the priority for the authoritgsould be to —

» Strengthen the capacity of the National AML/CFT Quittee to enable its decisions to have a
binding effect on all parties/stakeholders as waslthe ability to formulate AML/CFT policy;

« Conduct an aggressive awareness raising campatge mon-banking private sector and the
general public;

» Develop a clear Action Plan by the FIU with redtiteabenchmarks for the next 12-18 months and
communicated to all stakeholders; and

» Build the technical AML capacity/knowledge of lawfercement agencies, the public prosecutors
and the judiciary.



C. GENERAL
General Information on Malawi

44, Malawi is a land-locked country. It is borderedzambia to the north-west, Tanzania to the north
and Mozambique, which surrounds it on the easthsad west. Malawi is divided into three regiotie(
Northern, Central and Southern regions), whichfetber divided into twenty-eight districts. Thepital

city of the country is Lilongwe, while Blantyre tise Commercial capital. Official estimates in 2007
indicated population of 13.2 million (the 1998 cesisegistered figure was 9.9 million). About a hadlf
population reside in the Southern region of thentgu

45, In 2006, Malawi’'s economy posted a 7.9% real Gssiestic Product (GDP) growth. This was
a build-up on the 2005 growth rate of 2.3% andetténated growth for 2007 is 7.4%. This growth was
driven by positive growth in the agricultural (7.3%uilding and construction (14.9%), transport &
communication (11.9%), financial& professional seeg (6.5%) and manufacturing (9.1%) sectors. The
growth has been coupled with reduced interest eatddow inflation. It is expected that the
implementation of the Malawi Growth Developmentagtgy (MGDS) will enhance development efforts
to accelerate economic growth so as to creategonbidroad-based wealth. As a result, the Governiment
aligning public expenditures with the MGDS objeetwand policies.

System of Government

46. Malawi is a republic and got its independence finitain on July 6, 1964. Malawi is a unitary
state headed by a republican President who iseeldxt universal suffrage for a term of five years.
Malawi’s political system is a multi-party democyadhe three arms of Government operate
independently comprising the Executive, the Legiskand the Judiciary. The Executive is made up of
the President, Vice-President and cabinet membigopointments to cabinet are at the sole discretifon
the President. Ministers can be appointed from neembf the National Assembly or non-members.

Legal System

47. The Legislature is made up of the National Asseroblyprised of 193 members of parliament
elected by universal suffrage, each of whom sefes five-year term. The President does not have
statutory powers to nominate any Member of ParligmEhe next elections are scheduled for May, 2009.

48. The Judiciary is headed by the Chief Justice. mases the Supreme Court, High Court, and
Resident Magistrate Courts run by professional stegjes who are qualified lawyers. The other tygfes
courts are the first, second and third grade MesgisiCourts, which are run by magistrates who Ihaeke
basic training in law. Under the High Court, thexan Industrial Relations Court, a ConstitutioGalrt
and a Commercial Court. Judges of the Supremet@adrHigh Court are appointed by the President
upon the recommendation of the Judicial Service @msion. The magistrates are appointed by the
Judicial Service Commission. There is a Judiciah@laints Authority that receives and investigates
complaints against the judiciary and the adminiigmneof justice.

49, Malawi has a legal system based on English comeaerahd customary law.

50. The Constitution enacted in 1994 guarantees thepientience of judiciafyThe judiciary has
maintained its independence without interferenakahits judgments on cases of corruption havenbee
upheld, although money laundering cases have ot tested.

Transparency, good governance, ethics and measuragainst corruption

51. In the area of anti-corruption, the Anti-CorruptiBareau (ACB) was established under the
Corrupt Practices Act and became operational ir819Be ACB has fully functional operational
corruption prevention, public education, invesiigias and prosecutions sections. It investigatesscasd
educates the public to reduce corruption. Furthegntbe ACB was instrumental in having a US$31m
government contract cancelled on grounds that gt tamted with suspected corruption. Moreover, Mala
has ratified the United Nations Convention aga@mtruption.

% Section 103.



52. In Malawi, the party in opposition is currentlytime majority in parliament. Senior government
positions in key agencies must be confirmed byigraent following nomination by the President.
Discussions with both private and public sectoicadfs indicated a high degree of confidence inwloek
of the judiciary. These are all good indicatorgobd governance and fair levels of transparency.

General Situation of Money Laundering and Financingof Terrorism

53. The biggest crime challenge facing Malawi at pregethe production and trade in Cannabis
Sativa (Indian Hemp). Cannabis Sativa is extengiggltivated in the remotest parts of the countrgt a
it's production is steadily increasing. It is refmaf that the trade is worth millions of dollarss tinlikely
the situation can be reversed in the short feAmecdotal evidence indicates that Malawi is a
transshipment point for other forms of narcotiedficking, due to its porous borders. Very litifeknown
about the proceeds generated or laundered fromnatie in Cannabis sativa.

54. Law enforcement agencies have paid a great dedtesftion to human trafficking. Malawi was
recently commended on it efforts in this regard ireport published by the United States Departroent
State. Billboards along streets and highways ohtoin Malawi were evidence of these efforts.

55. Aside from drug trafficking, the highest levelsaafses under investigation are for armed robbery
of vehicles, fraud and corruption.

56. Although Malawi has not experienced a terrorisi@tt the porous borders pose a threat to
Malawi. Discussions with the authorities revealeat in 2003 individuals allegedly linked to Al-Qaed
were located in Malawi and deported. The autharitiiel provide valuable assistance to the UniteteSta
government in a terrorism related case. It involfreel al Qaeda suspects, all foreign nationals whee
arrested in Blantyre in a joint operation betwdendgovernments of America and Malawi. They were
suspected of financing terrorism through a chaetabganization. The suspects were extraditedthrgo
hands of the American authorities. This does ineseray indicate the kind of effort the authoritias i
Malawi could provide in implementing the terrori§imancing provisions of the ML & TF Act.

Overview of the Financial Sector and Designated NeRinancial Businesses and Professions
(DNFBPs)

57. Financial Sector: Malawi’s financial system is smd) bank-dominated but with a variety of
institutions and markets. The Malawian financial system consists of nine Isatko discount houses,
one leasing company, eight insurance companiesgdftelopment finance institutions (DFIs), a young,
but growing microfinance industry and a nascenitabmarkets sector. Two thirds of the country’s
financial assets are in the banking system, vighrémainder in insurance companies and secuiiities.
Private pension funds, managed by life insurancepamies, constitute a significant component, wii 3
million USD in assets. The Malawi Stock ExchangeS@) has currently 11 domestic listed companies,
with two additional companies expected to list@D2. Market capitalization is 600 million USD
equivalent to 27% of GDP, while trading in 2006 ammted to only 14.3 million USD or 0.7% of GDP,
reflecting the small proportion of shares actutliyled on the exchange.

58. Approximately 90% of the population is unbanked ardrge proportion is regarded as
unbankable by commercial bankers. With a GDP ppita of less than 170 USD, Malawi is one of the
poorest countries in the world; 52% of the popola{i6.4 million people) lives below the povertydiand
22 % (2.7 million people) still live in ultra-poutgr There are only an estimated 892,056 bank clestgm
with another 250,000 using the services of non-Baakcial institutions, including micro-finance
institutions. Only 150,000 active formal sector lens are covered by private pension funds and 05,0
active government employees and 30,000 benefisiarie covered by the public pension scheme.

59. At the date of the on-site mission, the ReservekRdiMalawi was the overall supervisory
authority of commercial banks, bureaux de chanigeodnt houses, insurance companies, leasing and
financing companies and the securities market.

* Government of Malawi‘Results of a cannabis survey in Malawiinistry of Home Affairs and Internal
Security Inter-Ministerial Committee on Drug Coritne. 3 (2004).

® These numbers do not include one UK listed comgg@hy Mutual Plc), which is listed at MSE to fatitie
the trading of its locally held shares. Its markapitalization is twenty times the market capiation of the 11
domestic listed firms.




60. Banking: The banking system is predominantly privately-owneith a high share of foreign-
owned banksExcept for the medium sized Malawi Savings Bankichlis still 100% owned by the
government, all banks are privately owned. Fivekbaare foreign-owned, constituting 29% of the bagki
market, which is less than the average of 47% fit-Saharan Africa. Four banks are listed on tbekst
exchange, on which only a small fraction of thejuigy is traded. Three new entrants have recesitiher
requested or received bank licenses. Of these ngangs, one is to be affiliated with a discouni$mand
one foreign bank that has applied to take-over @lgmorly performing bank.

61. There are 23 bureaux de change in Malawi, whichieeased and supervised by the Reserve
Bank of Malawi under the current law. As notedvimasly, the licensing of foreign exchange deaigrs
the subject of an injunction by the courts. A®asequence, the licensing and supervision of ttieakers
is virtually non-existent and is awaiting resolutioy the courts.

62. Pension and Insurance About 150,000 employees in the formal Malawian ecoy are covered

by 632 private pension funds (according to the MR®#nded by contributions of both employers and
employees, 90% of which are managed by two inseraompanies. The Government runs a pay-as-you-
go pension scheme for its employees.

63. Malawi’s life insurance sector is small and higbbncentrated, inefficient and with limited
product and investment diversification. Theretaree life insurance companies. Gross insurance
premiums for these three companies for 2007 was Kiflion, or slightly more than $29 million USD.
Given the small market size, the high degree otentration is not surprising.

Structure of financial sector, 2007

Number of Total assets Authorized/
institutions | (US$ million) Registered and
supervised by:
Commercial banks 10 908.4 RBM/ Bank
supervision
Mortgage banks X X
Investment Trust 1 15.8 RBM/ Supervision of
Non Bank Financial
Institutions (SNBFI)
Collective investment associations
Life insurance companies and 3 267.4 RBM/ SNBFI
occupational pension funds
General insurance companies 8 RBM/ SNBFI
Company pension funds MRA
Insurance brokers 10 RBM/ SNBFI
Insurance Agents 22 RBM/ SNBFI
Loss Assessors/Adjusters 21 RBM/ SNBFI
Microfinance Instititutions 20 RBM/ SNBFI
Financial Cooperatives 70 RBM/ SNBFI
E-money X X X
Savings institutions X X X
Foreign exchange 23 Exchange Control
and Debt
Management/RBM
Money transmitters 3 Not available RBM
Leasing* and factoring 1 X X
Credit cards etc. X X X

Source: Reserve Bank of Malawi. These are as aeBember 31, 2007.
*The leasing company is a subsidiary of one ofabimmercial banks.

64. The following table sets out the types of finanaistitutions that can engage in the financial
activities that are within the definition of “finaial institutions” in the FATF 40+9.



FINANCIAL ACTIVITY BY TYPE OF FINANCIAL INSTITUTION

Type of financial activity
(See the Glossary of the 40

Type of financial
institution that performs

AML/CFT regulator &
supervisor

Recommendations) this activity
1. Acceptance of deposits and other Banks Bank Supervision - Reserv
repayable funds from the public (including Bank of Malawi
private banking)
2. Lending (including consumer credit; Banks Bank Supervision - Reserv
mortgage credit; factoring, with or without Bank of Malawi
recourse; and finance of commercial
transactions (including forfeiting))
3. Financial leasing (other than financial | Leasing Bank Supervision - Reserv

leasing arrangements in relation to
consumer products)

Bank of Malawi

1%

(]

4. The transfer of money or value (includi 1@anks/Money Transmitters Bank Supervision/Exchange
financial activity in both the formal or Control and Debt
informal sector (e.g. alternative remittance Management - Reserve Barlk
activity), but not including any natural or of Malawi
legal person that provides financial
institutions solely with message or other
support systems for transmitting funds)
5. Issuing and managing means of paymenBanks Bank Supervision - Reserve
(e.g. credit and debit cards, cheques, Bank of Malawi
traveller's cheques, money orders and
bankers' drafts, electronic money)
6. Financial guarantees and commitments Banks Bank Supervision - Reserve
Bank of Malawi
7. Trading in: o
. Stockbrokers Supervision of Non Bank
(a) money market instruments (cheques, Financial Institutions
bills, Cl?s, derivatives etc.); (SNBFI) - Reserve Bank of
(b) foreign exchange; Forex Bureaus Malawi
(c) exchange, interest rate and index
instruments; Banks/Discount Houses Bank Supervision - Reserve
(d) transferable securities; Bank of Malawi
(e) commodity futures trading
8. Participation in securities issues and thgStockbrokers, Transfer (SNBFI) - Reserve Bank of
provision of financial services related to | Secretaries, Stock Exchange Malawi
9. Individual and collective portfolio Asset managers, mutual | (SNBFI) - Reserve Bank of
management funds, investment trust, unit| Malawi
trust
10. Safekeeping and administration of castrustodial service institutions  Bank Supervisionesve
or liquid securities on behalf of other Bank of Malawi
persons
11. Otherwise investing, administering or| Portfolio/asset/fund (SNBFI) - Reserve Bank of
managing funds or money on behalf of | Managers Malawi
other persons
12. Underwriting and placement of life Insurance Companies (SNBFI) - Reserve Bank of
insurance and other investment related Malawi
insurance (including insurance undertakings
and to insurance intermediaries (agents and
brokers))
13. Money and currency changing Forex Bureaus Exchange Control and Debt
Management - Reserve Bank

of Malawi




Overview of Designated Non-Financial Businesses aftofessions (DNFBPSs)

65. Lawyers, notaries, and other independent legal preflssionals Lawyers in Malawi are required
to be admitted as legal practitioners in accordavittethe Legal Practitioners and Legal Educatian. A
Legal practitioners include attorneys and notamégere notaries are attorneys with specific qualifons.

66. The Malawi Law Society is established under thedl&gactitioners and Legal Education Act. It
administers the qualification of lawyers and recamnds to the Chief Justice of Malawi to admit a lawy
to be listed on the roll of legal practitioners.also establishes the code of conduct and atieagng of
the disciplinary committee, it can recommend tokfigh Court to strike a practitioner from the rdlhere
are currently 195 legal practitioners within Malawith the majority of them being associated withedi
law firms of an average of to 2 lawyers per legahfwith the biggest having 10 lawyers.

67. Accountants: The accounting industry in Malawi is comprised @bl of 13 accounting firms.
Each of the international “Big Four” accountingtis operate in Malawi; in addition, there are two
regional firms and seven purely local firms, mahwhbich are sole practitioners. Under the practides
of the Society of Accountants, only about 40 indixdls are authorized to sign financial statemeunt®b
a total of approximately 400 individuals registerath the society.

68. Casinos: The Casino industry is governed by the Gaming 2886 as amended in 1998. This
statute established the Malawi Gaming Board aatatery body with powers to issue licenses, inquire
into complaints against licensees, and regulatewts procedures. There are two operators that bega
granted casino licenses: one operates in Blantylelee other operates in Lilongwe. In addition, one
gaming license has been granted to one of the topgravhich has 13 sites for gaming machines dladsi
as site operations. One of the casino operatorgibbeen given permission from the Board to dgesa
internet casino.

69. Dealers in Precious metals and stonedalawi mostly mines gemstones. The most abundant
gemstone mined is aqua and, to a lesser extemgsrabd emeralds. Neither gold nor diamonds arednin
in Malawi. Malawi is considered to be a transshiptoint for the movement of precious metals and
stones as opposed to a producer. Malawi has disdweanium deposits and one Australian mining
company is set to begin mining soon. The Malawhauities are receiving assistance from the
International Atomic Energy Agency to track anct&dhe sale of this uranium by instituting a predist
is similar to the Kimberly diamond process.

70. Real Estate agentsThe real estate sector in Malawi is unregulated.
Overview of commercial laws and mechanisms governinlegal persons and arrangements

71. The types of legal persons and legal arrangemkatxkist in Malawi include companies,
partnerships and trusts.

72. Companies: These companies are established under the Conspactie1 984. There are two
types of limited companies, those that are limbigghares and those limited by guarantee. Toegeat
limited company of any kind, certain informationtire form of a standardized document need to be
presented: a memorandum and articles of associdigbof directors, list of shareholders, the
capitalization of the company and its registerditef As at February 2008, there were 8822 companie
registered in Malawi.

73. Bearer shares are explicitly prohibited under tben@anies Act, 1986 and as a practical matter
the authorities do not and have not permitted sheines to be issued in Malawi.

74. Partnerships: These are registered under the Business NamestRign Act. For a partnership,
the Registrar General will need to see the Pattippsgreement.

75. Trusts: There are two types of trusts that can be craatbthlawi. One is a Trust under the
Trustee Incorporation Act, which is a public trusitized by charities and other related non-profit
organizations. The other is a private trust unden@on Law, which can be created either by a trestd
or a will. Public trusts are required to be registk similar to a company under the Companies [Adt,
there is no registration requirement for privatests.



76. Since inception, 4,219 public trust applicationsehbeen received by the Registrar General's
office. The Registrar General has no accuratedgavailable on the exact number of public trusts
operating in Malawi as these are approved by thadt#r of Justice. As noted earlier, the Registrar
General’s office is undergoing a computerizatioogoam to computerize its database.

Overview of strategy to prevent money laundering adh terrorist financing
a. AML/CFT Strategies and Priorities

77. The authorities were not able to provide a wriddnlL/CFT strategy or set of priorities. From the
interviews it was evident that the FIU is the maiiver behind the implementation of the AML/CFT
regime in Malawi. Many stakeholders view the FIUlaes unit that will deal with ML and TF matters in
Malawi. The FIU has determined to roll out apgiica of the ML & TF Act first to banks and then eth
financial institutions as designated under that Act

b. The institutional framework for combating moneylaundering and terrorist financing

78. National Anti-Money Laundering and Combating the Financing of Terrorism Committee:
The Committee started meeting in September 2007sartthired by the Ministry of Finance. Its current
membership comprises: the Financial Intelligencé, Wlme Reserve Bank of Malawi, the Malawi Police
Service (represented by the Fiscal and Fraud Uh#)Anti-Corruption Bureau, the Director of Public
Prosecutions, the Malawi Revenue Authority, theibstig of Foreign Affairs, the National Intelligence
Service and the Ministry of Justice. Its currefé¢rie to coordinate the efforts of its membershia t
development of Malawi’'s AML/CFT framework.

79. National Counter Terrorism Committee: The committee was set up soon after September 2001
and is chaired by the Chief Secretary of Cabindtthe Office of the President. Its role is to oeers
implementation of the United Nations requirememidar the international terrorism related instruraent

Its current membership comprises: the MinistrieBefence, Home Affairs, Finance, Transport,
Information, Foreign Affairs and Justice, the ResdBank of Malawi and the National Intelligence
Service.

80. Ministry of Finance: In addition to chairing the National AML/CFT Comteie, the Ministry of
Finance has current oversight of the activitiethefFinancial Intelligence Unit. Moreover, whedmes
to developing AML policy, the Secretary to the ey in the Ministry is the liaison to the Cabiffet
making decisions on AML/CFT matters since the NalcAAML/CFT Committee does not currently have
the authority to make binding decisions, althougiigposal for increased authority has been setieto
Cabinet for approval.

81. Director of Public Prosecutions (DPP):Pursuant to Section 99 of the Constitution andi&ec
79 of the CPEC, the Director of Public Prosecuti@iBP) is responsible for the prosecution of athess
against the laws of Malawi. The DPP can also deethis role to other law enforcement agenciethitn
respect, the ACB, MRA and the MPS can also prosemutruption, tax and misdemeanor offences
respectively.

82. Anti-Corruption Bureau (ACB): The Corrupt Practices Act establishes the Antir@ution

Bureau. The Act mandates the ACB to conduct coimagirevention exercises, public education ac#siti
and conduct investigations and prosecution of ofées. The ACB became operational in 1998. The ACB
has fully functional operational corruption prevent public education investigations and proseaigio
sections. The Bureau has an authorized establigtwhédl officers. Currently the staff strengtiois

staff members.

83. Malawi Police Service (MPS):The MPS is deployed nationally for the preventiod detection
of crime, the apprehension of offenders, the pxedien of law and order, the protection of propextyl
the due enforcement of all laws and regulations witich they are generally charged under the Police
Act.

84. The Fiscal and Fraud Unit(FFU): This is a special branch of the MPS and is resiptefor the
investigation of all fraud matters and any otheaficial crimes such as exchange control contravesti
and theft by public officials. The FFU has a st#f88 with some of them deployed at 16 of the 1&ibp
posts to assist in cases of exchange control aanttisns where they act as agents of the RBM. Hé¢ F
has appointed a desk officer who serves as tremhadfficer and deals with all matters referredhsy
FIU.



85. Malawi Revenue Authority (MRA): The MRA is comprised of the Taxation and Customs
Divisions. The Customs Division is tasked with ntoring the movement of goods into and out of
Malawi. They are deployed at all 18 border postsf ®hich are the national airports in Blantyre and
Lilongwe. The Customs Division has 490 employeetunling support staff.

86. Reserve Bank of Malawi:The RBM is established in accordance with the ResBank of
Malawi Act and is currently responsible for the sryision of banks, bureaux de change, pensions,
insurance, stock exchange and money service tréessniThe RBM employs a total of 613 staff. Of the
total staff, the Banking supervision department leyg15 persons, Non-Banking financial institutions
supervision department employs 13, and Exchangé&r@atepartment employs 25, all of which will be
responsible for AML/CFT matters on behalf of theNRB

87. National Intelligence Service (NIS):.Created pursuant to a Warrant of Establishmentruhee
Office of the President and Cabinet, the NIS isddid into internal and foreign security sectiond has
as its primary focus is the national security oflild. There are 379 established positions in thg, Nf
which 200 positions are filled. The NIS intend$itive a desk officer who would be responsible fgr an
matters that relate to ML or FT.

C. Approach concerning risk

88. Malawi has adopted a single uniform approach tdimtpavith AML/CFT. There is no risk based
approach specified in the legislation nor are @extategories of institutions, product, servicggyeography
identified as requiring enhanced scrutiny, excepttbmestic and foreign politically exposed persons
which is required under the international standards

d. Progress since the last WB/IMF assessment or mutuevaluation

89. Malawi underwent a mutual evaluation conductedheyEastern and Southern African Anti-
Money Laundering Group (ESAAMLG) in June 2004. Hoere the authorities were unable to produce
the mutual evaluation report as they had not reckilie report from ESAAMLG. Consequently, the
assessors were not able to determine what defieemere identified in 2004.

90. Suffice it to say at the time of that evaluatioralBvi did not have a legislative and institutional
framework to address ML & TF. Since that time, Kheney Laundering Proceeds of Serious Crime and
Terrorist Financing Act, 2006 was enacted and arainal FIU has been established.



D. DETAILED ASSESSMENT

Table 1: Detailed Assessment

2.

Legal System and Related Institutional Measures

2.1 Criminalization of Money Laundering (R.1 & 2)

Description and analysis

91. Legal Framework: The Money Laundering Proceeds of Serious CrimeTamobrist
Financing Act, 2006 (ML & TF Act) and the Penal @déC). Money Laundering is criminalized
in Section 35 of ML & TF Act; ancillary offenceseaprovided for in Sections 21-23; and liability|
of legal persons is provided for in Section 24haf PC, respectively.

92. Criminalization of Money Laundering (c. 1.1 - Phystal and Material Elements of the
Offence): There are four elements to the money laundering) @ffence as provided for under th
ML & TF Act. Section 35(a) provides for the actaainverting or transferring property with the a
of concealing or disguising the illicit origin ofich property; Section 35(b) provides for the act g
concealing or disguising the true nature, orighation, disposition, movement or ownership of
such property; Section 35 (c) provides for thedhetcquiring, possessing or using such property
that is from proceeds of crime; and Section 35¢dyides for the act of participating in, associgti
with or conspiring to commit, or attempting to coihor aiding, abetting and facilitating the
commission of the three acts in Subsections 38¢§aand (c).

93. The offences, as established in Section 35, arsistent with the Vienna and Palermo
conventions.

94. The Laundered Property (c. 1.2):The definitions of property and the proceeds oher
as provided for in the ML & TF Act, are very broadlhe definition of property covers any asset
every kind, whether corporeal or incorporeal, miwear immovable, whether situated in Malaw
or elsewhere and whether tangible or intangibleiaclddes any legal or equitable interest in an
such property. Under Section 2, proceeds of criavers any property derived directly or indirec
from a serious crime and includes any property hlaatlater been converted, transformed or
intermingled, as well as income, capital or otrem®mic gains derived from such property at a
time from the commission of the serious crime. €idering these two provisions, it is clear that
the offence of ML extends to all types of property.

95. Proving Property is the Proceeds of Crime (c. 1.2)1Pursuant to Section 35 (2) of the

ML & TF Act, it appears that is not necessary toverthe predicate offence in order to prove that

property is the proceeds of crime.

96. In determining whether property is the proceedsriofie, it was asserted that the
prosecution would rely on all the facts, chain eémts and transactions, general profile of the
accused over a period of time as well as the adgoeeson’s associates. However, there is no ¢
authority to support this assertion. Indeed, fromdiscussions with the DPP, the assessors we
left with the impression, despite the languageaaiti®®n 35 (2), that proof of a predicate offence
would more likely be required than not.

97. The Scope of the Predicate Offences (c. 1.3yhe predicate crimes for money launderi
cover offences under the ML & TF Act, the Penal €add other laws criminalizing various
offences. Covered offences include all the deseghaffences itemized in the FATF
Recommendations except for two offences: (1) acardigiting and piracy of products, and (2)
insider trading and market manipulation.

Table: Designated Category of Offences

Designated Category of Offences Relevant Law angé&kific sections
Participation in an organized criminal group S. &5 and 71 of PC
Terrorism, including terrorism financing S. 36 aftlof ML & TF Act

Trafficking in human beings and migrant S. 257, 259 and 267 of PC
trafficking
Sexual exploitation (including of children) S. 1335-138, 265 of PC
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Illicit trafficking in narcotic drugs S. 7-9 of Dgerous Drugs Act




lllicit Arms Trafficking S. 4-5 of Firearms Act

Corruption and bribery S. 90 of PC; S. 24-25 ofrQpt Practices Act

lllicit trafficking in stolen and other goods 3Bof PC

Fraud S. 120, 332-336 of PC

Counterfeiting currency S. 371-377 of PC

Counterfeiting and piracy of products S. 47-48ef Copy Right Act; S. 9-10 of the
Trade Marks Act

Environmental crime S. 197-198 of PC; S. 61-6Emfironmental
Management Act

Murder, grievous bodily injury S.209, 238-239 @ P

Kidnapping, illegal restraint and hostage S. 257-269 of PC

taking

Robbery or theft S. 270-290, 300-302 of PC

Smuggling S. 89 of PC

Extortion S. 91, 304-307 of PC

Forgery S. 351-354, 355-359 of PC

Piracy S. 63 of PC

Insider trading and market manipulation S. 3642land 57 of the Capital Market
Development Act

98. Threshold Approach for Predicate Offences (c. 1.4Malawi takes a threshold approach;
this means that all crimes, which are punishabla maximum penalty of more than 12 months or

punishable by life imprisonment or death, are pratdi crimes for ML purposes.

99. Extraterritorially Committed Predicate Offences (c. 1.5): The ML offence applies
whether the property in question is the proceedsiofe that occurred in Malawi or conduct that
constituted a crime elsewhere and would also hawstituted a crime in Malawi had it occurred
there (Section 2 of the ML & TF Act defining sersocrime).

100. Laundering One's Own lllicit Funds (c. 1.6): There is no provision in the ML & TF Act
providing for the prosecution of an accused pefsoboth the predicate offence and money

laundering. But according to the authorities, thanay laundering offence can be committed by
person who also committed the predicate offenocsa#t argued by the DPP that under Malawi’'s

criminal justice system, the PC remains the mageeiof legislation in all criminal cases. As such

all other criminal laws, including the ML & TF Adr CPA, are complementary to the PC.
Moreover, in order to illustrate this point, ongpicases before the Malawi courts were cited,
namely, R. v. William Phiri (2008); R. v. Mwawa (@8); and R. v. Milton Kutengule (2008); all
cases involve allegations of corruption under tRA@s well as other alleged offences under the
PC. Notwithstanding these citations, it was still dlear whether a person can be charged with
laundering one’s own proceeds or if the reasonadbidoing so is on the grounds that this would
violate the principle against double jeopardy. Bksessors were, therefore, not persuaded that
prosecution for laundering one’s own funds is gadesinder Malawian law.

101. Ancillary Offences (c. 1.7):Ancillary offences to the offence of money laundgrare

=
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found in Section 35(d) of the ML & TF Act. It issal provided for under Sections 21-23 of the PC.

102. Additional Element - Could an act committed overses, which does not constitute an
offence overseas but which would be a predicate efice if committed domestically, constitute
an offence of ML (c. 1.8):There is no provision permitting the prosecutionrfioney laundering
for a predicate offence, which if it was committach country that did not criminalize the act but
which would have constituted an offence had it owmlin Malawi.

103. Liability of Natural and Legal Persons (c. 2.1 & c2.3): The offence of money
laundering applies to both natural and legal pexs®he term person when used in the ML & TH
Act has the meaning given to it in the Generalrprigtation Act as applying to a natural or legal

entity. Moreover, under Section 24 of the PC, caapons, associations or a body of persons can be

prosecuted for any offence existing in the lawMafawi.

104. The Mental Element of the ML Offence (c. 2.2)The intentional element of the ML
offence is established like any other offence utiderPC or other Malawian law. Proof can be
satisfied either by adducing direct evidence ligkihe accused to the crime or inference being




made from evidence of objective factual circumstsné\ccording to the authorities, in assessin
whether a suspect may have intended to commitffeaae of ML, “all the circumstances of the
case are looked at and a reasonable conclusiopecenfierred from the same that there was
intention to commit the offence.” The basis fostprinciple is the common law and general
criminal law practice. This assertion is suppotigdections 169 & 171(f) of the Criminal
Procedure and Evidence Code.

105. Liability of Legal Persons should not preclude posble parallel criminal, civil or
administrative proceedings (c. 2.% While as a general rule, prosecution of legatpes does not

y

preclude parallel criminal, civil or administratipeoceedings, there has to be a reason for doing so

independent of the proceedings already underwégy alppractice established under Malawi’s
criminal justice system. For example, in the cddeimance Bank Limited, which went into
liquidation on the intervention of the RBM, paralteiminal proceedings were commenced by th
ACB against one of the directors who later jumpait, bvhile the administrative action was still
proceeding.

106. Sanctions for ML (c. 2.5):Under Section 35(3) of the ML & TF Act, a persohav
contravenes this section is liable, in the case mditural person, for imprisonment for 10 years &
a fine of US$14,600, and, in the case of a legalge a fine of US$73,000 and loss of business
authority. As this is a new law, there have beeMhacases that have been prosecuted althoug
there are a couple of cases under active investigatwhich the authorities believe will likely kka
to a prosecution. Nonetheless, the sanctions apppionate and dissuasive both within the
context of Malawi and the Southern African region.

107. Analysis of EffectivenessThe Malawian criminalization of ML framework is lime with
international standards and the material elemeastsansistent with the Vienna and Palermo
Conventions. Eighteen of the designated predidfe@aes under the FATF Recommendations 3
covered. As it is a new law, it is not possibléhéd time to assess the effective implementatiah a
systematic enforcement of the ML & TF Act. Indeasd noted in paragraph 22, while the legislat
was consented to on 25 August 2006, the noticengakie law effective was only issued on 17
July 2007.

108. Statistics (applying recommendation 32)There is no systematic mechanism for the
collection of statistics on investigations, progemuand conviction of any cases. However,
immediately following the assessment mission, diciaf from the National Statistics office was
seconded to the DPP’s chambers to establish ansystekeeping records.
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Recommendations and comments

The authorities should consider —

- Criminalizing the laundering of one’s own illiciifids.

- Maintaining in a systematic manner statistics of Mbestigations, prosecutions and
convictions as this will enable the authoritiebobetter able to assess the effectiveness of
anti-money laundering regime.

- Providing clarity from a practical perspective ohether it is not necessary to prove the
predicate offence in order to prove that propestihe proceeds of crime.

the

Compliance with FATF Recommendations 1 & 2

Rating Summary of Factors underlying rating
R.1 LC * Laundering of ones own illicit funds not providem f
* Too early to make an assessment of effective imgihdation
R.2 LC » Too early to make an assessment of effective imgihtation
2.2 Criminalization of terrorist financing (SR.I1)

Description and analysis

109. Legal Framework: Sections 36, 76 and 77 of the ML & TF Act.

110. Criminalization of Financing of Terrorism (c. I.1) : The ML & TF Act contains two
provisions in Sections 36 and 76 that criminaliraricing of terrorism as required under the UN
Suppression of the Financing of Terrorism Conven(it- Convention).

111. Section 76 criminalizes “the solicitation, receptiprovision or possession of money or
other property; entering into or becoming concelinegh arrangement as a result of which mon

2%

or other property is made or is to be made avail&i the purposes of terrorism, or a terrorisa of




proscribed organization.” The terrorist financirféeaces apply to providing or collection of mon
or property for ‘terrorism’. An act of terrorism der Section 2 of the ML & TF Act includes acts
within the scope of all the counter terrorism carti@ns ratified by Malawi (see discussion unde
International Cooperation), the use or threat tibadn or outside Malawi which involves serioug
bodily harm to a person, serious damage to propentyangering a person’s life, creating seriou
risk to health or safety of the public or a sectdhe public, seriously interfering with
communication systems or seriously prejudicingamati security. Furthermore, TF is defined in
Section 2 of the ML & TF Act as directly or inditgcproviding or accumulating funds or other
goods, or attempting to do so with intent thatftirels be used or knowledge that the funds will
used in whole or in part to commit acts of ternorias envisaged in the TF Convention and the
twelve counter terrorism conventions in its Ann€lus, it is evident from Section 2 that the TF
offence covers use of funds to finance terroritivéies as discussed below in paragraphs 112-1

112. Complementing the provision as outlined above,i8e@6 of the ML & TF Act makes it
an offence for any person by whatever means togengeterrorist financing activities. It extends
a person who organizes or directs others, atteanptenspires to commit a terrorist financing
activity, or is an accomplice to a terrorist finargcactivity.

113. Moreover, pursuant to Section 77 of the ML & TRiwé Act, entering into an arrangeme
which facilitates the retention or control of teisb property, including the concealment, removal
from the jurisdiction or transfer to another persberrorist property covers money or other
property likely to be used in a terrorist act oreberrorist group. Furthermore, the term ‘tertoris
group’ is defined as an entity that has one cddtsvities and purposes to commit a terrorist act
group proscribed by the Minister as such.

114. Consequently, it is not necessary that the off@rficerrorism be actually committed or th
there is an attempt to commit terrorism, or thatftinding be linked to a specific terrorist actsit
sufficient that the money or property is there amniditended to finance terrorist activities.

115. Currently, the Minister has not proscribed any aigation as a terrorist group.

116. Predicate Offence for Money Laundering (c. 11.2):Offences relating to terrorist
financing are predicate offences for money laundeby virtue of the fact that the ML offences
under the ML & TF Act apply to serious crimes ofigthterrorist financing is one.

117. Jurisdiction for Terrorist Financing Offence (c. 11.3): Section 2 of the ML & TF Act
includes acts of terrorism committed outside Malawpiroviding as follows “an act or omission,
whether committed in or outside Malawi.”

118. The Mental Element of the TF Offence (applying c. 2 in R.2): See earlier discussion
on ML offences.

119. Liability of Legal Persons (applying c. 2.3 & ¢. 2 in R.2): See earlier discussion on ML

offences.

120. Sanctions for FT (applying c. 2.5 in R.2)Under section 36(3) of the ML & TF Act a
person who commits a terrorist financing offencksisle in the case of a natural person to
imprisonment for 15 years and a fine of K3,000,008%$22,000), and in the case of a legal pers
a fine of K15,000,000 (US$110,000) and loss of tess authority. As regards a person who
solicits for money under section 76 of the ML & AEt, the person is liable to imprisonment for
years and a fine of US$110,000.

121. On the other hand, under section 77 of the ML &AKE, a person who enters into an
arrangement to facilitate retention or controleafdrist property is liable to only 2 years
imprisonment and a fine of K100,000 (US$710). has clear why there is a large disparity in th
penalties that are imposed in the other two segtiona similar offence namely terrorist financin

122. The sanctions as provided for in Sections 36 andf Tiéat Act are proportionate and
dissuasive. However, the penalty under Sectiors Tibi. It is not consistent with the 15 year tern
imposed for carrying out the terrorist acts or fuaiding.

123. Analysis of EffectivenessAlthough generally consistent with the requirensantder the

"

pe

to

nt

at

15

D

SFT Convention, the provisions related to the aféeof terrorist financing have not been tested.
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addition, the penalty for ‘entering into an arramgat to facilitate terrorist financing activitias’
not consistent with those imposed for similar offesyunder the ML & TF Act. Nevertheless, it h
to be appreciated that in 2003 the authoritieppdidide valuable assistance to the United State
government in a terrorism related case. It involfreel al Qaeda suspects, all foreign nationals w
were arrested in Blantyre in a joint operation lestwthe governments of America and Malawi.
They were suspected of financing terrorism throagharitable organization. The suspects were
extradited into the hands of the American authesitiThis does in some way indicate the kind of
effort the authorities in Malawi could potentiafiyovide in implementing the terrorism financing
provisions of the ML & TF Act.

h

Recommendations and comments

The authorities should consider —

- Proscribing terrorist organizations such as thtwséhe United Nations list.

- Strengthening the penalty for entering into aargement to facilitate terrorist financing
activities.

Compliance with FATF Recommendations |l

Rating Summary of Factors underlying rating

SR.I | PC » Strengthening the penalty for entering into anragesnent to
facilitate terrorist financing activities

» The provisions related to the offence of terrdiigincing have
not been tested

2.3 Confiscation, freezing and seizing of proceeds crime (R.3)

Description and analysis

124. Legal Framework: Sections 48-101 of ML & TF Act (confiscation, fedeg, seizing,
searching, production orders and monitoring ord@&sgtions 23-23A of the CPA (freezing and
seizing); Sections 16 and 20 of the Police Actrigeaowers); Section 17 of Dangerous Drugs A
(search, seizure and confiscation); and Sectionof 9 Criminal Procedure and Evidence Cod
(CPEC).

125. Historically, Malawi’s forfeiture regime was govexh by the provisions under the Penal
Code. The forfeiture laws were abused in that theme used to illegally confiscate property tha
belonged to any person that opposed the stateryoest in the 1970’s and 80's. As a result of
this, when Malawi became a democracy in the e&@90§, all forfeiture laws were repealed. Wh
the ML &TF Act was being debated in Parliamentréheere fears that the provisions on
confiscation in the Bill would end up being abubgdany government that might be in power at
any given time. This led to the changdafeitureto confiscation in the Acend it was decided ag
a compromise that the confiscation would not béd,diut conviction based. On the other hand, t
authorities did indicate in discussions with theessor team that there are limited circumstance
when the Police, under the Police Act and in ther@ge of their general powers, are able to sei
proceeds of crime. For example, this was donedrs#izure of Indian Hemp (a form of marijuan
which is widely grown in many parts of Malawi). Gaguently, Malawi’s confiscation regime
should be viewed in the above historical context.

126. Malawi’'s ML & TF Act provides for the confiscatiasf laundered property which
represents proceeds from, instrumentalities useddhinstrumentalities intended for use in the
commission of ML, TF or other predicate offenced property of corresponding value.

127. Confiscation of Property related to ML, TF or other predicate offences including
property of corresponding value (c. 3.1)The primary legislation that addresses the corffizca
of property related to ML, TF or other predicatéentes is the ML & TF Act.

ML & TF Act

128. Confiscation is available where a defendant haa beavicted of a serious crime. Sectig
48 of the ML & TF Act provides that where a persegonvicted of a serious crime, the Director
Public Prosecutions (DPP) may, not later than tevehonths after conviction, apply to court for &
order against property that is tainted propertsespect of the serious crime or a pecuniary peng
order against the person in respect of any berdditsed from the commission of a serious crim
‘Tainted property,’ as defined in Section 2, isgedy intended for use in, or used in or in
connection with the commission of a serious crimproceeds of crime. This clearly covers
instrumentalities even if the term itself is noeds
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129. Moreover, under Section 53 of the ML & TF Act, th@urt may, in determining whether
property is tainted property, infer that- unlessréhis evidence to the contrary - (a) the propeey
used in, or used in connection with the commissioa serious crime if it was in possession of t
convicted person at the time of or immediatelyretfte commission of the serious crime for whig
the person was convicted; or (b) the property veais/ed, obtained or realized as a result of the
commission of the serious crime if it was acquiogdhe convicted person during or within a

reasonable time after the period of the commissfdhe serious crime and the court is satisfied
that the income of the convicted person is fromr@esithat cannot reasonably be accounted for

130. As for a pecuniary order, under section 61, thenigdint is ordered to pay a pecuniary
penalty of an amount equal to the benefit derivethfthe offence. It provides for a defendant tg
pay to the government a penalty of an amount gquale government’s own assessment of the
value of the proceeds of the serious crime, redeyethe defendant or from which he has
benefited.

131. With respect to TF, the confiscation provisionsgdssussed above, apply to terrorist
property.

Dangerous Drugs Act (DDA)

132. If a person is found guilty of an offence under BMi@A, section 17 provides that dangerd
drugs seized shall be forfeited by order of thericou

Corrupt Practices Act (CPA)

133. If a person is found guilty of a corruption offenmaeder the CPA, Section 3 of the Corrupt

Practices (Disposal of Recovered, Seized or Fr@reperty) Regulations (issued under Section
of the CPA), provides that recovered, seized areinoproperty shall by order of the court be
forfeited to the State.

134. Confiscation of Property Derived from Proceeds of @me (c. 3.1.1 applying c. 3.1)As
stated when discussing the Criminalization of Mitggerty is broadly defined to cover every
description of property. In this regard, any prateef crime can be confiscated. Indeed, this is
supported by Section 62 of the ML & TF Act, whickrmits a presumption to be made by the cg
in determining whether a person has benefited tlt@rcommission of a serious crime. Under th
provision, (a) all property, appearing to the caarbe held by a person on the day on which an
application for a confiscation order is made, ib¢éoconsidered property that came into possess|
by reason of the commission of a serious crimeviach that person has been convicted; and (b
any property received or presumed to have beeivestas a result of the commission of a serio
crime for which the person has been convicted setoonsidered property that came into
possession by reason of the commission of a seciime. Moreover, under Section 79(1) of the
ML & TF Act proceeds of crime include property tima&y be held by a third party.

135. Itis as a consequence of Section 62 that the atiisoadvised the assessor team that in
making an application for a confiscation order ar@rtion has to be made between the procee
crime and the commission of a serious crime. Orother hand, as will be indicated below, there
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a Supreme Court case which offers a different \atheit in relation to use of provisional measures

in a corruption case. It refers to all propertyta# defendant whether legal or illegal.

136. Furthermore, under Section 149(4) of the CPEC uatcwhen making a confiscation ord
following conviction of an accused person, order ¢bnfiscation of property “not only such

property as has been originally in the possessiamder the control of any person but also any
property into or for which the same may have bemverted or exchanged and anything acquirg
by such conversion or exchange whether immediatettherwise.”

137. Provisional Measures to Prevent Dealing in Propertgubject to Confiscation (c. 3.2):
Restraining orders under the ML & TF Act can beagid under Sections 79 and 80 of that Act
The orders are against realizable property (definékction 2 of the ML & TF Act as any prope
held by a defendant or any property possessedysan to whom a defendant has directly or
indirectly made a gift) held by a defendant. Thpliagtion under Section 79(2) is maebe parteby
the DPP stating —

ed

ty

» where a person has been convicted of a seriougctira date of conviction; or




—

* has been charged or is about to be charged withi@us crime, grounds for believing tha
a defendant committed a serious crime; or

» adescription of the property in respect of a whiahrestraining order is sought; or

» the name and address of the person who is belteveel in possession of the property
sought; or

» the grounds for the belief that the property iatedl property in relation to the serious
crime; or

» the grounds for the belief that a defendant deravbenefit from the commission of a
serious crime; or

« ifin the hands of a third party, the grounds fog belief that the property is tainted
property and is subject to the effective controlhaf defendant; or

» that a confiscation order will be made as discusdede pursuant to section 48 of the M
& TF Act.

—

138. Indiscussing the seizure and freezing procedwsélsey exist in Malawi, the Supreme
Court of Malawi has held in the case thife Republic vs Greselder Jeffery , MSCA CivilegbiNo
12 of 2002that a seizure or freezing order (including mastrorders) applies t@ll property held
by the defendant and whether legitimately acquiredot.” The reason the Supreme Court argued,
citing a United Kingdom authority, thatvhen applying for a restraint order, the prosecuto
probably has somewhat limited information as todbéendant’s assets, yet an immediate
application may be necessary in order to prevessigation.”

139. In addition to the DPP making an application feestraint order, the Director of the Anti
Corruption Bureau (ACB) can, under section 23Ahaf CPA and upon application to court, seek
an order to seize or freeze any document, or etfwards or evidence or any asset, account, money
or other pecuniary resource, wealth, property @irm®ss or other interest.

140. Ex Parte Application for Provisional Measures (c. 38): Applications by the DPP for
freezing and seizure of property subject to coafisn under the ML & TF Act are ma@s parte
before the court. Additionally, the same equallplegs when applications for provisional measures
are made by the ACB and the Police

141. Identification and Tracing of Property subject to Confiscation (c. 3.4: The ML & TF
Act and the Police Act provides a wide range of e@ato allow the authorities to identify and trace
property, including production orders, tracking andnitoring orders, search and seizure including
orders to financial institutions to produce anyorels in their custody (sections 41, 42, 69, 70, 71,
94, 98, 99, 101-102 of the ML & TF Act; sections&@&0 of the Police Act; section 36 of the
CPA).

142. Search warrantsSection 41 of the ML & TF Act gives the FIU theilid to apply to
court for a search warrant to enter a financiditunsons in connection with ML or TF.

143. Sections 69 and70 of the ML & TF Act provide thefDRith authority to apply for a
search warrant in respect of tainted property réciice the DPP acts on behalf of the law
enforcement agencies such as the Police in makicly an application. Furthermore, under sectipn
71 of the ML & TF Act, an application can be madedearches in emergency situations without
the authority of a search warrant or order of atcdiowever, there is no provision for a
retrospective ratification of such an action. Taises a potential for abuse in the absence of a
check on the actions of the DPP by judicial autiori

144. Sections 16 and 20 of the Police Act provide tharity to the police to conduct searches
including in emergency situations. However unlikeler the ML & TF Act, where the police mak
a search without a court order, under the Polidettey are required to have such an action
retrospectively authorized by a magistrate.

D

145. Section 36 of the CPA provides the ACB or the Roligth power to search a person
pursuant to a warrant issued by a magistrate atioel to suspected corruption activities.

146. Production ordersSection 94 of the ML & TF Act provides for prodiatt orders to be
issued against any person who has possessioncauangnt relevant to identifying, locating or
guantifying property suspected of belonging to s@e charged with or convicted of a serious
crime. Such documents when produced can be inghexipies made in respect of the documents
or retention of the documents for as long as thezaequired for the duration of the investigation




or trial.

147. Moreover under Section 98 of the ML & TF a searehnant can be issued to search for
any document that is the subject of the produatiaier.

148. Under Section 94(5) of that Act, a person is naiused from producing or making
available a document when ordered to do so onrngs that producing it or making it availab
might tend to incriminate him or make him liableatpenalty. However, the document shall not
admissible in evidence against the person produtimgmaking it available in any criminal
proceedings except in respect of an offence unéetich 96, which is the offence of failing to
comply with the production order.

149. Monitoring orders:Section 101 of the ML & TF Act gives the competanthority the
ability to apply to court for a monitoring ordemhd order directs a financial institution to diselos
information in respect of an affected account reigay all transactions conducted through such &
account. However, pursuant to Section 102 of tlwdt the monitoring order cannot have
retrospective effect or be in effect for more tlagperiod of three months from the date of the or
Further, a financial institution that is the subjetsuch an order is prohibited from disclosing th
existence or operation of the order.

150. Protection of Bona Fide Third Parties (c. 3.5)Third parties have the right before a
confiscation order is made to apply to the courhtike a declaration as to the nature, extent an
value of the interest of the affected third party@spect of property which is the subject of the
confiscation order (Section 56 of the ML & TF AdEurthermore, where property has been seiz
on grounds that it is suspected to be tainted ptpp@der Section 73 of the ML & TF Act, a
person who has an interest in the property mayyapghe court for an order that the property bg
returned to that person under Section 73(1) ofAlcat But the court will only grant the order
returning the property where it is satisfied thne person is entitled to possession of the propert
that the property is not tainted property and thatperson in respect of the conviction has no
interest in the property.

151. Power to Void Actions (c. 3.6)Under Section 55 of the ML & TF Act, the court liae
authority to prevent or void actions whether coetral or otherwise affecting tainted property
subject to confiscation.

152. Additional Elements (R. 3) — Provision for a) Confécation of assets from
organizations principally criminal in nature; b) Ci vil forfeiture; and, c) Confiscation of
Property which Reverses Burden of Proof (c. 3.7)fhere is no provision for confiscation of the
property from organizations principally criminalmature and Malawi does not have a civil
forfeiture framework.

153. Statistics on freezing, seizure and confiscatiothere is no mechanism for maintaining
statistics in a systematic manner with respecetroesl, frozen or confiscated assets. On the othe
hand, pursuant to the CPA, the ACB does keep seomds of assets that are seized, frozen an
confiscated in relation to corruption cases, sisctha Kambalame case; seizure of 92 trucks fro
GDC Haulage Company and in return collected MK8ilion (US$61,200) of the evaded tax;

seizure of trucks from Gelseder Jeffrey worth MK6illion (US$427,000); and property belonging

to a senior public official in a Ministry of Edudatt scam. In addition, in all these cases, the
accused person’s bank accounts were frozen in coti@hbanks. Moreover, the ACB seized 13
minibuses of a businessman who was corruptly deghilly operating a minibus business in
Malawi. Furthermore, the ACB seized one MercedaewxBaotor vehicle from an accused persorn
who used to be a CEO in one of the state-owneiutishs during an investigation on corrupt
practices.

154. Analysis of EffectivenessThe confiscation powers, as provided for undemihe TF
Act and other laws of Malawi, are adequate. ButhasAct is still new, its efficacy cannot be
determined at this juncture. On the other handAfBB has exercised its powers under the CPA
which has resulted in the seizure and ultimateisoafion of tainted property. The Police have a
used the powers under the Police Act to searcltseizé property that is related to other crimes
unrelated to ML. However, in the absence of systenaamd comprehensive maintenance of
statistics, even the general seizure and conf@taittions taken by the law enforcement agenci
cannot be fairly assessed for their effectiveness.
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155. The present challenge for the DPP is to begindbthe efficacy of the ML & TF Act at the

earliest opportunity.

Recommendations and comments

The authorities should consider maintaining instesyatic manner statistics on seized, frozen gnd

confiscated assets

Compliance with FATF Recommendations 3

R.3 LC * No implementation of the ML & TF Act with respect t
provisional measures

* No statistics are maintained on seized, frozeroofiscated
assets

2.4 Freezing of funds used for terrorist financing(SR.111)

Description and analysis

156. Legal Framework: There is no regulatory or administrative mechargsmrocesses to

implement United Nations Security Council Resolosid 267 and 1373. Moreover, discussions
with the authorities indicated that while the auifies do receive the United Nations List, this is
not transmitted to the relevant stakeholders asired) by the Resolutions. There have been no
country designated lists that have been submitt¢llet Malawian authorities under UNSCR 137

157. The ML & TF Act provides in section 78 (1), thasapervisory authority which has reas
to believe or suspect that a financial institutimids an account or property on behalf of terroris
shall issue a written directive to the instituti@guiring that they freeze or restrain any accaunt

property held by the financial institution on bdhaflthe suspected terrorist. Though the law state

that the order shall be in effect for three monghepmpetent authority can apply for the court to
extend the order, Section 78 (2) and (3), ML Atts the view however of the assessors that thi

provision while giving the competent authority Higlity to freeze terrorist related property does

not meet the requirements envisaged under the iBe@auncil Resolutions which calls for an

immediate freezing. Indeed, when one comparesdhiat many jurisdictions have instituted, the

provision in the ML & TF Act falls far short of tHaternational standard.

158. Consequently, none of the requirements under Sgeemmmendation Ill are in place ir

Malawi.

159. Notwithstanding the absence of a mechanism to imete the UN Resolutions, Malawi
has set up a National Counter Terrorism CommitB3¥0) in the Office of the President and
Cabinet as the Chair with membership from the Miigs of Defence, Home Affairs and Internal
Security, Finance, Transport, Information and Clducation, Justice and Foreign Affairs and t

National Intelligence Service (NIS) and the RBMeTbommittee meets quarterly and is currently

responsible for reviewing legislation related taagsm and the UN Resolutions with a view to
incorporating provisions of international instrurteean terrorism into Malawi’s anti-terrorism
framework.

3.
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Recommendations and comments

The authorities should consider -

- Setting up a framework for the freezing of fundsdusor terrorists financing, in accordance
with the requirements of UNSCR 1267 and 1373, sigatly:
- Procedures and processes on de-listing and unfigeefifunds for persons wrongly listed

- Procedures and processes on circulating the Ulblistiblic and private sector players and not

just financial institutions

- Procedures for unfreezing of funds belonging tspes or entities that are not designated
persons

- Provide a mechanism through which a person oryecdith challenge a freezing action

- Providing a procedure and process by which persabect to a freezing order is able to
access funds or assets for basic expenses.

Compliance with FATF Recommendations I

SRl NC * Absence of a framework to implement the requiresentthe
freezing of funds used for terrorists financing

2.5 The Financial Intelligence Unit (FIU) and its inctions (R.26, 30 & 32)

Description and analysis




Legal Framework: ML & TF Act (All Sections referred to hereunder @merelation to this Act)

160. The Financial Intelligence Unit (FIU) is the mainvér behind the implementation of the
AML/CFT regime in Malawi and many see the FIU amfen all-encompassing Unit that will
deal with all money laundering matters in MalawheTFIU is an administrative FIU and Section
11(2) (i) of the Act indicates that the FIU shaitconduct any investigation into ML or TF other
than for the purpose of ensuring compliance byarftial institution with the provisions of this
Act. However, the Act further provides that the Fiidy perform such other acts as may be
necessary to fulfill the objectives of the FIU.nrany instances there is referral made to the
investigative functions of the FIU, such as in 8ett1(2)(e). The FIU authorities conceded that
this may be interpreted as ambiguous, but felttthey would need as mappwers as possible in
order to be effective and to meet their objectimethe and operation of the FIU.

161. Establishment of FIU as National Centre (c. 26.1)The FIU is based in Lilongwe in the
Reserve Bank of Malawi (RBM) building. It is thetiomal central agency for analyzing, receivin
and disseminating disclosures. Reports are sehetBlU by hand delivery or courier (in the casg
of suspicious transaction reports), or email (& ¢hse of weekly currency transaction reports).
When setting up the FIU, the location was carefaligsidered and debated. It was decided that
FIU will be based in Lilongwe. Some of the positagn offs of this location will be to:

» Separate from the Bank Supervision Department €lwisibased in Blantyr&his will
help to alleviate the perceptions that the FIUag pf the RBM and reassert the
independence of the FIU.

» Encourage electronic reporting by institutions.

162. Guidelines to Financial Institutions on Reporting IR (c. 26.2): Although Section
43(3) of the Act provides that a Supervisory AuttyofSA) that supervises specific financial

institutions shall continue to supervise such tagtins with regard to compliance with the Actgsthi

does not dictate that guidance shall be issuetiditlt is understood that SAs will continue to
monitor compliance with the legislation and issuehsdirectives in relation to other regulatory
matters. The FIU indicated that it expects to keedhly authority who will issue rules and guidan
in relation to the AML / CFT matters, but expedtstto be in consultation with the relevant SA
where such SA exists.

163. In November 2007, the FIU held a workshop withltheking sector to discuss draft
guidelines for reporting large cash transaction sugpicious transactions, and reporting forms t
be used by the banks. Thereafter, the FIU issuetiGhidelines for the Suspicious Transaction
Reporting under Section 28 and 29 of the Money Hdaung, Proceeds of Serious Crime and
terrorist Financing Act No 11 of 2006”. The frorgge indicates that it is “Effective October 200
These guidelines were accompanied by a templatetiieg form entitled “Suspicious Transactio
Report for Deposit taking Financial Institutions”

164. The Guidelines indicate that they are for the dshase financial institutions involved in:
» Acceptance of deposits and other repayable furs fhe public
» Lending and financing of commercial transactions
» Foreign Exchange Bureaus
» Portfolio Management and advice
» Casinos and Lotteries
+ Estate agents
* Legal practitioners and accountants carrying @rtgdactions for their clients

165. The guidelines relate to the reporting of suspigiansactions and include a list of
indicators. It is intended to be read in conjunttiath the Suspicious Transaction Reporting (ST
form.

166. According to section 28 of the ML & TF Act, the anfation to be reported to the FIU,
within three working days of forming a suspicionsninclude:
» Information in relation to the purpose of the ti@etfon (as far as reasonable measures
taken by the financial institution are able to age this information);
* Information in relation to the origin of the tractian (as far as reasonable measures tal
by the financial institution are able to ascertais information);
* Information in relation to the ultimate destinatiointhe transaction (as far as reasonable
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» The identity and address of any ultimate benefic{as far as reasonable measures take
by the financial institution are able to ascertais information);
* The purpose and nature of the business relationgttigthe client;

* Inthe case of natural a person: the name, addreseccupation of a person, information

relating to the national identity card or passpordther official identifying document of
the person, source of wealth and property (aadaeasonable measures taken by the
financial institution are able to ascertain thifoimation);

» Inthe case of a legal entity: the name, legal faduress and directors of the entity, the

principle owners and beneficiaries and controlctme of the entity, provisions regulating

the power to bind the entity, and any person puimepto act on behalf of the entity;

* In the case of a public official — all of the abdAdeD, approval of senior management tg
conduct business with the customer; and

* A statement of grounds on which the financial tagion holds the suspicion.

In addition, the report must be signed or othenaistnenticated by the financial institution.

167. Although the reporting form is intended for useeétation to suspicious transaction
reporting under Sections 28 and 29 of the Acteheslation does not dictate the information
required to be reported in terms of Section 2% Act.

168. This reporting form is currently being utilized Bis . Although the reporting form has
been designed to kick-start reporting in Malawg thanner in which the reporting requirement h
been drafted in the legislation, with a cross-mfiee to customer identification requirements, ha
resulted in the form not being entirely consisteith the legislative requirements stipulated in
Section 28 of the Act.

169. The FIU has decided to take a phased approacle imghiementation of the legislation and

banks are already utilizing the STR reporting fotine, Large Currency Transaction report and th
Large Currency Transaction weekly report to makers to the FIU. The next phase of
implementation is in relation to the DNFBPs. Thel Bias drafted a reporting form for non-banki
financial institutions and has been distributedit), Feedback has been received from a numbg
institutions.

170. The FIU has also drafted a declaration form tosmifor cross border currency reportin
as required by Section 38 of the Act, to facilitat@sultation with the relevant authorities in
anticipation of the implementation of this repogtirequirement.

171. Access to Information on Timely Basis by FIU (c. 28): The FIU has wide ranging
powers to access information. Under Section 11kRthe FIU shall have the authority to reque
information from any financial institution, any S#hd any law enforcement agency for the
purposes of this Act.

172. Under Section 11(2)(q) of the ML & TF Act, the Fthay, pursuant to a memorandum o
understanding (MOU), enter into any agreementsrangements with any government institutio
or agency regarding the exchange of informatiorer&fare currently no MOUs or agreements irj
place that govern the exchange of information. Ftiehas indicated that although they conside
a legal requirement for them to sign such MOUs agréements in order to formalize the reciprg
sharing of information, they have in the interinteddished good working relationships with the

relevant authorities and have been receiving tfegrimation requested, in particular from the MR

173. The FIU has not received any requests for inforomafiiom any Law Enforcement Agend
(LEA) so far. The FIU has not requested any infdramafrom the Malawi Police at this stage, bu
anticipates that requests for information will barged, although there may be slight delays in
receiving the information on a timely basis asgbkce database is not electronic. The FIU has
access to information from the following databases:

* Their own database

¢ The Registrar of Companies (not electronic)
e A Credit Bureau (electronic)

e Law Enforcement Agencies (not electronic)
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with the FIU and provide information to them upewuest.

175. Additional Information from Reporting Parties (c. 26.4): The FIU is able to request,
and has received, additional information from répgrparties.

176. Currently, the FIU receives reports, some withsheporting documentation and some
without it, as is the case with Currency TransacReports (CTRs). The FIU has successfully
requested supporting documentation from the repgoaed has received the requested informatipn
in a timely fashion (a few days). Banks intervieveetifirmed that some documentation had begn
requested by the FIU and they had provided thenmdition to the FIU as quickly as possible.

177. The Guidelines issued by the FIU require that repsr‘list available documents that
would be required in order for one to verify hovegigious activity was transacted” and the
accompanying reporting form requires reporterdigd all documents that could serve as evidence
of the suspicious transaction being reported.” édigh this is to be used as an indication of the
information utilized by the reporter to form thespicion, the FIU can request any information from
any institution, at any time, utilizing Section 2)(€) of the Act, where it may instruct any
financial institution to take such steps as mageropriate to facilitate any investigation
anticipated by the FIU.

178. In addition to the powers to request any informmatinder Section 11 (2)(k), Section 34 of
the ML & TF Act requires every financial institutido pay special attention to certain transactigns
and verify the background and purpose of the treimes or business relations and record thesg in
writing. This information is to be made availabjgon request to the FIU or the SA upon request.

179. Under Section 28(3) of the ML & TF Act, a financiastitution that has reported a
suspicious transaction, shall provide further infation if requested to do so by the FIU.
Additionally, under Section 43 of the ML & TF Adhe FIU also has the power to apply to the
court to compel a financial institution to compljthvsections of the legislation including reporting
under Section 28 of that Act.

180. Dissemination of Information (c. 26.5):In terms of Section 11(2) (a) of the ML & TF
Act, the FIU is able to receive, analyze and assgswts of suspicious transactions received from
reporting institutions. Reports received pursuarection 11(2) (a) can be disseminated in terms
of Section 11(2)(b)This section further stipulates that in additiorateequirement to send reports,
where an element of money laundering or terrorisfinancing of terrorism has been determined,
to the appropriate law enforcement authoritie, e FIU is also required to provide this regort
the relevant SA. The inclusion of the SAs in tliguirement may have been intended to relate only
to matters of non-compliance, but as currentlytdthfrequires that reports are dually referred ta
LEA and SAs. In practice, the FIU does not antitgghat reports will be dually referred to both the
LEAs and SAs except in instances of non-compliance.

181. The provision created for the FIU to receive, analgnd assess reports only extends to
STR and CTR reports that are made under sectiont#8legislation does not make reference tq
other financial information held by the FIU, butgractice the FIU is receiving and analyzing all
information received by it.

182. Whilst Section 11(2) (b) creates the obligationtfer FIU to send any reports received
under section 11(2)(a) to the relevant LEAS and, $i#ere is no extension of this requirement tg
disseminate information from all other reports reed, e.g., Cross Border Reports (XBRSs) to
authorities for investigation. In practice, the Riitends to send any information that it holds,
should it detect any element of money launderinggoorist financing, to LEAS or SAs.

183. Section 11 (2) (d) of the Act stipulates that whitye FIU has of its own accord entered lhe
premises of a Fl to inspect clients records, aadiftihere are grounds for the FIU to suspect that
there are transactions that involve proceeds @fisecrime or terrorist financing, the FIU will giv|
any information derived from the inspection to aAL&s appropriate.

184. At the time of the onsite visit to Malawi, the FRad disseminated its first report to the
ACB. Previously, there had been one suspicious#etion reported to the RBM before the
inception of the FIU that was investigated by arestigation task force, which was comprised of
representatives from the MRA, ACB, Fiscal and Framit (FFU) of the Malawi Police Service,
the RBM, and the office of the Director of PublimBecutions (DPP). The task force was put in




place to investigate this matter, mostly as a me&dsmonstrating to the various agencies the 1
to work together in the investigation and prosesutf ML and TF matters. When the Act came
into force before the investigations were completied FIU sent out reports to the FFU on what
had been done on the case, so that they couldtigatsfurther. The DPP has indicated that the
case has merit in respect of certain identifiedljgage crimes, but further investigation is reqdire

185. Operational Independence (c. 26.6)The FIU is set up by legislation as an independent

unit with its own budget, which is provided by tBevernment of Malawi. In the process of bein
set up independently, the FIU is making use ofsthgport of the RBM to establish itself. The FIU
is currently housed within the RBM building anditilizing the network infrastructure and other
technical resources of the RBM to receive STR rsp@nce the reports are received, the analy
is done from a stand-alone database that is maragkdontrolled using the computers that beld
to the FIU.

186. Under Section 13(1) and (2) of the ML & TF Act, thector of the FIU is to be
appointed by the President but, his appointmentdae confirmed by the Public Appointments
Committee (PAC), which is a committee comprisedheinbers of parliament. The Director is
appointed for a five year renewable term, and reahfsem office is also to be approved by the
PAC, grounds for the removal can only be incapamityncompetence. The Act stipulates that th
Director of the FIU shall not be a person who Member of Parliament, or a director, officer or
servant or has controlling interest in any finahiriatitution. Prior to the time of the mission, a
candidate had been nominated for the positionettnector, but the appointment was not
confirmed by the PAC. In the interim, the Deputydaior has been seconded to the FIU from th
RBM for a three- year period and he is fulfillifgetfunctions and duties of, and exercising the
powers of, the Director.

187. The Director has full discretion regarding the eoypient of staff and the terms of such
employment, with the stipulation that the peoplekayed should be suitably qualified. and the
Minister may approve the terms and conditions efemployment (Section 14 (1).

188. The FIU is currently drafting a FIU procedures manuhich includes matters such as
employment policy, administrative and financialtines, human resource matters and a code 0
conduct.

189. Allfinal decisions under the powers afforded te #U, including the signing of domesti
and international MOUSs, are taken by the Director.

190. Protection of Information Held by FIU (c. 26.7):Members of staff of the FIU are

expected to take an oath of confidentiality bethiey start working at the FIU. Whilst working at
the FIU and after, they are to maintain confiddityi@mn any matter relating to the performance @
their duties. The Director, officer or employeettoé FIU shall not disclose any information
obtained in the performance of their duties, exedpgre it is sanctioned by the court, to aid in th
detection, investigation or prosecution of an urildnactivity, ML offence or FT offence (Section
16). Should a member of the FIU improperly disclasg information, the person would be liable
to a two-year imprisonment term and a fine of K10@) (US$714.00).

191. Furthermore, the Director, an officer or employé¢he FIU shall not disclose any
information that would directly or indirectly idefyt the individual who provided a report to the
FIU, or information on an individual or legal egtébout whom a report was provided under the
Act (Section 17 of the ML & TF Act).

192. Apart from each staff member of the FIU maintaintegfidentiality, each person workin
for the Auditor General who audits the FIU has ty ot to disclose any information relating to
the work of the FIU that may have obtained in therse of an audit (Section 20(2)).

193. The employees that are currently working at the F#e all signed the oath of
confidentiality.

194. Currently, the FIU makes use of the IT infrastruetaffered by the RBM, including emai
facilities, but its own database is used to capaima store reports is a standalone system to whi
only the FIU staff have electronic access. At theetof the mission, the office space of the FIU

was being segregated from the rest of the buildingnplementing access control mechanisms.
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These mechanisms include a separate electron&rtdentry point, complete walled severance




from the Reserve Bank space, and above-ceilingipaig.

195. In order to protect confidentiality of the FIU imfoation, but also to protect the identity g
the analyst, the FIU has ruled that no disseminatiitl bear the name of the analyst. A further
safeguard currently in place is that staff memlsarswork after official hours only by notifying th
Deputy Director in writing of the period of time/ske is expected to be within the office and thg
reason. The Deputy Director informs the Security@s of this. Staff members who have not bg
properly authorized shall not remain within themises after working hours.

196. Currently, all STRs remain sealed upon receiptaedorwarded to the Deputy Director
the FIU. He then issues instructions regardinghtinedling and analysis of the STRs. As the FIU
grows, it is envisaged that different levels ofesxto certain databases will be implemented,
restricted to specific staff handling the relevissties.

197. In an interview with one of the Fls, it stated thatad delivered reports to the mailing
department of the RBM in Blantyre marked for themtion of the Deputy Director of the FIU an
that these reports were to be sent by the RBMead-tb in Lilongwe. This institution claims that i
had delivered such a report containing in exced9d¥00 cash threshold transactions to the RB
in Blantyre. The FIU disputes the institution’s@i®ns. Such report is not reflected in the FIU'S
statistics. Subsequent to the assessment missibdedinery to the authorities of the draft report,
the FIU established that some banks have not b&ieg the hand delivery or courier method of
delivering reports as requested, and the FIU fkémprocess of resolving this process.

198. The investigative functions attributed to the Filthie legislation and the interplay
between the information gathered under productiders and other actions required by the FIU,
may in the future impact on management of infororats “intelligence only”, and will require

consideration of operational safeguards to prdtestinformation. This will need to be addressed

as implementation of the legislation progresses.

199. Publication of Annual Reports (c. 26.8)The FIU may compile statistics and records,
disseminate information within Malawi or elsewharel make recommendations arising from

information received. The FIU may also conduct aesle into trends and developments in the af
of AML / CFT (Section 11(2)(f).

200. The Act requires the FIU to prepare and submitranual report, which reviews the work
of the FIU, to the Minister on or before the*3f December of each year (Section 21(1)(b). This

report shall be laid before Parliament (Sectior2P1(As the FIU has just been established, there

have been no annual reports submitted so far esfr#h report is due to be submitted any day
between i‘JuIy and 3% December, 2008. Similarly, no trend analysis reentundertaken and,
therefore, no reports drafted in this regard.

201. The FIU is also expected to advise the Ministemftome to time on the work of the FIU
and, in particular, on matters that could affedilfpupolicy or the priorities to be set by the FIU
(Section 21(1)(a)). Since its inception the FIU kabmitted one report to the Minister, and this
report generally covered the operations of the &td plans of the FIU. These periodic reports
should generally outline the work of the FIU withgiving the specifics of the cases the FIU ha
handled in the past year.

202. Membership of Egmont Group (c. 26.9)The FIU intends to applfor Egmont
membership. So far, discussions have been heldthétRinancial Intelligence Centre of South
Africa and the Mauritius FIU for them to act as spors, both of whom have informally agreed t
do so. Malawi should begin its application prodes®ctober 2008, and hopefully be admitted in
Egmont by June 2009.

203. Egmont Principles of Exchange of Information AmongFIUs (c. 26.10):The FIU has
the power to extend assistance to foreign jurismhistwith respect to property tracking, monitorir
and confiscation orders (Section 11(2)(j)); to exwde information with foreign FIUs on terms ar
conditions as set out in an agreement betweendtiep (Section 11(2)(p)); and, where no such
agreement exists, on terms and conditions agreed loypthem (Section 12). As stipulated in
Section 12 (a) and (b), the information shall beduor intelligence purposes only, and shall be
treated in a confidential manner and shall notibelased without the express consent of the FIU
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204. Adequacy of Resources to FIU (c. 30.18ccording to the structure of the FIU, it has fi
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departments, namely the Information Technology Brepent (ICT), Legal and Policy Departmer;
(LAP), Monitoring and Analysis Department (MnA), @pliance and Prevention Department
(CAP) and Corporate Services Department. Curreallylepartments have representative staff
members except the CAP. As the recruitment of gtaffresses, all departments are to be headed
by managers, except the Corporate Services Depatitmiich is headed by the Director, and the
Compliance and Prevention Department which is hetagiehe Deputy Director who will also
generally head all technical services of the FlbisTneans that the managers of MnA, ICT and
LAP will report to the Deputy Director.

205. The organization chart of the FIU is depicted bel®e stars indicate the positions that
are currently filled. The Deputy Director and ICTaNager are on a three- year secondment from
the RBM. The terms of the secondment are that feé¢imburses the RBM all expenses it incurs
with regard to employee salaries on a quarterlysbas

Director
\ Deputy
. % . Director
AT
Corporate Technical
Services Services
1
] [ I I ]
Finance & Monitoring & Gompliance Information & Legal & Policy
Administration Analysis &Prevention Communications
| | | Technoloay
I
Fmance& \ Manager Manager | ' Manager | ' Advisor
Administartion S 0 4 Nk Nk o7
I N — I
Adminsitration Assistant Assistant Assistant
y / Human
*
(resources Assistant Assistant
- (DNFBPS (Fnancial
Driver / Institutions)
Messenger

206. The Director of the FIU is responsible for appaigtother members of staff. Section 14
stipulates that such officers and employees of-themust be suitably qualified and experienced
persons. Furthermore, Section 14(2) states tHaast one of the members of the FIU should be|a
legal practitioner, and one other person shoule lzasound financial, economic or accounting
training or experience. This requirement has alrdeEn met by the FIU with the appointment of
the Manager for MnA and the Advisor in LAP. The Mnfanager, who has local and international
accounting and auditing experience in the finarsgator is currently conducting analysis of
reports received by the FIU.

207. Due to the low threshold informally set by the Ftid CTRs initially, and the lack of any
formal categorization or exclusion of certain ti@t®ns (such as exclusion of commercial
transactions), there is the potential for largaunats of CTRs to be reported to the FIU by the Fls.
One institution indicated that it reports approxieia50 cash threshold reports per week, except in
December, when a larger number of transactions rep@ted due to the festive season. Some Fls
have expressed their reservations as to whethé&lthbas the adequate resources to manage thi
volume of reporting. One institution said that Ei& did not acknowledge receipt of reports and|no
reference numbers were allocated to reports. Howéve FIU demonstrated that it has a robust
reference system for logging reports, which inckidiee nature of the institution, the specific
number of the bank, the branch and other relevdotation.

208. Since the mission, the FIU reports that it has witht the Bankers Association to discuss
the CTR threshold and it was agreed to revisehteshold to a higher amount. A recommendatipn
will be submitted to the Minister of Finance inghegard. The FIU further reports that it has
secured funding for the procurement of softwaré with facilitate submission, analysis and storage
of larger volumes of data. The FIU believes that software will assist them in managing the
volumes of reports received.




209. The FIU plans to recruit an additional two memhrstaff by the end of May, 2008, the
will include a compliance officer and an IT officdthe FIU also plans to recruit two analysts wh
the new budget is allocated on July 1, 2008.

210. Funds for the operations of the FIU come from tlewéBnment’s annual budget, any
grants by other governments and any other monejlyegcquired by the FIU, provided that the
Director has to approve any donations before thesenade to the FIU. The financial year of the
FIU begins on the first of July of one year andsad the 30th of June of the next year. Before

Government can apportion funds to the FIU, the frilist submit an annual budget three months

before the beginning of the next financial yeare iU prepares for each new annual financial
year its own annual budget of revenue and expamdituaccordance with Section 19 of the Act.
Funds are provided by the Government of Malawi. Divector of the FIU decides how the budg
will be applied. The FIU is subject to Audit examtiion by the Auditor-General, under strict
confidentiality.

211. Since its date of inception, the FIU has been gkié@, 000,000 from Government for its
setup and operations. This amount is not givemalomp sum, but is received in monthly
disbursements after submitting a monthly budgetntep the Secretary of the Treasury.

212. Technically, the FIU has obtained technical equipineith funding provided by the
Millennium Challenge Cooperation through the US &répent of the Treasury- Office of
Technical Assistance. The equipment provided iredutardware such as computers, printers,
scanners, servers, and software. The FIU is utdithhe equipment, as well as developing a web,
for the FIU and setting up a local area network.

213. The FIU offices are currently housed in the Res@&amek of Malawi (RBM) and the
arrangement is that the FIU will be renting offggace from RBM until such a time as the FIU ig
ready to move into its own secure office space. Alkkestimates that this should happen within
the next three years.

214. Integrity of Competent Authorities (c. 30.2): The draft Policy and Procedure Manual g
the FIU stipulates that when considering employieg members of staff, the prospective
employee is expected to have an interview and dulbmoiuimentation in relation to personal
information and educational qualifications. Beftre applicant can be employed, it is expected
that a thorough background check will be perforfeedhe FIU by the Police, and the National
Intelligence Service.

215. In addition to authenticating the information i tlocumentation provided by the
applicant, this background check should will coesichatters such as whether the prospective
employee or a member of his or her family has mic@l record, and whether the person is
connected to a politically exposed person. The Willalso be obtaining references from past
employers. All this must be completed before aeroff employment is made.

216. Each member of the current staff of the FIU hasumalergone this rigorous screening
process but appears to be well qualified with mgegrs of experience in their respective fields.

217. Each current and future employee is expected ttaima declaration of assets form,
which outlines the assets owned, as well as thesed by immediate family members.

218. Training for Competent Authorities (c. 30.3): Members of the FIU have made study
tours to the Financial Intelligence Centre in SoMitica and the FIU in Mauritius. The FIU
endeavors to participate in all training offeredthe World Bank, IMF, and other bodies. So far,
members of the FIU have participated in the follogviraining sessions:

* Risk based approach to AML/CFT supervision in fiziah institutions conducted by
MEMPFI/IMF-East Africa, December 2007

* Rolling out an FIU conducted by the World Bank, ety 2008

* AML/CFT Workshop on measures for FIU officials cated by the IMF and the Africar
Development Bank, October 2007

219. As the FIU establishes itself there will be on-fhie4raining and interaction amongst the
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staff members. There appears to be a general gviktiss to use the combined skills of all the sta|




members to learn from each other and leverageacff ether’s strengths.

220. The FIU has done some initial training and awarsfi@smembers of the AML / CFT
Task Team and other stakeholders in preparatiothéorld Bank FSAP. The FIU plans to
conduct more detailed training for the Malawi Pelat the end of March 2008.

221. Statistics (applying R.32):The FIU has established a database that will rett@rdiumber
and nature of reports received, sender of the tegistrict from which report was sent, and any
other internationally recommended statistics.

222. Currently the FIU has statistics of the STRs, C&Rd XBRs received. The number of
reports received from November 2007 to 31 Janu@®g are:

STRs
Number of STRs| Source of reports
received
5 Banks
1 Law enforcement
6 Total
CTRs
Number of CTRs | Source of reports
received
4873 Banks

223. There may be a discrepancy in this statistic dumntoinstitution’s claim that it had sent
the FIU a report that contained in excess of 10téf}sactions. The FIU disputes this claim and
therefore the report is not reflected in thesasdies.

XBRs

Number of XTRs | Source of reports
received

1 Law enforcement

224. It should be noted that the STR report noted asived from a law enforcement agency
and the single XBR received is the same reportéalaulated in both statistics. The banks have
indicated that should a suspicious transactionvee the cash threshold limit, that they will repor]
both a STRand a CTR.

225. There have been no requests for information madieet&lU by LEAs.

226. There has been one spontaneous referral of infarmay the FIU to the MRA. This does
not include the joint investigation, as this STRsweceived by the RBM prior to the inception of
the FIU.

227. The FIU has not received any monthly reports orsthius of seized property required
under Section 72(2).

228. The FIU aspires to have access to all AML/CFT stiat and is considering whether it
should become the central authority for all AML /IC§tatistics. It is envisaged that this will be
discussed when negotiating MOUs with the releveakeholders.
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229. Whilst interviewing financial institutions, somegpided unsubstantiated statistics of ST




and CTRs that were not consistent with the inforomgprovided by the FIU. Besides the report
mentioned above containing in excess of 10,00G#&etions, the margin of error was small. The
variance could be attributed to the reporting regquent in section 28 of the Act mentioned aboy
which could create ambiguity regarding when to re@Rs and when to report CTRs.

230. Analysis of EffectivenessThe legislation has been in effect for almost 8 themand the
FIU has been receiving reports for about 3 monthiseatime of the mission. The FIU has been 3
strong driver of the entire AML/CFT regime in Malieand is very clearly seen as the focal point
the ML legislation and the successful implementatibthe regime by all stakeholders that the
team met with. Substantive action has been takémeiestablishment of the FIU, its policies and
procedures, stakeholder relationships, the reprégime, training, IT and other operational are|
of the FIU.

231. The FIU has started receiving reports, analyziegrttand, in addition to the report alrea
disseminated, expects to be disseminating moreteefuw further investigation in the near future
The FIU has created awareness surrounding théd#egisand the reporting requirements,
especially in relation to banks, and has utilizeelévaluation as a springboard to educate all
stakeholders. Even though there has been someidetay publishing of Regulations, the FIU
seems to enjoy the support of the stakeholderering of rapid implementation, albeit informal, g
the basis of joint discussions and agreements ufitth@m. The FIU has started the process of
negotiating MOUs and agreements in order to fufiplement all aspects of the legislation eg
receiving XBRs and the exchange of information. FHe has a strong underlying legal framewd
and the general support of both the governmengdimdlevant stakeholders. It has done well to
implement basic requirements in such a short spbitme.
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Recommendations and comments

The authorities should consider —
- Issuing regulations to complete the frameworktfar FIU.

- Reviewing the current reporting form used foramng transactions under Section 28 and 29 g
the Act and amend it where necessary in order &t the legislative requirements and make it
more user friendly for SAs and auditors to repdhe authorities could consider a separate
reporting form for the SAs and auditors.

- Conducting awareness seminars and consultateymnid the banking sector and include the
general public.

- Endeavoring to manage some of the expectatiostakéholders in relation to its role particula
in respect of investigations and feedback.

- Reviewing how it receives, captures, and managgats and statistics to accurately reflect
numbers received.

- Ensuring that overlaps and ambiguities are praltyi dealt with by issuing guidance notes.

- Reviewing the impact of the CTR reporting reqoients, the threshold set and the resource
impact on the emerging FIU against what benefis thay be derived from this method of
reporting in a cash based economy.

- Expediting the FIU’s independence from the RBM ansuring its information and office space
is autonomous and secure.
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Compliance with FATF Recommendations 26, 30 & 32

R.26 | PC »  There are shortcomings in the application of tlgslation in
relation to guidance notes and in the applicatioth® reporting
forms.

« MOUs are not in place to legislatively share infation with
competent authorities domestically.

*  Due to the fact that the FIU has not been in operdor a year
yet, it has not publicly released any reports latien to its
activities.

. At the time of the mission, the FIU was still irethrocess of
establishing control over its offices and IT sysseémorder to
adequately protect its information.

» The legislation has not been fully implemented tdughort time




that the FIU has been established and effectivanessme areas
could not be established.

R.30 | NC * The FIU Director is not appointed in accordancélite
legislation.

* The FIU has not completely established a databaisdaes it
have enough analysts to manage volumes of repdditige FIU.

» FIU staff have not been subjected to the rigor@ausening
process as required by their own Policy and Praeebilanual.

* The rating in this box is an aggregate rating &Racross the
various parts of the report.

R.32 | NC * Some discrepancies may have been created in tigistadue to
ambiguous reporting requirements

¢ The rating in this box is an aggregate rating &Facross the
various parts of the report.

2.6 Law enforcement, prosecution and other competéauthorities—the framework for
the investigation and prosecution of offences, arfor confiscation and freezing (R.27, 28, 30 &
32)

Description and analysis

232. Legal Framework: The ML & TF Act; Police Act; Criminal Procedure &lflence Code
(CPEC); Corrupt Practice Act (CPA); Penal Code.

233. The powers to investigate, conduct searches amdrssi detain persons, and compel
witness statements are extensively provided ftinénvarious pieces of legislation.

234. Designation of Authorities ML/FT Investigations (c.27.1):

Money Laundering

235. There has been no specific law enforcement ageesigiated as having primary
responsibility for ensuring that ML and FT offen@es properly investigated, but the Malawi
Police Service (MPS) is expected to conduct thegestigations using its normal police powers
they are mandated to detect and bring criminahaofées to justice. The ML & TF Act stipulated
that the FIU shall not conduct ML and FT investigas but shall send any report to the appropr
law enforcement authorities. At this stage, itrigisaged that reports will be sent to the Fraud a
Fiscal Unit of the MPS, the Customs and Tax Uniithhe MRA, the Department of Immigration
and the ACB.

236. Office of the Director of Public Prosecutions Pursuant to Section 99 of the Constituti
and Section 79 of the CPEC, the Director of Publizsecutions (DPP) is responsible for the
prosecution of all crimes against the laws of Malafthe DPP can also delegate this role to oth
law enforcement agencies. In this respect, the AZBA and the MPS can also prosecute offen
related to corruption, tax and those that are hatserious nature respectively. However, in so f
as prosecuting ML and TF offences is concernedu@detion 2 of the ML & TF Act, the DPP wi
be responsible for prosecuting such offences aed dot intend to delegate this role.

237. To date, the DPP has not been involved in the pugm of any ML or TF case.

238. Malawi Police Service (MPS):The MPS is established under Section 3 of thecPalct.
It has in excess of 800 members nationally andspesialized divisions such as the Fiscal and
Fraud Unit , the Criminal Investigations Departm@iD), the Dangerous Drugs Department
(DDD), Fingerprint Bureau, Dog Section, GeneraliBsitand Murder Squad. Its duties are set @
in section 4 of that Act to include, among othéms, prevention and detection of crime and the d
enforcement of all laws and regulations for whichas enforcement responsibility.

239. The DDD handles matters of drug production anditkihg, however, it is faced with a
number of challenges such as inadequate humarirendtial resources, transport, lack of sniffer
dogs, patrol boats, surveillance equipment to narfesv. A forensic Laboratory is to be establish
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to assist investigation as tests are currentlyerhout at an agricultural research laboratory. The




DDD works very closely with the UNODC.

240. The FFU a special branch of the MPS and is resplenfir the investigation of all fraud
matters and any other financial offence for exaneplghange control contraventions, theft by

public officials etc. The FFU has a staff of 38icd#fs, some of which are deployed at 16 of the 18
border posts to assist in cases of exchange catnttaventions where they act as agents of the
RBM. The FFU has appointed a desk officer who gelive as the liaison officer and deal with all
matters referred by the FIU.

241. Anti-Corruption Bureau (ACB): The Corrupt Practices Act establishes the Anti-
Corruption Bureau. The Act mandates the ACB to cehdorruption prevention exercises, public
education activities and conduct investigations amugecution of offenders. The ACB became
operational in 1998. The ACB has fully functiongkoational corruption prevention, public
education investigations and prosecutions sectiims.Bureau has an authorized staff of 111
officers. Currently the staff strength is at 91wdfich 30 are investigators and 7 are prosecutors.

242. In discussions with the authorities, they indicateat they intended to use the ML & TF
Act to broaden their investigations in corrupti@ses by including the laundering of the proceeds
of corruption. It is expected that this will be @oin accordance with section 10 of the CPA which
authorizes the ACB to: “investigate any offence emahy written law disclosed in the course of
investigating any alleged or suspected corrupttip@or offence under this Act.”

243. Indeed, the ACB and the FFU have indicated that éne currently conducting
investigations where there are money launderingetes that have been detected. At this stage
they expect that all investigators will be lookiaigmoney laundering aspects of their ongoing
cases.

244. Malawi Revenue Authority (MRA): The MRA is comprised of the Taxation and

Customs Divisions. The Customs Division is taskdith wionitoring the movement of goods into
and out of Malawi. Staff are deployed at all 18d®wrposts, two of which are the national airport
in Blantyre and Lilongwe. The MRA has 490 stafflie Customs Division.

"

245. All terrorism matters are to be referred to the NIBe NIS has indicated that it intends tp
have a dedicated capacity in the future to loddlatand FT matters, but does not have this
capacity at present.

246. Ability to Postpone / Waive Arrest of Suspects or &zure of Property (c. 27.2)No
statute could be identified that related to positpgier waiving arrest of suspected persons or th
seizure of money for the purpose of identifyingsoas involved in money laundering activities o
for gathering evidence. Authorities indicated tiegse techniques are used informally to condug
other investigations, but no formal or informal @edures could be identified in this regard. Only
the ACB indicated that it has the authority to veadr postpone arrests in order complete its
investigations, but this has not been done inioglab a money laundering investigation and there
was no specific legal provision that dealt withstbAuthorities expect that they will be considerin
these measures when they conduct money laundeniegtigations in future, now that the
legislation is being implemented.
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247. Additional Element - Ability to Use Special Investgative Techniques (c. 27.3):
Although authorities indicated that they conduadencover investigations. There is no legal
framework that could be identified in relation hist No special techniques have been used in
relation to ML or FT investigations. Law enforcerhagencies interviewed indicated that they d
conduct undercover operations by infiltrating oligations and by using informers. No special
permission or process is used for this practicethagyersons involved are not prosecuted by th
DPP.
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248. Additional Element - Specialized Investigation Grops & Conducting Multi-National
Cooperative Investigations (c. 27.5)There is no special permanent or temporary groapish
specialized in the investigating of proceeds aherithe seizure, freezing and confiscation of the
proceeds of crime. Before the establishment ofthkone investigation was carried out by an
investigation task force, which was comprised pfesentatives from the MRA, ACB, Fiscal and
Fraud Unit (FFU) of the Malawi Police Services, Beserve Bank of Malawi, and the office of the
Director of Public Prosecutions. The taskforce leasby an US Department of the Treasury
Advisor who was giving technical assistance to Malen how to set up an FIU. The task force




was put in place to investigate this matter, mosfla means of introducing to the various agencies

to the need to work together in the investigatiod prosecution of ML and TF matters. The mat
is currently with the FFU for further investigation

249. Additional Elements - Review of ML & FT Trends by Law Enforcement Authorities
(c. 27.6):As the implementation of the legislation is stitensively new, the FIU intends on
conducting awareness with the law enforcement agenido review of methods, trends or
techniques has been undertaken yet.

250. Ability to Compel Production of and Searches for Douments and Information (c.
28.1): The powers to compel production of, search, saiwkobtain financial records pursuant to
the ML & TF Act are covered in Section 2.3 of tRisport.

251. Section 113 of the CPEC authorizes search wartarts issued by a judicial officer to
any police officer to enter any place to seize antigle that is reasonably suspected of being
evidence of the commission of an offence. Thecteamarrant is used “where it is proved on oat
to a court that in fact or according to reasonablkgpicion anything upon, by or in respect of whi
an offence has been committed or anything whictetessary to the conduct of an investigation

into any offence is in any building or place.” Tigghe provision that the police or other agencies
working with the police have used in financial ceimelated investigations. It is expected that this
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authority will be utilized by the police to seafqufemises and to obtain any record that would assist

in any ML or TF investigations.

252. Furthermore, the ACB has the power through a seaachant to access all records
necessary for an investigation. Section 11 of@R& gives the ACB authority to “access all boo

records, returns, reports and other documentsngltad the work of the government or any publi¢

or private body.” In addition, under Section 12tudt Act, “the Director may, by order in writing
supported by a warrant...authorize any officer of Al@B to investigate any bank account, share
account, purchase account, expense account ortla@ryaccount or any safe box in any bank.”
Such an order is sufficient for the disclosure mdpiction of all or any information, accounts,
documents or articles as may be required by the ACB

ks,

253. Power to Take Witnesses’ Statement (c. 28.2fhe Malawi Police have the powers under

the police act to take witness statements undeCtiminal Procedure and Evidence Code using
Judges Rules. The ACB can obtain sworn statemeiatesriBection 12A of the Corrupt Practices
Act.

254. Adequacy of Resources to Law Enforcement and OthekML/CFT Investigative or
Prosecutorial Agencies (c. 30.1)At present, the DPP has a current authorizatio®®@ostaff
members, 33 of which positions being filled, irdihg 13 paralegals. The two main offices are
Lilongwe (which has 20 prosecutors, including Sgtegals) and in Blantyre (which has 13
prosecutors, including four paralegals). A thiriacef was recently opened in Mzuzu and is servi
by one paralegal. The current caseload exceedspeity of the present staffing levels of the
DPP.

255. All other law enforcement agencies discussed aboweplained of a general lack of
human resources, funding, cars, and technical resstio meet their requirements. Access to
vehicles was a particular problem.

256. Integrity of Competent Authorities (c. 30.2):Members of the FFU are recruited from
within the CID Division. There is a minimum standaf education and some accounting

knowledge is an advantage. The CPA specifies ttpgined qualifications, training and integrity fq
the Officer in Charge.

257. Training for Competent Authorities (c. 30.3): The training of law enforcement and
prosecution authorities in combating ML and FT bagun. Some training has been provided wi
assistance from the World Bank, International ManeFund, the United Nations Office Against
Drugs and Crime, largely through the Eastern andtf&on Africa Anti-Money Laundering Group
(ESAAMLG).

258. The Directorate of Public Prosecution intends tiddocapacity in terms of prosecution of
money laundering offences and financing of terrorigVith the assistance of the Millennium
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Challenge Corporation, a technical adviser on mdaerydering and prosecution has been assig

ned



to the Directorate to assist with internal trainofgprosecutors.

259. Several training sessions for both police and pyibsecutors have taken place under the

Millennium Challenge Corporation program, through tUS Department of the Treasury. Under
this program, about 100 investigators, prosecujodgies and magistrates have been trained on
how to detect, investigate and prosecute moneydinimg offences, and preside over financially
related crime. In August 2007, Malawi hosted a whdp organized with the assistance and
expertise from the Commonwealth Secretariat andlti€ffice against Drugs and Crime. The
workshop included topics such as the fight agaersbrism, money laundering and financing of
terrorism. The FIU intends to conduct furtherrinag for the LEAs in the near future.

260. Additional Element (R. 30) - Special Training for lidges (c. 30.4)Training was held
from March 31 through April 5, 2008, for 35 invegttors and prosecutors and on the last day o
the training, a moot court was held where actudd@s participated as if presiding over a real ca

261. Statistics (applying R.32):The MPS reported that it is currently investigatingee cases
where there are elements of money laundering imebl¥here have been no ML prosecutions.
ACB reported that it is currently investigating igin profile cases where there are elements of
money laundering involved. There have been no mtmeyering prosecutions. There are
currently no investigations being conducted fordfEnces.

262. There have been no assets frozen, seized or catgibin relation to ML related criminal
proceeds or pursuant to UN Resolutions.

263. Although the authorities have indicated that theyeteive requests for information fron
other law enforcement authorities, such as Intetpd is dealt with in an informal manner and
they do not keep statistics.

264. Analysis of EffectivenessAdequate legislative powers have been createdrtdum
investigations and compel the production of infatiora The law enforcement authorities have
indicated that, since the legislation has just ljEassed, they are still determining what is requirg
in terms of implementing it. The ACB and the FRé¢s to have had some exposure to comple
financial investigations in terms of their existiwgrk and are considering applying the new
legislation to a few of their current cases.

265. The main concern for all the law enforcement ageshaind the prosecution authorities is
the lack of adequate human, financial and techmcdbgesources to undertake investigation and
prosecution of complex financial crime related sase

The
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Recommendations and comments

The authorities should consider —

- Having the FIU conduct train the trainer exerciséh law enforcement agencies so that the
can give training and awareness exercises intgrttatireate greater awareness and
understanding of the ML & TF Act.

- Ensuring that law enforcement agencies should iaii a systematic manner statistics in
relation to money laundering investigations, prosens and seizure of proceeds of crime.

Compliance with FATF Recommendations

R.27 | PC * Inadequate implementation of the ML & TF Act by law
enforcement agencies.

» There is no evidence of measures taken by aute®tibi waive or
postpone arrests of suspected persons or the agizaroney for
the purpose of identifying persons involved in moteindering
activities or for gathering evidence.

R28 | C

R.30 | NC * Agencies are overall not adequately resourced dwct
complex financial investigations in addition to ghiate offence
investigations.

» Insufficient training or exposure exists to AML/CRTatters.

* The rating in this box is an aggregate rating &0Racross the
various parts of the report.

R.32 | NC * The rating in this box is an aggregate rating &2 across the

various parts of the report.




2.7 Cash couriers (SR.1X)

Description and analysis

266. Legal Framework: Exchange Control Act; Customs and Excise Act)Nte& TF Act.

267. The Exchange Control Act and its accompanying Ratiquls have provisions regarding:
the taking out or sending of Malawi currency, fgrecurrency, securities or bullion out of Malawi
(section 3, Regulation 19); Possession of foreignenicy (Regulation 25); Making declaration in
relation to currency, foreign currency, securitedullion (Regulation 27); Search for and seizure
of currency (Regulation 27); False statements (Réign 33); and Forfeiture (R36).

268. The Customs and Excise Act: Declaration (Section R8quest information (Section 13)
Search (Sections 13, 14, 15, 16); Arrest (sect@)n3eizure (Section 146); Forfeiture (Sections
147, 148). Since liberalization of foreign currenttye importation of currency is not restricted.
Therefore, these sections are not strictly adhtered far as currency or negotiable bearer
instruments are concerned.

269. The ML & TF Act: Declaration (Section 38); Sear@e(tion 38); Seize Sections 38, 39);
Detention and release of currency or negotiabliglingents (Section 40).

270. “Goods” includes all wares, articles, merchand@gRRENCY, baggage, stores,
conveyances, animals, matter or things or any gesor — (Customs and Excise Act); “currency
includes coins, currency notes, drafts, travelbexjaes, letters of credit, bills of exchange and
promissory notes (Exchange Control Act); “negdadiearer instrument” (NBI) means a
document representing ownership of debts or olaigat including bills of exchange , promissor
notes or certificates of deposit, whether made Iplayt@ the bearer or not

271. Mechanisms to Monitor Cross-border Physical Transpdation of Currency (c. IX.1):
The ML & TF Act requires a declaration to be maol@n authorized officer. Currently members|of
the MPS are operating in 16 of the 18 border paindsiding the two airports as agents of the
Malawi government to deal with matters relatinghte Exchange Control Regulations. The MPS
can use its powers to request declarations, seatiseize for any currency over the prescribed
threshold of K3000 (approximately US$21) when asperis leaving the country. Should money |be
seized, it is sent to the RBM for further inquinyaztion. Although the provisions of the ML & TH
Act have not yet been enforced, the FIU has drdit@dJs and reporting forms that will be sent tp
the MRA and the police/immigration to facilitatepltementation of section 38 of the ML & TF
Act. Additionally, the FIU has secured funding fréne US Treasury in order to procure softwarg
that will facilitate the electronic submission eports from the borders and the creation of a
database for cross-border currency reports.

272. Request Information on Origin and Use of Currency €. 1X.2): Although the authority
to request information is provided in the Customd Bxcise Act and the Police Act, this authority
is not exercised by the Customs Division becaustoaus officers are not required at present. to
request a declaration of currency. Apparently, MRS does exercise this power when false
declarations or disclosures are detected whenl&@veaving the country are questioned from time
to time.

273. There are no statistics available for the last years that reflect any cases of contravention
of the Exchange Control Regulations.

274. Restraint of Currency (c. IX.3): The ML & TF Act stipulates that where an authorized
officer has reasonable ground to believe that aegr@r negotiable bearer instruments (NBIs)
found in the course of an examination or search afimyd evidence of the commission of an
offence under the ML Act, a serious crime, a mdaeydering offence or an offence of financing
of terrorism, the officer may seize the currenciN&is. The authorized officer can also seize the
currency or NBIs on reasonable grounds for suspgthiat it is intended by any person for use in
the commission of a serious crime, a money laundgeffence or an offence of financing of
terrorism. This is not the current practice as #sigect of the ML & TF Act has not been
implemented, although as stated earlier, the aitit®are discussing this matter and plan on taking
action to implement this regime.

275. Retention of Information of Currency and Identification Data by Authorities when
appropriate (c. 1X.4): The declaration requirements under the Exchangér@akct and Customs




Acts indicate that declarations can be either \arbaritten. The FIU has designed a draft report
form that can be used to capture all relevant médion and store such information. At this stage
there is no information available relating to deatimns, nor are there statistics for cases where
currency was seized by either the Customs or Exggh@ontrol department.

276. Access of Information to FIU (c. IX.5): Section 38 of the ML & TF Act requires a repoft

to be made to an authorized officer and that thieasized officer shall send a copy of the report

without delay to the FIU. The legislation is silemt the information required to be in the repod an

Regulations have not been drafted yet. A draft foas been compiled by the FIU which sets out
information to be collected for further discussiorhis regard but has not been implemented ye

277. Domestic Cooperation between Customs, Immigrationral Related Authorities (c.
IX.6): TheMPS and the Customs officers work hand—in-hantdeabbrder posts together with

—

immigration officials although, from discussiongtwthe authorities, it is understood that the MRS

and not the Customs officers are responsible fpifareign exchange threshold contraventions.

278. International Cooperation between Competent Authorties relating to Cross-border
Physical Transportation of Currency (c. IX.7): No information in relation to international
cooperation relating to cross-border physical fpanstion of currency or the sharing of such
information between authorities was provided.

279. Sanctions for Making False Declarations / Disclos@s (applying c. 17.1-17.4 in R.17,
c. IX.8: A person who contravenes Section 38 of the ML &AIGEis subject, under the statute, tc
fine of K50 000 (approximately USD350) or imprisoemt of 6 months and, in the case of a
corporation, a fine of K100 000 (approximately USDY.

280. Sanctions for Cross-border Physical Transportatiorof Currency for Purposes of ML

or TF (applying c. 17.1-17.4 in R.17, c. IX.9)Besides the seizure of currency or bearer nedetiab

instruments, no provision for any specific sandionrelation to the physical cross-border
transportation of currency or bearer negotiablaimsents that are related to terrorist financing ¢

money laundering could be identified in the ML & BEt. However, the authorities have indicated

that when an authorized officer asks the travel@letclare any currency in his or her possessien
or her baggage is subsequently searched, and cyireexcess of the exchange control

requirements is found, the officer may seize theency, and request the person to explain where

the currency came from and the purpose. If theeteshas made a false declaration to the office

=

the individual is charged for making a false stagatmin addition to illegal possession of currengy.

281. Confiscation of Currency Related to ML/FT (applyingc. 3.1-3.6 in R.3, c. IX.10):

Section 40 of the ML &TF Act creates provision fbe detention and release of currency or NB|s
seized. That section provides that such currenéyBis cannot be detained for longer than 7 days

without a court order, or for more than 3 monttwrfrdate of seizure until court has heard from
parties. The court can extend detention but noafeeriod of more than 2 years from date of the
order. Furthermore, it states that the currendyearer negotiable instrument seized cannot be
released if other proceedings are pending untitd#se has been concluded.

282. Confiscation of Currency Pursuant to UNSCRs (applyig c. 11l.1-111.10 in SR I, c.
IX.11): According to Section 38(4) of the ML & TF Act, shid an authorized officer have
reasonable grounds to believe that currency olaeeb@egotiable instrument found in the course

an examination or search, may afford evidence as wffence of financing of terrorism, the officer
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may seize the currency or bearer negotiable ingntinThere have been no seizures of this nature

and no processes or procedures are currently ¢e péaimplement this authority.

283. Notification of Foreign Agency of Unusual Movemenbf Precious Metal and Stones
(c. 1X.12): The Department of Mines has been conducting trginiith the MPS in the detection ¢
gems and minerals at the borders, but no furterriration or statistics could be provided in
relation to any seizures in this regard.

=

284. Safeguards for Proper Use of Information (c. 1X.13) The reports made to the FIU will
be subject to the FIU safeguards in respect atplbrts. As no reports are currently collected it i
unknown how these will be dealt with by relevanthauities.

285. Additional Element — Implementation of SR.IX Best Pactices (c. IX.15):Malawi has
adopted a declaration systunderSectior 38 of the ML & TF Act. Although a draft reportir




form and MOU have been drafted to facilitate disausin this regard, there has been no active
implementation of the declaration requirement yet.

286. Additional Element — Computerization of Database ad Accessible to Competent
Authorities (c. 1X.15): Although there is currently no database (compzgerior otherwise) of
XBRs, as discussed earlier, the FIU has procuredifig to facilitate the submission of XBRs to
the FIU.

287. Analysis of EffectivenessAlthough there is adequate legislation in placdeal with the
requirements of this FATF recommendation, it hasbeen implemented. The ML & TF Act is
relatively new and will take some time to becomelamented. In the interim, due to the confus
expressed by the authorities in relation to therbization of foreign currency and its impact on
control of cross border currency, it would appéat there is currently no effective declaration
system in place.

288. Customs and FFU have indicated that the ML & TF isatew and that they need time tg
consider it; they have had discussions regardiagvdly forward. The FIU has indicated that
although it has designed a draft form to facilitatplementation of the reporting requirement, it
has no timetable for the implementation of thisuregment as it is largely dependent on the MR
and Police.

289. Itis envisaged that the implementation of thisoréipg requirement will only be

accomplished when the FIU has concluded the retexarsultations with the relevant stakeholde

and a MOU is signed in this regard.

Recommendations and comments

The authorities should consider:

- Conducting a joint workshop to assign areas gjpoesibility in relation to implementing the

requirements of this recommendation.

- Constructing a roll out plan for implementatiom;luding conducting awareness raising and

training.

Compliance with FATF Recommendations

SR.IX | PC « Although a legislative basis exists, there is ledit
implementation of either a declaration or disclessystem and
this is currently applied onliy relation to foreign exchange
violations in Malawi when travelers are leaving tdoeintry. The
provisions of the ML&TF Act have not been impleneght

¢ Only one report has been made to the FIU

e The penalties are not dissuasive or effective
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» No information or data is recorded by authorities

3. Preventive Measures—Financial Institutions

3.1 Risk of money laundering or terrorist financing

Description and analysis

There is no risk-based approach to money laundékithg or terrorist financing (TL) in Malawi
with regard to any part of the financial sectorislik based in large part on the fact that the pew
passed ML & TF Act was still being implementedra time of the assessment; the Reserve Ba
of Malawi (RBM) was field testing a risk based apgzh to banking supervision in general.

3.2 Customer due diligence, including enhanced oeduced measures (R.5 to 8)

Description and analysis

290. Legal Framework: The customer due diligence (CDD) provisions applieao financial
institutions in Malawi are contained in Part llltble “Money Laundering, Proceeds of Serious
Crimes and Terrorist Financing Act, 2006 (ML & TIEH" which technically came into effect on
August 25, 2006 (although the notice making the é#fiective was issued in July of 2007, makin
the law retroactive). More specifically, the piiens relating to customer due diligence for
financial institutions are found in Sections 24otigh 26, inclusive, of the ML & TF Act. No

implementing regulations or Directives, which h#ve force of law, have been issued to




implement the ML & TF Act.

291. It should be noted that the definition of the tdimancial institution used in the ML & TF
Act is the same as the definition of that term jed in the Glossary to the FATF 40
Recommendations on Money Laundering (FATF 40), pitteat it does not include insurance
company functions. In addition, the definitionfiofancial institution used in the ML & TF Act
includes designated non-financial businesses asfdgsions (DNFBPSs), as described in the
Glossary to the FATF 40. Thus, for purposes ofalheompliance requirements under the ML &
TF Act in Malawi, there is no distinction betweénaicial institutions and DNFBPs; both are
covered by the same requirements that are apmit¢abiinancial institution, except that insuranc
companies are not at all by the statute.

292. In addition, RBM Directive NO.DO1-2005/CDD (CDD Rictive), issued in 2005,
provides for CDD requirements that are applicableanks and financial institutions under the
supervision of the RBM. RBM directives have thecéoand effect of law. Under this CDD
Directive, which is still in effect, a financialstitution is defined to include those entities wdos
regular business involves lending money with boadviunds (but not deposits from the public),
and includes pension funds, insurance companiesnaestment funds and investment compan

293. Foreign exchange bureaus pose a particular protlento an injunction issued by the
Courts. This has caused uncertainty as to thetinstand supervision by the RBM.

294. Prohibition of Anonymous Accounts (c. 5.1):Subsections 26(1) and (2), respectively,
the ML & TF Act provides that a financial institati “that maintains accounts shall maintain the
in the true name of the account holder,” and ghallopen, operate or maintain any anonymous
account or any account that is in a fictitiousséabr incorrect name.”

295. In addition, paragraph 4 of section 2 of Part I\tte# CDD Directive provides that a bank
or financial institution should never open an aetpwhich is defined as accepting a deposit or
allowing a withdrawal, with a customer that insistsanonymity or bearer status.

296. While the statute and the CDD Directive, by thitarhl terms, prohibit anonymous
accounts, the RBM discovered, during an on-sitenéxation, that at least one bank has offered,
and has outstanding, bearer certificates of depmbith is in clear contravention of these
prohibitions. No enforcement action has been takather, to remedy this situation, on Februa
14, 2008, the RBM issued guidance prohibiting Hsei@ince of bearer certificates of deposits,
effective June 1, 2008, and is proceeding to makh a prohibition the subject of a future
Directive. The guidance stated that such beargficates of deposit have been a permissible
activity, despite what otherwise appears to besaraliolation of the statute and CDD Directive.
Since the on-site mission, the RBM stated thaaét issued a new Directive effective April 9, 200
prohibiting such bearer certificates and that thekinvolved has no such bearer certificates
outstanding. Without challenging the veracity oftsgtatements, such information could not be
verified by the assessors by the May11, 2008 dutiate. Furthermore, the RBM stated that it ha

not verified the assertions of the bank involvedsbgh cut-off date. This matter raises a significan

issue about enforcement capability of the RBM afathk of effectiveness of existing compliance
requirements.

When CDD is required

297. Requirement to Undertake CDD Measures (c. 5.2)Section 24 (1) (a) of the ML & TF
Act provides that every financial institution isascertain the identity of the customer or benaific
owner when it (a) enters into a continuing busimegionship or conducts any transaction; (b)
carries out and electronic funds transfer; (c)ehera suspicion of a money laundering offence g
the financing of terrorism; or (d) there are douldtthe veracity of previous CDD or
documentation. Banks explained that they do noycaut any transaction on behalf of a custom
until the proper identification has been ascerthine

298. Section 24 (7) of the ML & TF Act provides that thieove CDD requirements do not
apply to occasional transactions below a threspadcribed by the Minister of Finance and as
published in the Gazette. This section also pexigh exception for “such other persons as the
Minister may prescribe by notice in the Gazett&d date, no such threshold has been prescribg
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nor haveany personseenexempte. Thus, all occasional transacticand all personare coveret




by the CDD requirements.

299. The statutory requirements for CDD generally sptisé FATF Recommendation 5
requirements, but there is a significant issue Withphrasing of ascertaining the identity of the
“customer or beneficial owner.” In this regard, FACDD provisions require the identification o
the ownerand beneficial owner of an account. As discussedvbedioere is a difference in the
identification of natural persons and legal persofiditeral reading of the statute (sections 24(1
(a) and (2) (b)) requires the identification of thestomeior beneficial owner for natural persons,
while the identity of beneficial ownership is repd for legal persons under section 24 (2) (c).
Thus, under the language of the statute, the ifitsatton of beneficial ownership is required for
legal persons, but not for natural persons. Fuambee, implementation for non-bank financial
institutions is a significant problem. In this ad, banks carry out reasonable CDD requiremer
under the existing CDD Directive. Insurance conigsiand securities firms do some identificati
procedures, but to a lesser extent pursuant teéssipractices. As noted above, no regulationg
have been issued to implement the CDD requiren@rite ML & TF Act. Other covered
financial institutions do not observe such requiats.

Required CDD Measures

300. Identification of Customers (c. 5.3): For purposes of establishing a business relatipn
for natural persons, section 24 (2) of the ML & A&t requires financial institutions to undertake
appropriate customer identification procedures wétliard to the customer or beneficial owner,
including the requirement to adequately identify ttame, address and occupation of the individ

and verify such identity; the purpose and naturthefbusiness relationship; and source of wealth

and property.

301. For purposes of establishing identity, section24réquires the use of a national identity
card, passport or other official identifying docurhef the person. Currently, there is no nationg
identity card and most people do have driversnigas. In addition, the statute requires “or othe
official identifying document.” With respect toishaspect of compliance, one bank uses a syst¢
of a photographs and fingerprints, which the bamdsdtself. Other banks use two photographs
a letter of identification from the District Comraisner or Traditional Authority (village chief).
These procedures have been accepted by the RBMaxaptable means of customer
identification for banks under the existing CDD &itive.

302. Identification of Legal Persons or Other Arrangemerts (c. 5.4): Section 24 (2) (c) (iii)
requires financial institutions to identify a legedrson’s legal existence and structure, including
information relating to: name, legal form, address] directors of the entity; the principal owner
and beneficiaries and control structure of thetgnpirovisions regulating the power to bind the
entity; and verification that individuals purpougito act on behalf of the entity are authorizeddo
so, and identification of such individuals.

303. These requirements are entirely consistent witHFEF Recommendation 5 and
essentially the same as those that currently erér the CDD Directive. There appears, howe|
to be a wide degree of differences in the way bamkiother financial institutions currently
observe such requirements. In general, foreigneoMranks are more likely to require more
extensive information than domestic banks.

304. Identification of Beneficial Owners (c. 5.5; 5.5.& 5.5.2): As noted above, Section 24
(1) requires financial institutions to ascertaia ttientity of a customear beneficial owner; while
Section 24 (2) (c) (ii) requires financial instituts to identify principal owners and beneficiaries
as well as control structures of legal entitietier® is no definition of “principal owner” or “cawot
structure.” The CDD Directive, Part IV, Sectionparagraph 6, directs banks to identify when
customers are acting on behalf of another persgnami‘trustee, nominee or professional
intermediary.” Otherwise, there is no more spedfrection as to what is expected. In addition
there are no regulations or other guidance witheesto compliance with this requirement. Thu
there is need to specify that the natural persom ultimately owns or controls the customer is
identified.

305. Only one bank that was interviewed sought an afftive declaration or other statement
the customer with regard to whether the customactisg as agent or acting on behalf of anothe
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individual or entity. Again, foreign banks have magomprehensive procedures in this area tha

n do




domestic banks.

306. Information on Purpose and Nature of Business Relanship (c. 5.6): Under Section
24 (2) (a) of the ML & TF Act, financial institutis are specifically required to “obtain informati
on the purpose and nature of the [customer’s] legsimelation.” There is no similar provision in
the CDD Directive, although it does require monitgrof accounts for unusual activity, which
presupposes some understanding of the nature apdgeuof the customer’ account.

307. Based on interviews with banks, there appears t@belittle compliance with this
provision by most of the banks.

308. Ongoing Due Diligence on Business Relationship .7; 5.7.1 & 5.7.2):The ML & TF
Act does not contain a requirement to conduct angdue diligence with regard to its business
relationships with its customers. Banks do nat general matter conduct such ongoing due
diligence. However, in practice, some banks, egfigdoreign banks do conduct such ongoing d
diligence.

Risk —

309. Enhanced Due Diligence for Higher Risk Customers (&.8): Except for enhanced
monitoring (as opposed to enhanced due diligencajapunts by public officials, which is
discussed below under paragraph 323 with respdeATd- Recommendation 6, there is no
requirement in the ML & TF Act or the CDD Directiver enhanced due diligence for high risk
customers. Nonetheless, certain banks have intgofieies that establish higher risk categories
customers for which they conduct enhanced dueetitig.

310. Application of Simplified/Reduced CDD Measures whemppropriate (c. 5.9): Neither
the ML & TF Act nor the CDD Directive provide foingplified or reduced CDD measures.

311. Simplification / Reduction of CDD Measures relatingto overseas residents (c. 5.10):
Section 24 (8) of the ML & TF Act provides that thfnister of Finance may prescribe the
threshold or circumstances in which provisions eft®n 24 of the statute shall apply to any
particular customer or class of customer. No saghlations have been prescribed. Therefore,
there are currently no provisions for a simplifioator reduction of CDD measures and normal
CDD measures apply in all cases.

312. Simplified/Reduced CDD Measures Not to Apply when ®picions of ML or TF exist
(c. 5.11): See paragraph 310 above.

313. Risk Based Application of CDD to be Consistent wittGuidelines (c. 5.12):Financial
institutions have not been authorized to con@@D on a risk sensitive basis because no
guidelines have been issued. Also see paragraphl3ive.

Timing of Verification —

314. Timing of Verification of Identity (c. 5.13): Under Section 24 (1) of the ML & TF Act,
financial institution is required to verify a custer’s identification or beneficial owner on the isa
of reliable and independent source documents “befatering a business relationship.” In this
regard, a business relation is defined to includecxasional transaction. This requirement is
enforced through Section 25 (1) of the ML & TF Aatich specifically prohibits a financial
institution from proceeding with any transactiorthie absence of satisfactory identification, unle
directed to do so by the FIU. Failure to abidetbyg prohibition of Section 25 (1) subjects an
individual violator to two years imprisonment and@0, 000 fine; and a corporate violator to a
K500,000 fine and loss of business license.

315. Similarly Section 24 (1), Part IV, S

316. Section 2, paragraph of 1 of the CDD Directive jieg that a financial institution “shoul
never enter into a business relationship until ieof such customer has been satisfactorily
established.”

317. The banks universally stated that they observedrédgjuirement to the fullest extent eve
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though no person or entity has been prosecuteddtating theML & TF Act. Compliance




appears to be based upon the requirements of tie[@E@ctive.

318. Circumstances when Verification of Identity Can Talen Place After Establishment of
Business Relationship (c.5.14 & 5.14.1)There is no provision in the ML & TF Act or the CDD
Directive for identity verification to take placéer establishment of the business relationship.

Failure to Complete CDD —

319. Response by Financial Institutions when Unable to &fify Identity Failure (c. 5.15):
Section 25 of the ML & TF Act specifically providésat a financial institution “shall not proceed
any further with the transaction” if satisfactomidence of customer identity is not produced by the
customer or financial institution and requires tivat attempted transaction should be reported t
the FIU.

(=)

320. As noted above, banks simply do not establish tisinless relationship in the absence of
satisfactory customer identification. Becausenhtf aipproach, banks do not generally consider
reporting attempted transactions to the FIU.

321. Termination of Business Relationship (c. 5.16)The ML & TF Act does not contain a
provision requiring financial institutions to temaite business relationships in the event that
satisfactory customer identification informatiomist obtained by the financial institution. Banks
simply do not establish the business relationghipné absence of satisfactory customer
identification. Moreover, given the significantriadties for failure to obtain satisfactory custome
identification prior to establishing a businessatiehship, terminating the relationship seems to be
an unnecessary measure to assure that proper eustEntification is obtained by a financial
institution.

=

Existing Customers —

322. CDD Requirements for Existing Customers (c. 5.17)Under Section 24 (9) of the ML
& TF Act, financial institutions are required torifg the identity of their existing customers withi
such period as the Minister of Finance may presdsionotice published in the Gazette. The

Minister has not prescribed any such period. Nw#less, the bankers association has undertaken a

commitment from its members to comply with this\ypsoon by September 1, 2008.

323. CDD Requirements for Existing Anonymous Customersg 5.18): The only types of
anonymous accounts that currently exist at findme#itutions in Malawi are bearer certificates of
deposits. See earlier discussion in paragraple@296.

Foreign Politically Exposed Persons

324. Requirement to Identify Foreign Politically ExposedPersons (c. 6.1):Under Section
24 (2) (d) (i) of the ML & TF Act, financial institions, in addition to the statute’s standard CDL
provisions, are required to have risk managemestesis in place to determine whether the
customer is a public official. The definition giublic official” is broadly defined in the statuaed
includes individuals considered to be politicalipesed persons (PEPS), as described in the
Glossary to the FATF 40. While PEPs under the dafinof the term in the FATF
recommendation, includes only foreign individugite term “public official” in the ML & TF Act
also includes domestic individuals, and thus, aater in scope than the FATF 40 definition of the
term PEP. There is no similar provision in the CDiBective. Moreover, in contrast FATF
Recommendation 6, which requires that financiditintsons have a system in place to determine
whether the customer or beneficial owner is a BEBtion 24 (2) (d) (i) only requires a
determination with respect to the immediate custceme not any beneficial owner. Thus, the
statutory requirement in Malawi only partially fill§ the international standard. In any event, th
majority of the banks interviewed do not complyhnihis requirement.

D

325. Risk Management of Foreign Politically Exposed Pemns (c. 6.2; 6.2.1):Section 24 (2
(d) (ii) provides that a financial institution shabtain its senior management approval before
establishing a business relationship with a pulfficial. This is completely consistent with the
FATF Recommendation 6 requirement, although asiomad above, there is little compliance
with this FATF recommendation. In addition, thex@o statutory, regulatory or directive
requirement for senior management approval if dtlegermined that a customer or beneficial owner
is a PEP after the account has been establishedew¢r, there are significant penalties, under T




Section 25 of the ML & TF Act, for establishing aocount without meeting all of the CDD and
prior approval requirements of Section 24. Furtime, Section 25 provides that an account
should not be established without first satisfyihng CDD requirements of section 24. Nonethelg
the statute is silent on what an institution shalddn the event such an account is established
without senior management approval either beforgter the account has been established.

326. Requirement to Determine Source of Wealth and Fundsf Foreign Politically
Exposed Persons (c. 6.3)Section 24 (2) (b) of the ML &TF Act requires fir@al institutions to
“take reasonable measures to establish the sofiveeaith and source of property of all natural
person customers. Thus, this provision would applyally to a PEP or public official as that ter
is used in the ML & TF Act.

327. Ongoing Monitoring of Foreign Politically Exposed Rersons (c. 6.4):Under Section 24
(2) (d) (iii), financial institutions shall “condticegular enhanced monitoring of the business pf
PEP or public official, as that term is used in ke & TF Act”.

328. Additional Element - Domestic Politically Exposed Brsons (c. 6.5):As described in
paragraph 323 above, the definition of “public afil” in the ML & TF Act specifically includes
domestic PEPs.

329. Additional Element - Ratification of the Merida Convention (c. 6.6): Malawi ratified
the Merida Convention on December 4, 2007.

Cross Border Correspondent Accounts and SimilaafRelships -

330. Requirement to Obtain Information on Respondent Ingitution (c. 7.1): Section 24 (4)
(a) and (b) provide that a financial institutiorabtadequately identify and verify respondent
institutions with which it conducts business anthgasufficient information about the nature of
business of the correspondent institution. Se@#i)(c) imposes a requirement for a financia
institution to determine, from publicly availabl&armation, the reputation and quality of
supervision of the correspondent institution. Bastate that they do observe these statutory
requirements based primarily upon their need tigfgahe requirements of their correspondent
banks to satisfy international standards in ordenaintain such relationships.

331. Assessment of AML/CFT Controls in Respondent Instiition (c. 7.2): Under section24
(4) (d) of the ML & TF Act, a financial institutiois required to assess the anti-money launderin
and terrorist financing controls of the correspamndestitution. Again, most banks state that the
observe this requirement; several stated thatutibye a questionnaire to facilitate the process.

332. Approval of Establishing Correspondent Relationshig (c. 7.3): Section 24 (4) (e)
provides that financial institutions should obttiie approval of senior management before
establishing new correspondent relationships. fegsirement was observed in the banks
interviewed.

333. Documentation of AML/CFT Responsibilities for Eachinstitution (c. 7.4): Under
Section 24 (4) (e) financial institutions are regdito document the responsibilities of the
institution and the correspondent bank. This miowi is observed based primarily upon the
requirements of international correspondent banks.

334. Payable-Through Accounts (c. 7.5):Section24 (5) of the ML & TF Act requires that
payable-through accounts must be done in accordaiticehe standards established by FATF
Recommendation 7, however, the banks state thpdih@ot utilize payable-through account in
connection with their correspondence accounts.

335. Misuse of New Technology for ML/FT (c. 8.1):There is no statutory or regulatory
requirement for financial institutions to have p@s in place regarding misuse of new
technologies.

336. Risk of Non-Face to Face Business Relationships &2 & 8.2.1): There is no statutory
or regulatory requirement for financial institutgoto have policies and procedures in place that
address non-face-to face business relationshipsk$and other financial institutions do not,
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however, establish business relationships, or off@rovide products or services on a non-face-




face basis.

337. Analysis of Effectiveness:The CDD and the preventive measures discussed dhat/e
are contained in the ML & TF Act are reasonably poghensive and largely satisfy the
requirements of the FATF 40. As noted, certaiteda do not have statutory or regulatory
requirements. Banks have a significant advantagemplying with the customer identification
requirements because of the CDD Directive issué®0b. That directive was issued to help
banks, in particular, comply with internationalrgiards of both FATF and the Basle Committee
Bank Supervision. Banks in Malawi have been trymgperate under the international standard
largely in order to maintain correspondent relahaps with international banks and, thereby,
facilitate their international transactions.

338. No financial institutions other than banks haveuregompliance efforts. This raises
significant concerns about the effectiveness oktipervision and enforcement process for all
financial institutions.

339. Foreign exchange bureaus are a matter of particalezern. Due to a court injunction
regarding the licensing and registration of forexdaus, they are not currently licensed and the
supervision is virtually nonexistent.

340. Insurance companies are literally not covered pyMih & TF Act. While this needs to b
remedied, there is relatively low risk with regéodife insurance due to the fact that contractsini
be in existence for at least two years before tleamy payout, except, of course, in the event o
the death of the insured.

on

Recommendations and comments

The authorities should ensure that —

- All financial institutions are subject to compiize requirements and enforcement sanctions if
needed. This needs to begin with a significantrengss raising process for all covered financig
institutions, which includes DNFBPs due to thealusion within the definition of the term
financial institution, covered.

- The current unsettled status of foreign exchdngeaus is resolved. Regulatory or supervisor

solutions should be examined to determine if treyd succeed, otherwise, a legislative solution

would be necessary if the courts ultimately rulaiast the powers of the RBM in this area.

- Insurance companies are brought within the sobpeverage of the ML & TF Act’s compliance
requirements.

- The issue of beneficial ownership, including REPs, should be clarified so as to satisfy the
criteria in the Methodology, including establishitmg identity of the customer AND beneficial
owner and an affirmative determination of whetheaacount is being opened for a beneficial
owner.

- The requirement to conduct ongoing due diligerfceustomers is made part of the CDD
measures.

- The requirement to conduct enhanced CDD for higkk customers is made part of the CDD
measures.

- With regard to PEPs or public officials, theresld be a requirement for determining the sourg
of wealth in opening the account and for senior ag@ment approval in the event the account ig
opened without such prior approval.

-With respect to correspondent banking, financiatitutions should be required to determine if t
respondent institution has been subject to a MLFomvestigation or regulatory action, as well a
ascertain whether controls at respondent institudie adequate and effective.

There should be a requirement for financial institws to pay special attention to money launde
threats from new technologies and non face-to-fiaresactions.
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Compliance with FATF Recommendations 5 to 8




R.5 PC *  Only banks comply with most of this requirement

R.6 PC e The determination of beneficial ownership and sewfc
wealth are significant deficiencies
*  Only banks comply with this requirement

R.7 LC « Financial institutions are not required to detemniran
institution has been subject to a ML or TF invesstign or
regulatory action or ascertain whether controlespondent
institution are adequate and effective..

R.8 NC e There is no statutory or regulatory requirement

3.3 Third parties and introduced business (R.9)

Description and analysis

341. Legal Framework: Section 24 (6) of the ML & TF Act provides a reaably
comprehensive set of requirements for introducesingss.

342. Requirement to Immediately Obtain Certain CDD elemats from Third Parties (c.
9.1): Under section 24 (6) (a), a financial instituti@tying on a third party is required to
“immediately obtain the information and documetguired by” the CDD obligations.

343. Availability of Identification Data from Third Part ies (c. 9.2): Section 24 (6) (b)
requires that financial institutions ensure thaties of information and relevant documentation
available upon request and without delay.

344. Regulation and Supervision of Third Party (applyingR. 23, 24 & 29, c. 9.3)The
statute, in Section 24 (6) (c), requires the fim@rostitution to satisfy itself that the third ghyor
intermediary is regulated and complies with CDD suges in accordance with the ML & TF Act.

345. Adequacy of Application of FATF Recommendations (c9.4): Section 24 (6) (c)

requires that financial institutions utilizing émtnediary CDD services must satisfy themselves
the intermediary has measures in place that sdtisfyequirements of Section 25, 26, and 27 of
ML & TF Act, which address identity provisions oé&ion 24, maintaining no anonymous

accounts, and record keeping requirements. There requirement that the financial institution
satisfy itself on the question of whether the coppf the intermediary adequately observes all g
FATF recommendations.

346. Ultimate Responsibility for CDD (c. 9.5): Nothing in the statute indicates that a finang
institution is not ultimately responsible for custer identification and verification.

347. Analysis of Effectiveness: The statute satisfies most of the FATF critemi¢hiat financial
institutions must satisfy themselves that interragéds observe some FATF recommendations.
banks have indicated, however, that they do ngtaelintermediaries and that they conduct thei
own customer identification and verification. Only larhave indicated compliance with this

provision in that they do not utilize it; there leavyeen no compliance efforts on the part of other
financial institutions.
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Recommendations and comments

The authorities should consider amending the statucomply fully with international standards

by adding provisions specifying:

- What financial institutions should do to ensure thay only utilize third-party CDD from
countries that observe FATF standards; and

- That the financial institution is ultimately resgilie for CDD.

Compliance with FATF Recommendation 9

R.9 | PC | e Only banks comply with this requirement.

3.4 Financial institution secrecy or confidentialiy (R.4)

Description and analysis

348. Legal Framework: Under the ML & TF Act, mandatory suspicious traracreporting
and providing information to authorities is not b to any secrecy or other confidentiality
privilege.

349. Inhibition of Implementation of FATF Recommendations (c. 4.1): Under Sections 44




& 45 of the ML & TF Act, the statute provides clearthorization to provide all information to
implement the FATF recommendations. Under the GRAPolice Act and the CPEC, law
enforcement authorities have access to finanotards kept by financial institutions. Indeed,
specific examples of cases shared with the asseissticate that the authorities have used this
power in carrying out financial investigations. Mover, banks and other private sector players
interviewed confirmed this practice. Furthermoneder the Reserve Bank Act, the RBM has brg
powers to gain access to all records and informatiaintained by financial institutions under its
jurisdiction.

350. Analysis of Effectiveness:The statute islear and its authority to permit reporting of
suspicious transactions and other information gpoese to requests by the FIU has been
confirmed by legal authorities in Malawi. Only l&rhave submitted STRs and LCT reports an
provided additional information upon request frdra Fl1U; no other private sector entities (the
Malawi Revenue Authority being the governmentalegtion) have submitted any STRs.

351. Furthermore, discussions with financial institugandicated that they do share
information among themselves particularly in reatio fraud matters or where a reference is
requested on behalf of a potential customer.

o

Recommendations and comments

Compliance with FATF Recommendation 4

R.4 |C | The criteria are fully met.

3.5 Record keeping and wire transfer rules (R.10 &R.VII)

Description and analysis

352. Legal Framework: Recording keeping requirements are specified iti@e27 and wire
transfer information is covered by section 33 &f KL & TF Act, respectively.

353. Record-Keeping & Reconstruction of Transaction Recals (c. 10.1 & 10.1.1): Section
27 (1) (b) of the ML & TF Act provides that recorsisall be maintained regarding “all transactio
and correspondence...necessary to enable the tramstxbe reconstructed at any time.” The
records are to be kept for a minimum of seven yafies the account is closed under section 27
of the ML & TF Act. The seven year retention pdris two years longer than the FATF
recommendation. In addition, section 27 (4) ofdtegute gives the Minister additional authority
require records to be kept and maintained. Furibeg, the assessors are confident, based upo
representations made by the banks that recordsivibeukept longer if requested to do so, even
the absence of official action taken by the Ministeder his/her additional grant of authority irst
area.

354. Record-Keeping for Identification Data (c. 10.2): Under Section 27 (1) (a),
identification data is to retained under the saomitions as above.

355. Availability of Records to Competent Authorities (¢ 10.3): Section 27 (5) of the ML &
TF Act specifically provides that retained recofslsall be made available upon request to the H
and other competent authority for purposes of engwompliance with this Act and for purposes
of an investigation and prosecution of an offense.”

356. Obtain Originator Information for Wire Transfers (a pplying c. 5.2 & 5.3 in R.5,
c.VIL.1): Section 33 (1) requires financial institutionsriclude accurate originator information
and related messages that is to remain with tinsfeafor_allelectronic transfers of fund$here
is, however, no definition of what constitutes tpniator information,” as specified in SR VII.
In addition, there have been no implementing reguia specifying what should be included
as originator information.

357. Inclusion of Originator Information in Cross-Border Wire Transfers (c. VII.2):
Originator information is required to be includedil wire transfersSee paragraph
immediately above.

358. Inclusion of Originator Information in Domestic Wir e Transfers (c. VII.3): See
paragraph 355.

®3)

to

5 5

U,




359. Originator information through Payment Chain(c.VIl.4 & VIl 4.1). See paragraph
355.

360. Risk-Based Procedures for Wire Transfers that Do NbContain Originator
Information (c. VII.5): There is no statutory or regulatory requirement bieseficiary
financial institutions adopt risk-based proceddogsdentifying and handling wire transfers
that are not accompanied by complete originatarination. There is, however, a statutory
requirement in Section 34 (1) (c) that financiatitutions must pay special attention to wire
transfers that do not contain complete originatfwrimation.

361. Monitoring of compliance with SR VII (c. VII.6): The RBM hasleveloped an
examination manual for purposes of examining ittkkbaand financial institutions under its
jurisdiction and has conducted at least one AML/@x&mination, according to authorities.

362. Sanctions (c. VII.7): Section33 (3) provides for specific sanctions for violaisoof the
wire transfer requirements.

363. Incoming cross border wire transfers (c. VI1.8): There is no statutory or regulator
requirement that all incoming wire transfers musttain full and accurate originator
information. There is, however, a statutory requigat in Section 34 (1) (c) that financial
institutions must pay special attention to wiransf@rs that do not contain complete originat
information.

364. Outgoing Wire Transfers of Less than EUR/USD 1,00(c. VII1.9): As noted above
originator information is required to be includedail wire transfers.

365. Analysis of Effectiveness:The Act addresses most of the criteria. Banke skett they
observe these requiremeniBhis is a new requirement; there have been no esrfeent actions
as of the assessment date. Thus, there is Gttielp determine whether its sanctions are
effective, proportionate and dissuasiviéhere has been one examination by the RBM for
compliance with AML/CFT andthe RBM has a new examination manual that, amoingr @hings,
specifically addresses wire transfers and inteonatistandards.

Recommendations and comments

The authorities should consider —
- Implementing the record keeping requirement wépect to all financial institutions.

- Providing a definition of what constitutes origtor information that is consistent with the
provisions of SR VII;

- Assuring compliance with this recommendation digto examinations and enforcement actions
where appropriate; and

- Bringing the wire transfer rules into complete cdiance with international standards by
addressing the deficiency that banks adopt riskd@socedures for handling wire transfers
that do not contain complete originator information

Compliance with FATF Recommendations

R.10 LC e The record keeping requirements, while completerims of
satisfying the criteria, do not apply to insuracoenpanies ang
there has been no implementation with respectyerea
entities other than banks.

SR.VII | LC ¢ The statute addresses most but not all of the FATF
requirements; there is no definition of what cdngtis
originator information and no provision for handjiwire
transfers that do not contain complete originatésrimation.

3.6 Monitoring of transactions and relationships (RL1 & 21)

Description and analysis




Legal Framework: Section 34 of the ML &TF Ac

366. Special Attention to Complex, Unusual Large Transatons (c. 11.1): Section 34 (1) (a
of the ML &TF Act requires financial institutions pay special attention to “any complex, unus
or large transactions that have no apparent doleisiconomic or lawful purpose.” This
requirement is entirely consistent with internaséibstandards. However, banks are the only

al

financial institutions currently complying with AMineasures. This requirement is also the same

as is contained in Section 3 (3) of the CDD Dinesti

367. Examination of Complex & Unusual Transactions (c. 1.2): Section 34 (2) (a) of the
ML & TF Act specifically requires financial institions to “verify the background and purpose o
the transactions or business relations and ret®fthdings in writing.” A similar requirement is
contained in Section 3 (3) of the CDD DirectiveheTstatutory provision is somewhat stronger t
FATF Recommendation 11 in that the statute manda#tghe financial institution “verify,”
whereas FATF requires a financial institution “t@mine as far as possible,” the background ar
purpose of the transaction. In addition, the séa#dgo goes further than FATF Recommendation
in that it requires such verification for electrofiiinds transfers that do not contain complete
originator information.

368. Record-Keeping of Findings of Examination (c. 11.3)Section 34 (2) (b) of the ML &
TF Act requires that financial institutions makeithwritten findings available to the FIU or
supervisory authority upon request. There is, h@mneno specific requirement to retain such
written findings for five years. In this regarbetseven-year record keeping requirements of
section 27 (2) do not literally apply to these firgs because this provision applies only to the
records required to be maintained pursuant to &2efr (1). The government disputes this
reading of the statute. In this regard, due tar¢tetive newness of the requirement, it
effectiveness cannot be assesdedaddition, although there is a provision in Sect27 (4) that
provides “any record required to be kept underAus..shall be kept in a manner as the Ministe
may prescribe by regulation,” no such regulatioamgehbeen issued.

369. Special Attention to Countries Not Sufficiently Apdying FATF Recommendations (c.
21.1 & 21.1.1): Under Section 34 (1) (b) of the statute, finangiatitutions are required to pay
special attention to “business relationships aangactions with persons in jurisdictions that db

have adequate systems in place to prevent or aeteey laundering or terrorist financing.” This|i

consistent with part of the international standsetiforth in FATF Recommendation 21. There i
however, no mechanism currently in place to adfisencial institutions in Malawi of weaknesse|
in AML/CFT systems in other countries.

370. Examinations of Transactions with no Apparent Econaic or Visible Lawful Purpose
from Countries Not Sufficiently Applying FATF Recommendations (c. 21.2):Section 34 (2)

requires that any transaction or business reldtipnsith a person from a country with AML/ CFT

system weaknesses must be verified and the wfittding be made available to the FIU or
supervisory authority.

371. Ability to Apply Counter Measures with Regard to Cauntries Not Sufficiently
Applying FATF Recommendations (c. 21.3):There is currently nothing in place to address
applying countermeasures to countries that do pulyasufficiently the FATF Recommendations

372. Analysis of Effectiveness:With respect to Recommendation 11, banks statetbgitare
complying with this requirement. As noted previgusnly banks are complying in this area and
what they are doing is based mainly on the CDD d@ive with regard to large, complex and

unusual transactions. The recordkeeping requiresmveith respect to large, complex and unusu
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transactions are unclear and, in any event, tfifieictevzeness cannot be assessed due to the eelativ

newness of the requirement. With respect to Recamdiation 21, because it is a new requiremg
its effectiveness also could not be assessed.

nt,

Recommendations and comments




The authorities should consider:
- Implementing the statute with respect to all ficial institutions.

- Imposing the record keeping requirement consistéth the provisions under Recommendatior]
11.

- Establishing a notification mechanism for infongifinancial institutions about what countries
they should be concerned with because of AML/CFakmesses.

- Implementing countermeasures for business rela@md transactions from countries that do npt

fully observe FATF Recommendations.

Compliance with FATF Recommendations 11 & 21

R.11 PC * Only banks observe any part of this recommendation.

R.21 PC « Only banks observe any part of this recommendation.

* There are no measures to inform financial insttuthbout
specific country concerns and no countermeasuogtefh
place to address such concerns.

3.7 Suspicious transaction reports and other repoimg (R.13-14, 19, 25 & SR.IV)

Description and analysis

Legal Framework: Section 28 of the ML & TF Act.

373. Requirement to Make STRs on ML and TF to FIU (c. 131 & IV.1): Section 28(1) of
the statute provides that “whenever a financiditunson processes a transaction exceeding such
amount of currency or its equivalent in foreignreacy... [as prescribed by the Minister], or
suspects or has reasonable grounds to suspeanth&ansaction is related to the commission o
money laundering offence t@rrorist financing, it shall as soon as possihierot later than three
working days after forming that suspicion reportiriting to the FIU. Thus, this provision
provides for two different types of reporting: largash transaction and suspicious transaction
reporting. In addition, section 29 of the ML&TF $yarovides that whenever a supervisory
authority or auditor suspects or has reasonablengi®to believe that information it has related f

()]

any transaction or attempted transaction that meagive a money laundering offense, the finanging

of terrorism, or may be of assistance in the erfiment of the ML & TF Act, shall report such
transaction or attempted transaction to the FIU.

374. STRs Related to Terrorism and it's Financing (c. 12): Suspicious transaction
reporting for terrorist financing is specificallpwered by Section 28 (1), as described immediate
above.

ly

375. No Reporting Threshold for STRs (c. 13.3):All suspicious transactions are required to

be reported;he statute does not contain any language estatgishieporting threshold for STRs
The threshold that could be established by the $tiniof Finance is for large cash transaction

reporting, not suspicious transaction reporting.th& same time, it is unclear whether attempted
suspicious transactions are required to be repbeeduse the statute is silent on the issue of ar
attempted transaction that is deemed to be suspitip a financial institution. This lack of clarit
in Section 28 is reinforced by the specific refeeeto attempted transactions contained in Sectip
29 and discussed above.

376. Making of ML and TF STRs Regardless of Possible Inslvement of Tax Matters (c.
13.4, c. IV.2): The statute makes it clear that all suspiciousstzations are to be reported,
regardless of the potential predicate crime inviblve

377. Additional Element—t - Reporting of All Criminal Ac ts (c. 13.5): Section 35 states tha
the crime of money laundering involves, “any prapém whole or in part directly or indirectly
[that] represents any person’s proceeds of crinfdls, all crimes are covered under the statute
suspicious transaction reporting.

378. Protection for Making STRs (c. 14.1): Under Section 45 of the statute, financial
institutions and their officers, employees, agamis auditors are protected from any “civil,
criminal, administrative or disciplinary proceedinigom filing a STR in good faith.” Although th
scope of the languagn the statutds very broad and includes agent<afinancial institutior, the
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statute does not include directors. This is aiggmt shortcoming.

379. Prohibition Against Tipping-Off (c. 14.2): Section 30 provides that no person or
institution shall disclose to any person that ggiign has been formed or that a STR has been

filed. The language is very broad and encompds§asning any person, even if a suspicion has

been formed, in addition to the filing of a STR.

380. Additional Element — Confidentiality of Reporting Staff (c. 14.3): Section 31
specifically requires that “a person shall not ltise any information that will or is likely to
identify...” any person (1) who has handled a tratisac¢hat is the subject of a STR, (2) any
person who filed a STR; (3) any person who made&R, ®r (4) any information contained in a
STR, except in connection with an investigatiopsecution.

381. Consideration of Reporting of Currency TransactionsAbove a Threshold (c. 19.1):
Section 2&f the ML & TF Act provides fothe reporting of cash transaction above a threshold
established by the Minister of Finance. Malawi bassidered the question and addressed the
matter in its legislation. No threshold has bestaldished by the Minister, but it has been agreg

at least with respect to banks, that the threstlotdild be K1, 000,000. Banks have been reporti

such transactions. There have, however, beerfisgmti discrepancies between what the banks
have reported and what the FIU has acknowledgeziviag.

382. Additional Element - Computerized Database for Curency Transactions Above a
Threshold and Access by Competent Authorities (c.912): The FIU is in the process of
establishing its database for all reporting requaets, but has not completed the process.

383. Additional Element - Proper Use of Reports of Curreicy Transactions Above a
Threshold (c. 19.3): The FIU has established a secure information tdolggsystem using the
facilities of the RBM. It contemplated that a cdatply separate system will be utilized in the
future.

384. Establishment of Guidelines for Financial Institutions (c. 25.1): The FIU has issued
some guidelines to financial institutions, whichlirde institutions other than banks. Such
guidelines are, however, limited to filing STRs plementation of any of the ML & TF Act’s
requirements at this point is limited to banks.e HiU is in the process of becoming fully
operational and implementing the statute with resfmeall types of financial institutions and
DNFBPs.

385. Feedback to Financial Institutions (c. 25.2):There has been very little, if any, feedbad
to most banks, which are the only institutions ently, reporting to the FIU in the private sector.

386. Analysis of Effectiveness:The statutory provisions regarding suspicious aatisn
reporting, “tipping off” and protection for financial institions, read literally, are entirely
consistent with international standards, with theeptial exception of whether attempted
transactions need to be reported. Because théesiatso new and has not been fully implement
there has not been sufficient time to assess thetieness of these provisions.

387. The inclusion of both large cash transaction arspisious transaction reporting
requirements together in the same provision irggislation can create ambiguity for reporters &
to whether they are required to file two reporta ffansaction is both over a threshold and
suspicious. In practice, banks are reporting sisys and large cash transactions (in some
instances the same report twice) to the FIU sihisei$ the literal reading of the statute. In this
regard, there is nothing inconsistent with a depbrting requirement because the two requirem
serve different purposes. Nonetheless, it is ibe of the FIU that the reporting institutions are
not required to file two reports.

388. The large cash transaction reporting requiremesigeaerated many reports, not all of
which have been acknowledged by the FIU. As dsedidelow, this reporting requirement may
serving as a distraction to the FIU accomplishisgore duties of receiving, analyzing and
disseminating STRs and related financial infornmatio
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Recommendations and comments




The authorities should consider:

- Clarifying that attempted suspicious transactisimsuld be reported.

- Reviewing the large cash transaction reportimgirement so that the FIU may concentrate on
core functions at least at this stage of its dgualent.

- Issuing guidance clarifying the reporting reqmemnt to eliminate duplicate reports if that is the
desired result even though there is nothing inaast with a dual reporting requirement.

- Establishing compliance implementation measueslf financial institutions.

- Providing more and better feedback for reportimggitutions and putting systems in place for
feedback for other entities that should be repgréis the statute is fully implemented.

- Including directors within the scope of thosetpoted from possible liability for STRs.

Compliance with FATF Recommendations 13, 14, 192/t 25.2) and SR IV

R.13 PC e Only banks are filing STRs.
« ltis unclear whether attempted suspicious traiwasare
required to be reported.

R.14 LC * No protection for Directors from possible liabilityr STRs.

R.19 C

R.25 NC « Only limited guidelines have been issued and thasebeen
no meaningful feedback to the banks that have HERs.

SR.IV LC e Only banks are filing STRs.

« ltis unclear whether attempted suspicious traiwasare
required to be reported.

3.8 Internal controls, compliance, audit and foreig branches (R.15 & 22)

Description and analysis

389. Legal Framework: The internal controls requirement is covered bytie@2 of the
ML&TF Act, but the issue of foreign branches is novered by the statute, regulations or the
Directive.

390. Establish and Maintain Internal Controls to PreventML and TF (c. 15.1, 15.1.1 &
15.1.2): Section 32 (1) (b) requires each financial instituto establish procedures and systems
that address customer identification, record kegpdetection of suspicious transactions and the
reporting of such transaction, and make the irgtits officers and employees aware of laws an
regulations concerning ML and TF as well as thétirtgson’s own policies and procedures
regarding these requirements. Section 32 (1)n@)32 (2) require the appointment of a
compliance officer to be “a senior officer” and sifies the duties of such an officer, including
responsibility for developing a compliance manwalthe institution. The requirement of the
appointment of a compliance officer does not appliynstitutions with five or less employees.

391. Independent Audit of Internal Controls to Prevent ML and TF (c. 15.2): Under
Section 32 (1) (d), each financial institutionésjuired to “establish an audit function to test its

anti-money laundering and financing of terrorismagadures and systems.” The requirement fof

internal audit function does not apply to instibats with five or less employees.

392. Ongoing Employee Training on AML/CFT Matters (c. 153): Section 32 (1) (c)
requires the training of officers employees anchégyef a financial institution.

393. Employee Screening Procedures (c. 15.4)Inder section 32 (1) (b) (vi), a financial
institution is required to have procedures in pl@ctscreen persons before hiring them as
employees.”

394. Additional Element — Independence of Compliance Ofter (c. 15.5): The statute does
not specify the independence level of the compéaoficer other than Section 32 (2) (a), which
provides that the compliance officer “shall be aigeofficer.”

395. Application of AML/CFT Measures to Foreign Branches& Subsidiaries (c. 22.1,
22.1.1 & 22.1.2): There is no statutory or regulatory provisionuieéqg application of AML/CFT
requirements to foreign branches and subsidiaries.

396. Requirement to Inform Home Country Supervisor if Fareign Branches &

Subsidiaries are Unable Implement AML/CFT Measureqc. 22.2): There is no statutory or
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regulatory provision requiring notification of horaeuntry supervisor if foreign branches and
subsidiaries are unable to implement Malawi’'s AME/Crequirements. However, they were no
foreign branches of a Malawi bank at the time efaélssessment.

397. Additional Element — Consistency of CDD Measures droup Level (c. 22.3): There
is no indication from discussions with banks thBfDCmeasures are applied universally at the
group level. Nonetheless, several of the bankddlawi are owned by foreign banks and subscribe
to the parent’s overall AML/CFT regime.

398. Analysis of Effectiveness:Banks are the only financial institutions tha amplementing
AML measures. Banks have compliance officers atetmal procedures that are generally
consistent with international standards. Whenewirg the existing compliance manuals of
several banks, however, all were written beforeegnant of the ML&TF Act. Thus, the existing
manuals do not necessarily take into account ah@fequirements of the new statute. One forgign
bank has a branch in Malawi. It is unclear whethat branch observes, or is prohibited by the
host country from observing, Malawi's AML/CFT regeiinents. The RBM has not undertaken an
inquiry into this question, nor has it conducteceaamination of the branch in question for AML
purposes.

Recommendations and comments

The authorities should consider:

- Initiating efforts to bring all financial institions under compliance requirements.

- Specifically subjecting foreign branches and g&libges to Malawi’'s AML/CFT requirements.
- Determining whether if this could be done by dagjon for banks.

Compliance with FATF Recommendations 15 & 22

R.15 PC * The statute is consistent with international stagslabut banks
are the only financial institutions that complywgh the ML
& TF Act's requirements and they are doing so bag®h the
CDD Directive.

R.22 N/A * They are no Malawian banks with foreign branches or
subsidiaries.

3.9 Shell banks (R.18)

Description and analysis

399. Legal Framework: There is no statutory or regulatory framework deplvith shell
banks.

400. Prohibition of Establishment Shell Banks (c. 18.1):The ML & TF Act does not address
the establishment of shell banks and there is golagon or directive that addresses this issue.
Under its licensing provisions, the RBM has notrtdr@d any shell banks. In addition, there arg no
shell banks currently operating in Malawi.

401. Prohibition of Correspondent Banking with Shell Barks (c. 18.2): The ML & TF Act
does not address correspondent banking relationshtp shell banks and there is no regulation |or
directive that addresses this issue.

402. Requirement to Satisfy Respondent Financial Instittions Prohibit of Use of Accounts
by Shell Banks (c. 18.3):The ML & TF Act does not address the use of respohtdanks by shel
banks and there is no regulation or directive #ullresses this issue.

403. Analysis of Effectiveness:The RBM has not chartered any shell banks and @rerao
shell banks currently operating in Malawi. Therehiswever, no statutory or regulatory provision
dealing with shell banks or prohibiting their usecarrespondent banks, although section 24 (4) of
the ML &TF Act does have a requirement for corregfent banking relationships that is consistent
with international standards. In addition, bankesrzot required to satisfy themselves that their
respondent institutions do not permit their acceudatbe used by shell banks.

Recommendations and comments

The authorities should consider specifically:

- Prohibiting the establishment of shell banks

- Prohibiting their use as correspondent banks, eqdiring that banks satisfy themselves that
their respondent institutions in foreign countrilesnot permit their accounts to be used by
shell banks.




Compliance with FATF Recommendation 18

R.18 PC e While the RBM does not charter shell banks and ropezate in
Malawi, there is no statutory or regulatory protidn against the use
of shell banks as correspondent banks or againgspmndent banks
using shell banks.

3.10 The supervisory and oversight system—competeatthorities and SROs: Role,
functions, duties and powers (including sanctiongR.17, 23, 25 & 29)

Description and analysis

404. Legal Framework: Various sections of the ML & TF Act contain speciianctions
applicable to natural and legal persons.

405. Availability of Effective, Proportionate & Dissuasive Sanctions (c. 17.1)Every
requirement of the ML &TF Act contains a specifitspn term and fine. For example, the recor
keeping requirements of Section 27 provide that@ergon who contravenes such requirements
“shall be liable-(a) in the case of a natural perso imprisonment for two years and a fine of
K100,000 (US$710); and (b) in the case of a cotmrato a fine of K500,000 (US$3570) and lo
of business authority.” The violation of each rieguonent is addressed specifically in the section
the ML & TF Act that imposes the requirement. Ehisrno range of penalties; each sanction is
specific and there is no discretion in applyingshaction. For individuals, most sanctions, whil
differing depending upon the individual requiremenandates imprisonment for at least one ye
and a fine of at least K100,000 (US$710). For cmtions, most sanctions are a fine of K500, O
(US$3570) and loss of business authority.

406. Designation of Authority to Impose Sanctions (c. 12): The statute is unclear on the
appropriate prosecutorial authority for the varioeguirements. There have been no enforcemg
actions that have imposed fines or imprisonmenteutite ML & TF Act. Thus, there have been
court determinations in this area. Because mosteofanctions involve imprisonment and fines,
appears that the DPP would be the designated éyttmprosecute and impose those sanctions
The fines are not separate from the prison ternpan of the sanction. Certain violations involy
only a fine. Here, it is unclear what authorityulimpose the fine. With regard to such fines,
there is no discretion; the amount of the fineeishy statute.

407. Ability to Sanction Directors & Senior Management d Financial Institutions (c. 17.3):
Sanctions are applicable to any “person,” includipgcific reference to a “natural person.” Thu
the ability to sanction officers and directors iohcial institutions are specifically covered hg t

statute’s sanctions.

408. Range of Sanctions — Broad and Proportionate (c. 14): The range of sanctions is not
very broad; nor are they necessarily proportiorfade.example, and as noted above, the failure
financial institution to maintain records accordinghe ML &TF Act’s requirements would
mandate the imposition of a fine and loss of thatifution’s authority to do business. There is n
discretion in applying the sanctions; each requaenearries a specific and mandated sanction
failure to comply.

409. Regulation and Supervision of Financial Institutiors (c. 23.): The ML & TF Ad
provides rather comprehensive coverage of intaynatistandards preventive measures. The
statute is only in the beginning stages of beinglémented. Banks are the only financial
institutions that are making efforts to satisfyrggiuirements. The country is “rolling out” its
compliance efforts trying to bring other types iofahcial institutions into compliance over time.
See paragraph immediately below.

410. Designation of Competent Authority (c. 23.2):Section 43 (3) of the ML & TF Act
makes clear that the primary supervisor of a firdnstitution has overall authority to implemer
the requirements of the statute and enforce comg@iavith the statute, with the FIU taking such
authority for other financial institutions. Thike RBM is the primary authority for banks,
securities firms and insurance companies (evergtindfe insurance companies are not covered
under the statute) and others regulated by theatdrank; the Malawi Gaming Board is
responsible for casinos; the Law Society is resptm$or attorneys; The Society of Accountants
Malawi is responsible for accountants. For othathaut a designated primary supervisor, such
dealers in precious stones and metals, the FIUseille as the primary regulator. Based on the
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literal language of Section 43 (1), it appears timay be some technical inconsistency in the




application of enforcement, since this sectionestéhat the FIU “may” apply to the court to enfo
the penalties in the ML & TF Act.

411. Prevention of Criminals from Controlling Institutio ns (c. 23.3 & 23.3.1):In order to
obtain a banking (and other financial institutiordar the Banking Act) license, an applicant mu
submit information regarding the reputation, corepet and expertise of executive officers
pursuant to section 6 of the Banking Act (198%ct®n 25 of that Act and RBM Directive on
New Directors, Audit Committee Members and Senianilgement Officials requires that a ban
or financial institution shall obtain prior writtepproval of the RBM on the appointment of all
directors and senior management of a bank or finhimstitution. Hence the directors and senio
management officials are subject to a “fit and propest, including expertise and integrity.
Section 60F of the Insurance Act (1959) has amiitterequirement for insurers and agents in
order to obtain a license. Similarly, section 27he Capital Market Development Act authorize
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the RBM to establish a fitness requirement for gdea firms and brokers, which it has done under

its licensing requirements

412. Application of Prudential Regulations to AML/CFT (c. 23.4): Malawi’s definition of
financial institution for purposes of its ML &TF Ats much broader than the definition of financ
institution that is used in FATF definition, sink&lawi’s includes DNFBPs as financial
institutions. Malawi’'s banks, insurance compan@ag( though not included as financial
institutions under the ML &TF Act) and securitiésifs are subject to Core Principles.

413. Licensing or Registration of Value Transfer Servics (c. 23.5): Money transfer service
firms (Western Union and Moneygram) are requiredddicensed in Malawi, as are foreign
exchange bureaus. There is, however, a signiffoaeign exchange sector that operates outsid
the regulated arena. It is estimated by the celpdrgk and the foreign exchange industry that tw
to four times the regulated industry exists intheegulated arena. In addition, a court injunctio
has raised serious concerns about the RBM’s atyttorlicense and supervise foreign exchangg
bureaus; they are currently virtually unsupervised.

414. Monitoring and Supervision of Value Transfer Servies (c. 23.6):As noted above, the
supervisory authority of the RBM over foreign exea bureaus is currently under review by th
Courts in Malawi and subject to an injunction. $hihis is a major point of concern with regard
the RBM'’s jurisdiction and supervisory authoritt this point, there is virtually no supervision @
them. Also, non-licensed foreign exchange bureagsot effectively supervised, since there ha
not been a prosecution of unlicensed foreign exgadureau. Also as noted above, money
transfer businesses have not begun to abide byiith& TF Act’s requirements; they comply with
their internal requirements, which are dictated Head office and not because of any the
requirements of the ML & TF Act’s requirements.

415. Licensing and AML/CFT Supervision of Other Financid Institutions (c. 23.7): As
noted previously, banks are the only financialitagbns in Malawi complying with any of the ML
& TF Act's requirements. While other financial fitstions may be licensed and supervised, the
are not currently supervised for AML/CFT purposes.

416. Guidelines for Financial Institutions (applying c.25.1): The FIU has established somé
guidance for banks to report large cash transaztiod suspicious transactions. This is largely
consistent with the guidance provided in the CDBeBlive, except that large cash transactions
were not subject to that directive. No guidance lbeen provided to other financial institutions
covered by the reporting requirement, since thaselteen no effort to bring such institutions intg
compliance with the reporting requirements.

417. Feedback on Reporting (c. 25.2) The FIU has not provided any feedback to reporting
institutions, other than acknowledgement of theifgoof reports. This is still a very new proces
for banks in Malawi. Others have not even begumaée suspicious transaction reports. Som
banks have received acknowledgements of their sdionis, while others have not received any
acknowledgements.

418. Power for Supervisors to Monitor AML/CFT Requirement (c. 29.1): Under the
Reserve Bank Act, the RBM has adequate powers totandAML/CFT compliance for banks,
insurance companies and agents, securities firehdrkers, and other financial institutions und
its supervisory authority. This is reinforced tBc8on 11 of the ML & TF Act, which provides

ial

S5

ample authority to the FIU to make inspectionscimmpliance purposes and request informatiory




from any entity covered by the statute. Such Ritharity can be delegated to other supervisory

authorities, although the authority of some of $®Os is questionable with regard the AML/CFT

issues.

419. Authority to conduct AML/CFT Inspections by Supervisors (c. 29.2):Subsections 11
(2) (c) and (k) of the ML & TF Act give the FIU sgiic authority to enter the premises of any
financial institution to inspect any record, to asky/ question, to take copies of any record and t
request any information from any financial insfibat In addition, Section 11 (2) (i) gives the FlI
authority to conduct investigations of financiadtitutions for purposes of determining complian
by a financial institution with the statute’s regaments.

420. Power for Supervisors to Compel Production of Recals (c. 29.3 & 29.3.1):There is
ample authority to compel the production of recor8ge paragraph immediately above for the
sources of such authority. In this regard, theneoi need to obtain a court order to produce rega
the statute provides specific authority to the FIU.

421. Powers of Enforcement & Sanction (c. 29.4)As noted previously, each of the AM &T
Act’s preventive measure requirements has a spefiction for failure to comply.

422. Adequacy of Resources for Competent Authorities (80.1): The FIU is still in the
process of becoming fully functional. It is in thecess of obtaining a Director to head operatic
as well as add to its staff. The FIU does havewis budget that is established annually by
Parliament. The RBM has resources that could bd tesimplement and enforce AML/CFT
requirements. At the time of the assessment, BM,Rhrough outside assistance, had develop
an AML examination manual and was field testingsk&-based approach to bank supervision
generally. There is still a need for more trainimgl assistance to make the FIU and RBM fully
capable of supervising financial institutions favI&/CFT. The Gaming Board and law and
accounting SROs have not begun to implement oreafihe new statute and there appears to b
great need for training before any of them coulnvjate adequate supervision.

423. Integrity of Competent Authorities (c. 30.2): Section 14 of the statute requires the
officers and staff of the FIU to be qualified angberienced to carry out the proper functioning o

the office and specifies certain experience thdividuals must have. For example, there must be

at least one legal practitioner and one with fin@neconomic or accounting training and
experience. Sections 16 and 17 of the statute atarsdconfidentiality oath of all FIU staff as we
as require confidential treatment of all informatiweld by the FIU, except when disclosure is
appropriate in performing FIU duties. In addititimere is a significant penalty of K100, 000 and
two years imprisonment for violations of the coefidiality provisions.

424. Training for Competent Authorities (c. 30.3): The FIU is in the process of becoming

fully operational. The RBM has an examination marand has conducted one examination for
purposes of determining compliance with the newsta See also discussion at criteria 30.1 (tv
paragraphs above).

425. Analysis of Effectiveness:The ML & TF Act provides specific penalties forlaie to
comply with each of the statue’s requirements. r&ti@ave been no prosecutions for compliance
failures to date since the country is trying tangrthe statute into effective operation. The raofge
sanctions is not broad for any given violation.tHea, severe violations and minor ones receive
same penalty that is mandated by the statute. UBedasurance companies are not covered ent
under the ML & TF Act, the penalties do not apmlyttiem.

426. Banks are the only financial institutions that eoenplying with the new statute. Due to
court injunction, there is a significant questidroat the RBM’s authority to license and supervis
foreign exchange bureaus. The licensing requiréfoerfioreign exchange bureaus is not enforc
effectively, since the unlicensed sector is lathan the licensed sector. In this regard, these ha
not been a prosecution of an unlicensed foreighaxge operator.

427. At the time of the on-site mission, the authoritiesl only tried to obtain compliance by
the banking sector, which has received some guedaom the FIU. There is little meaningful
feedback in terms of suspicious transaction repgmir large cash transaction reporting. In fact,
there are discrepancies in the volume of large tasisaction reports that have been filed versu
those that have been received.
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428. While not all financial institutions have been cdyipg with the statute, the authority in
the statute is clear with respect to inspectiomsdotument production. The FIU has requested
information and the banks have provided the regdesformation without delay.

429. The FIU, although functional, is not yet fully opéional, but is making significant
progress in becoming so.

Recommendations and comments

The authorities should consider:

- Revising the sanctions to permit more discretioth @broader range of sanctions for
compliance failures, especially for minor violatithat could be handled by administrative
order. Otherwise, all banks could loose their Issnto do business and the DPP would ne€
be expanded to prosecute so many violations.

- Implementing more fully the requirements of theigeby bring all financial institutions under

coverage.

- Establishing a working relationship between the Bid other supervisors that specifies the
AML/CFT responsibilities of each supervisor.

- Clarifying the authority of the RBM with regard flareign exchange bureaus.

- Prosecuting unlicensed foreign exchange bureaus.

dto

- Providing reporting institutions with meaningfuligance on future reporting and feedback on

the reports that have been filed.

- Providing training for the FIU and other supervistiat will be responsible for AML/CFT

compliance supervision and enforcement.

- Appointing the Director of the FIU.

Compliance with FATF Recommendations 17, 23 (¢ 28324, 23.6-23.7), 25 (c. 25.1), 29 & 30

R.17 PC e The sanctions are not likely to be effective, ipwsed,
because there is no discretion and loss of busagbsrity is
mandated in almost every case for corporations.

R.23 PC ¢ Banks are the only financial institutions impleniegtthe
statute’s requirements.

« Many foreign exchange bureaus are unlicensed.

R.25 NC * There has been little, if any, feedback to moskbawhich are
the only entities complying with the statute.

R.29 PC e The authority to inspect and compel productioneards is
satisfactory, but there is virtually no supervisiorihe foreign
exchange area of those that are (were) licenseldatasolutely
no supervision of unlicensed ones.

R.30 NC e The FIU is becoming fully operational.

e There is a need for more training for all of thpeswisory
authorities, especially the DNFPB supervisors.

e The rating in this box is an aggregate rating o8®across the
various parts of this report.

3.11  Money or value transfer services (SR.VI)

Description and analysis

430. Legal Framework: The Banking Act; Exchange Control Act; the ML & PEt. Money

value transmitters that handle foreign currencyliaemsed under the Exchange Control Act as

foreign exchange dealers. Every financial instituficensed under the Banking Act requires a

separate license under the Exchange Control Adt forbe dealing in foreign currency.

431. The ML & TF Act designates any person who condbatsiness performing money

transmission services as a financial institutidinerefore, any such person is subject to the

requirements of this Act. In Malawi, there aresthentities that offer MVTs: Moneygram, Western

Union and the Postal Services. Their business tipasaare governed by the Exchange Control Act

and its regulations.

432. Anecdotal information obtained during the assessméssion indicates that there may be

informal operators conducting money transmissiouises that are not registered, but this could

not be confirmed. -

433. Designation of Registration or Licensing Authority(c. VI.1): Section 3of the Banking

Act requires that any financial institution be heed by the RBM. Western Union and Moneygram

A

Comment [atgp2]: This last
part is not clear.




operate as licensed money transmission servicedangsvand are associated with banks. Fastcg
is the domestic arm of the Postal Service providimaney orders on a domestic basis, but that
could potentially be used internationally. MVTs aequired to be licensed and inspected by the
RBM in accordance with the Exchange Control Act.

434. Application of FATF Recommendations (applying R.4-1, 13-15 & 21-23, & SRI-
IX)(c. VI.2): Nothing has yet been done to subject these entititkee requirements of the new
statute. The compliance mechanisms currently asedhandated by the head offices of the
companies, not by the new statute or directivab@RBM or regulations of the FIU.

435. The local MVTs are required to identify and veriifigir customers, not to hold anonymo
accounts, keep records for seven years, reporicgusp and threshold transactions, appoint a
compliance officer, train their staff, screen pessbefore hiring them, create internal rules and
establish and audit function.. The CDD requirenmeay only have to be done in the event of
occasional transactions above a threshold setdbgtvernment. This threshold has not been se
yet and the Regulations are still being draftece WW/Ts are only allowed to conduct transactior
under the limit of USD 100 per day, per person,vpeek),

436. Monitoring of Value Transfer Service Operators (c.VI.3): Nothing has yet been done
to subject these entities to the requirementsehtw statute or to monitor their compliance with
the statute. The FIU is “rolling out” its compl@mefforts to try to bring covered entities witfts
compliance umbrella over a reasonable time.

437. The licensed MVTs are attached to banksaae subject to quarteriyspection
by the RBM, although agencies interviewed indi¢ht this only happens annually. Inspection
MVTs is done by the Exchange Control DepartmenthefRBM. This department visits all banks
and foreign exchange bureaus, which are licensedriduct foreign exchange transactions.
However, where it considers necessary to do s@aiiichas in the past, Bank Supervision
Department has conducted joint inspections withBkehange Control Department to compleme
each other.

438. List of Agents of Value Transfer Service Operatorgc. VI.4): The RBM, as part of its
licensing requirements, is aware of each of thieedfof the money transmission service provide

439. Sanctions (applying c. 17.1-17.4 in R.17)(c. VI.5)Jnder the ML & TF Act, the same
sanctions that are applicable to all covered fifarigstitutions are applicable to money
transmission service providers in Malawi.

440. Since it is a requirement for MVTs to be licensad he compliant with the Exchange
Control Act, the RBM has the relevant powers tolement sanctions.

441. Additional Element — Applying Best Practices Papefor SR VI (c. VI.6): Nothing has
yet been done to implement the new statute withe®so money transmission service providers
including applying Best Practices recommendations.

442. It would appear that MVTs are not enjoying any $plear individualized attention from
the authorities and that they are operating eitinéler the postal services, under a bank license
illegally. The inclusion of MVTs in the ML & TF Aatloes begin to address some of the issues
the FATF best practice note, but these have not lmeglemented yet.

443. Analysis of Effectiveness:The new statute is not effective with respect tmeyo
transmission service providers because the stattgquirements have not been implemented in
sector.

444, Although there are some elements of a rudimentgtem in place in relation to licensin
and some of the provisions required are in the legiglation, the agencies are not applying any
AML / CFT requirements and are completely dependartheir head office to manage and bloch
persons on sanctions lists, as well as to ideatify detect suspicious transactions. The only sys
currently being applied is a system to ensureakelhange control thresholds are adhered to. Th
MVTsVs appear to have no idea what is requiredheft in relation to AML / CFT.
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money service transmitters.

The authorities should consider implementing the &LF Act’s requirements with respect to all

Compliance with FATF Recommendation SR VI

SR.VI NC * There has been no implementation effort with resgemoney
transmission service providers.

4. Preventive Measures—Designated Non-Financial Bngsses and Professions

4.1 Customer due diligence and record-keeping (R.12applying R. 5, 6, and 8 to
11)

Description and analysis

445, Legal Framework: All categories of DNFBPs as defined in the FATF
Recommendations are covered as “financial insingti under the ML & TF Act.
Consequently, the AML/CFT obligations apply to DNFBin the same manner as to
financial institutions.

446. Lawyers are governed under the Legal EducatiorLagdl Practitioners Act; the
Accountants under the Public Accountants and Ausliéet; dealers in Precious metals ar
stones under the Mines and Minerals Act. Ther@ikegal framework for real estate agen
To the extent that any trust and company servitieities are conducted in Malawi these g
done by lawyers.

447. Casinos are governed by the Gaming Act.

448. Section 2 of the ML & TF Act provides, with respéatthe lawyers and
accountants, the AML and CFT obligations are applie when buying and selling real
estate, managing client money or other assets, giranaf bank, savings and securities
accounts, in the creation of companies, and inaratp acquisitions.

449. For real estate agents, AML and CFT obligationdyaphen the person is dealing
in transactions for a client in buying and selliegl estate, while for precious metals and
stone dealers, AML and CFT obligations apply whegaging in a cash transaction above
designated threshold. At the time of the assessmision, such a threshold had not bee
prescribed by the Minister.

450. Additionally, in discussions with the private sect@mmost all the legal, accounting
and real estate firms are 1-2 person run busineSkesefore, the expectation is that the
CDD measures will not be applied in the same watp &ise banking and securities sector
for example.

451. CDD Measures for DNFBPs in set circumstances (apphg c. 5.1-5.18 in R. 5,
R. 6-11)(c. 12.1)The CDD measures as provided for in section 24®ML & TF Act (on
customer identification and verification), sect@ (on not conducting business with a

person if no satisfactory evidence of the idertisg been produced), section 26 (on not
maintaining anonymous accounts) and section 2Tn@ntaining customer records) are
applicable. For details on what these CDD measentsil, see the discussions under sect
3 on Preventive Measures for Financial Institutions

452. Analysis of EffectivenessThe CDD measures under the ML & TF Act are not
being implemented by any of the DNFBPs. On therdtlaad, the assessors do recognize
that one of the reasons for not issuing any guidanthe DNFBPs because the authoritie]
have sought to introduce the requirements in the8MILF Act in a phased manner starting
with the banking sector.

Recommendations and comments

The authorities should consider providing apprdpriagulatory or guidance with the
necessary exemptions in order to make the appmlicati CDD measures practicable and
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Compliance with FATF Recommendations

R.12 NC e AML/CFT preventive measures under the ML & TF A aot
being implemented by any of the DNFBPs as requireter FATF
Recommendations 5-11

4.2 Suspicious transaction reporting (R.16) (applyig R.13 — 15, 21 and SR V)

Description and analysis

453. Legal Framework: See introductory discussion above under Recommiencdh?
applicable to DNFBPs.

454, Requirement to Make STRs on ML and TF to FIU (applyng R. 13):As
discussed in paragraph 373 (STR section), undeioBe28 of the ML & TF Act, financial
institutions are required to report suspiciousgeations. DNFBPs are covered under the
definition of financial institutions and, therefoae obligated to report suspicious
transactions to the FIU. No suspicious transactien® been made by any of the DNFBPS5.

455, Protection for Making STRs (applying R. 14):DNFBPs are protected from both
criminal and civil liability for breach of any cadéntiality obligation if they file reports of
their suspicions in good faith to the FIU. Furthtegre are prohibited from tipping off any
person regarding the filing of a report or suspicmd are be criminally liable for doing sa.

456. Establish and Maintain Internal Controls to Prevent ML and TF (applying R.
15): In the absence of regulatory guidance as to hoidMEBPs are to implement the

internal control obligations under the ML & TF Athe requirements are applicable withqut
any exception.

457. Special Attention to Countries Not Sufficiently Apdying FATF
Recommendations (R. 21)The ML & TF Act makes DNFBPs’ obligations, with pext to
transactions and business relations from countnsdo not sufficiently apply FATF
recommendations, the same as are required fordiglanstitutions.

458. Analysis of EffectivenessWith the exception of the obligation to report soius
transactions, the scope of the application of haernal control requirements are to be
applied could be narrowed. This will enable the BRE to apply these requirements in a
manner that will ensure that they are cost effeationsidering the size of many of these
entities.

Recommendations and comments

The authorities should consider introducing suspigitransaction reporting and internal
control obligations for the various professionshivitDNFBPs in a sequenced manner with
due regard to the ML/TF risk which each of thessitesses and professions present.

Compliance with FATF Recommendation 16

R.16 NC » No implementation of the reporting obligation.
* No implementation of the internal controls obligati

4.3 Regulation, supervision and monitoring (R. 242

Description and analysis

459. Legal Framework: Gaming Act; Legal Education and Legal Practition&cs
Public Accountants and Auditors Act; Mines and Maig Act.

Overview of DNFBP supervisors

DNFBP Supervised for ~ Supervisor SRO
AML/CFT
Lawyers No X Malawi Law
Society
Accountants No X Society of Accountants in
Malawi

Real Estate Agents No X None




Dealers in precious  No X None
metals
Casinos No Gaming Board X

460. Regulation and Supervision of Casinos (c. 24.1, 241, 24.1.2 & 24.1.3)The
Malawi Gaming Board is responsible for the supéovi®f the casino industry. The Gami
Board has the powers to issue and revoke licehsigsre has been a contravention of the
Gaming Act. The Act is silent regarding money lagnirty contraventions.

461. The Casino industry is governed by the Gaming 2286, as amended in 1998.

This statute established the Malawi Gaming Board stsitutory body with powers to issue

licenses, inquire into complaints against licensard regulate its own procedures. There
are two operators that have been granted casigsks, one operating in Blantyre and th
other operating in Lilongwe. In addition, one gagiitense has been granted to one

operator, which has 13 sites for gaming machinessidied as site operations. One of the
casino operators has just been given permission fihe Board to operate an internet casi

462. A number of illegal casinos have been shut dowthbyGaming Board with the

assistance of the MPS. The Gaming Act makes prvigr a rigorous licensing process
and the Gaming Board makes use of its counterpadther countries to verify information
in the event of a holding company being in anojhesdiction. Casinos under the Gaming
Act are required to report changes in key persottntile Board and, in some instances,

casinos have been fined when the inspectors haeewdired violations of this requiremen
Inspections occur monthly. Although due diligenE®eneficial ownership is undertaken,

this is done in a very superficial manner and waartzbably not uncover the true beneficial

owner(s).

463. The ML & TF Act defines gambling houses, casinog latteries as financial
institutions and, therefore, subject to CDD requieats. Section 24(7) (b) of the Act
waives these requirements for occasional trans&ctiot exceeding a certain amount
prescribed in notice by the Minister of Finance;ept when the institution has reason to
suspect that the transaction is suspicious or whudo such threshold has been prescrib
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by the Minister. In addition, such institutiong aequired: not to hold anonymous accounts,

keep records for 7 years; report suspicious areshuld transactions; appoint a complian
officer; train their staffs, screen persons befuring them; create internal controls and
establish and an audit function. None of the remoents of the ML & TF Act have been
implemented.

Monitoring (c. 24.2 & 24.2.1):

464. Accountants: The accounting industry in Malawi is comprisecadbtal of 13
accounting firms. Each of the international “BiguFbaccounting firms operate in Malawi;
in addition, there are two regional firms and seperely local firms, many of which are
sole practitioners.

465. The Society of Accountants is a supervisory bodgdoordance with the meaning
of that term under the ML &TF Act. It is a self tégtory body that establishes the
qualifications for, and the terms and conditiongl@gble to, operating as an accountant i
Malawi. It has oversight over the conduct of alt@untants and auditors in the country.
Under the practice rules of the Society of Accontg#aonly about 40 individuals are
authorized to sign financial statements out oftal tof approximately 400 individuals
registered with the society. The Society has y@nfgement any rules or procedures for
purposes of enforcing the requirements of the MLRAct, which defines accountants as
financial institutions and, thereby, subjects therall of the requirements of the statute.

466. Lawyers. Attorneys are regulated under the Legal EducaimhLegal
Practitioners Act (hereafter the Legal Practitien&ct). Further, legal practitioners also
include notaries, where notaries are attorneys syttific qualifications to be a notary
public. The Malawi Law Society is established unither Legal Practitioners Act. It
administers the qualification of lawyers and recamds to the Chief Justice of Malawi of
Malawi to admit a lawyer to be listed on the rdllegal practitioners. It also establishes t
code of conduct and, after a hearing of the dis@py committee, it can recommend to th
High Court to strike a practitioner from the raénsure or suspend a legal practitioner. T
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be admitted to practice as a lawyer, a persondbs & citizen of Malawi, have appropriat
legal academic qualifications and should have phgseMalawi law examination (section
of Legal Practitioners Act).

467. The Malawi Law Society is a supervisory body in@dance with the ML & TF
Act. As a self-regulatory body, it has oversighéiothe conduct of all lawyers in Malawi. |
this regard, the Society has issued a Code of £tB@06 (the Code) that is comprised of
rules of professional conduct for legal practitimé@he Code is be issued by the Ministry
Justice as rules of the Society pursuant to se8foof the Legal Practitioners Act.

468. Under chapter 11, rule 20(iii) & (iv) of the Codelawyer must not counsel or
participate in either “the destruction of propengving potential evidentiary value or the
alteration of property so as to affect its evidantivalue” or “the concealment of property
having potential evidentiary value in a criminabpeeding.” Moreover as an exception to
principle of confidentiality/privilege, under chapt8 rule 8(i) & (ii) of the Code, “a lawyer
must disclose confidential information when regdite do so by law”, or “a lawyer must
disclose confidential information when necessamgrvent a crime likely to result in deat
or bodily harm and may disclose confidential infation when necessary to prevent any
other crime.”

469. In discussion with the Society, it was conceded titia obligations imposed on
lawyers under the ML & TF Act would fit squarelythvin the exceptions outlined above. |
will not, therefore, be an issue for members of3beiety to comply with the requirements
of the ML & TF Act. However, at the present time, monitoring for ML or TF compliance
purposes is being undertaken by the Society.

470. Interms of sanctions for breaches of the CodeStimety, after due process of la
can impose the following penalties: admonishmargpension from practice and striking
off the Roll as provided for in Section 21 of thedal Practitioners Act; or expulsion of a
member from the Society in accordance with Se@®(2) of the Legal Practitioners Act.
In this regard, in 2007, the Society received 2amaints. Of the 22, nine were heard by
Disciplinary Committee of the Society, of which fouere sent to the Attorney General to
move the High Court to discipline the lawyers atéelc(misappropriation of client funds w.
the violation). The Society has not had a caselwwg money laundering or terrorist
financing.

471. In addition to the sanctions imposed by the Sogighere there is criminality
involved, a lawyer can also be prosecuted by timepetent authorities.

Dealersin precious metals and stones:

472. The Minerals and Mines Act stipulates that no persay hold, store or trade in
gemstones without a license. The supervisory aitiyhttiat governs the issue of licenses i
Malawi is the Department of Mines. They issue 3g/pf licenses: (i) non-exclusive, whic
are granted for one year for small scale mininyréconnaissance and exclusive
prospecting for medium and large scale mining; @dnining license. The Department o
mines uses a due diligence process when issuigigsies and the MPS assists with some
the inquiries. This process is not considered agsrenough to determine beneficial
ownership of the license operator. The Departmentitors the environment for illegal
operations and has criminally charged, and evenrtisgh someone for operating without
license with the assistance of the MPS.

473. The ML & TF Act includes within the definition ofrfancial institution, any persor
who is dealing in precious metals, stones, wheménson is engaging in a cash transacti
with a customer equal to or above the applicabsigdeated threshold prescribed by the
Minster. This threshold has not been prescribednameé of the provisions of the legislatio|
have been implemented. Insofar as jewelers areecoed, besides being licensed to hold
store and trade in gemstones, they are not actbegdgrvised.

474, Guidelines for DNFBPs (applying c. 25.1)No guidelines have been issued.

475. Analysis of EffectivenessThe only monitoring that is happening in relatiorthe
gambling industry is in relation to monitoring aaction against unlicensed operations an
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the collecting of revenues. It is a concern theasino keeps funds for safe-keeping for
patrons and receives foreign exchange (without)imithout applying any particular CDD
or other requirements. It is a further concern thatGaming Board has given a casino
permission to operate an internet casino withautiigy a license or following any other
procedures in relation thereto.

Recommendations and comments

The authorities should consider —

- Implementing a licensing process for internetroas

- Conducting awareness and training for its gangbtiperators and staff on the ML & TF.
Act and the implementation thereof.

- Issuing guidelines to the gambling industry ilatien to the application of the ML & TF
Act, including examples of how money can be lauedehrough a casino.

- Adopting measures to determine beneficial owriprgien licensing casinos.

- Applying AML requirements with respect to occasbtransactions in casinos.

- monitoring and supervising gaming licensees liatien to the requirements of the ML &
TF Act.

- Having casinos cooperate with the RBM supervisiepartment regarding the banking
transactions undertaken by them.

- Developing guidelines for each of the businessesprofessions to aid in the
implementation of the AML/CFT measures.

Compliance with FATF Recommendations 24 & 25 (A25DNFBP)

R.24 NC * No implementation of AML/CFT requirements acrods al
DNFBPs
R.25 NC * No guidelines have been issued

4.4 Other non-financial businesses and professionsModern secure transaction
technigues (R.20)

Description and analysis

476. Other Vulnerable DNFBPs’ (applying R. 5, 6, 8-11, 3-15, 17 &21, c. 20.1)At
the time of the on-site mission, no assessmenbblad conducted by competent authorities
to determine the ML/TF risk presented by other banking financial businesses and
professions. Even on an anecdotal basis, the asseszild not identify other DNFBPs’ that
could potentially be vulnerable to ML or TF.

477. Modernization of Conduct of Financial Transactions(c. 20.2):The RBM has
made efforts to encourage the use of modern tegbsifipr conducting financial transactions
particularly in promoting the use of Automatic BelMachines and other secure paymen
systems, such as credit cards. Some banks havmttstuced electronic banking for their
customers.

Recommendations and comments

The authorities should consider conducting an assest of the risks that other non-banking
financial business and professions are likely tonfmised for ML or TF.
Compliance with FATF Recommendation 20

R.20 LC * No assessment on whether other DNFBPs’ are vulleetab
ML & TF
5. Legal Persons and Arrangements & Nonprofit Orgaizations

5.1 Legal Persons—Access to beneficial ownershipdacontrol information (R.33)

Description and analysis

478. Legal Framework: The Companies Act, 1984; The Business Names RatijistrAct,
1968 (BNA) as amended, regulate the incorporati@hragistration of legal entities in Malawi.

479. All limited companies and sole proprietorships inlbvi are registered by the Registrar




General's department, which falls under the Miwistir Justice. The main role of this office is to
incorporate limited companies; keep a record ofgamy information submitted under the
Companies Act; and make the information availabléné public and law enforcement agencies.
at February 2008, there were 8,822 companies ezgisin Malawi.

The following types of legal persons maybe created

480. Limited Companies These companies are established under the Coespaci, 1984.
There are two types of limited companies: thosedhalimited by shares and those limited by
guarantee, which are usually created by compah#&dve a charitable character. To create a
limited company of any kind, the documents thatdneebe presented are a memorandum and

articles of association for the company to be fainlis is a standard document that outlines who

the directors are, their shareholdings, the capftdie company and its registered office. The
documents are presented, together with a registrégie, which is a percentage of the company’
registered capital. A certificate of registratioil we issued, and the company will be recorded &
registered.

481. Partnerships, Sole Proprietorshipdhese are registered under the Business Names
Registration Act. For a partnership, the RegisBaneral needs the Partnership Agreement. For
sole proprietorship, a person who wants to ownsanass just needs to present him or herself a
Registrar General’s office, fill in some forms iodfing that the owner of the business is residen
Malawi, and specify the registered place of businepon submission of the foregoing
information, the business will be registered acicayly.

482. It should be noted that for all these entitiestipalarly foreign companies, it is important
that the directors are resident in Malawi. Howetessident” is not defined and, as such, a pers
just needs to give his or her residential addresa @ the person is in Malawi on a temporary ba

483. Measures to Prevent Unlawful Use of Legal Persons.(33.1):There is a national
registry where information on the ownership andticgrof all companies is maintained. This
information is readily available to the public cayment of a search fee. However, the accuracy
and timeliness of the information is doubtful.

484. On the other hand, each company is required to kpdated records of all information
required by the Companies Act at its registereit®find make this record available to the publi
(sections 128 & 129 of the Act).

485. Section 142 of the Companies Act prohibits the appwent of a legal person as a direct
of a company.

486. Access to Information on Beneficial Owners of LegaPersons (c. 33.2)All information
of the legal entities that are created or juststeged by the Registrar General is kept manuatig,
is open to the public for examination at anytimemyworking hours at a fee of K100 (US$0.70
per search. Law enforcement agencies are exemptgaying the search fee. A search certificat
will be issued following the search, but, as theords are kept manually, it is a tedious exer@se
carry out a search. This manual register includkvant information on companies and
undertakings: legal status, date of establishnoampany capital, and powers of representation
etc.). It also includes details about changeserstatus of the company such as board members
and address of registered office. The Malawi autilesrinformed the assessors that the main cli
of the Registrar General are the Police and the A of which utilize the company registry in
their investigative work.

487. It should also be noted that, in creating a legasgn, it is not necessary to know if the
directors of the company or person registeringsirtass name has a resident permit, or a worki
permit. The legislation that regulates the worlthaf Registrar General does not require it to ask
these documents.

488. Each entity is expected to keep all documents afesship and any changes in ownersh
that may take place. Also, each is expected totaiaiaccounting records. In particular,

companies are expected to submit annual retures, ttvs does not happen in practice. Although

the Registrar General has the power under the Coiegpact to compel the submission of annug
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their records. The success of this exercise wasdnix

489. Through a World Bank supported project, the Malauthorities are considering the
computerization of the company registration systéhe advantage of this is that it will enable th
public to search for information on companies, axdy by the company name, but by individual
name.

490. Prevention of Misuse of Bearer Shares (c. 33.3%ection 45 of the Companies Act
prohibits companies from issuing share warrantsegrer form. Moreover, the authorities in
Malawi do not as a matter of practice accept theiigy of bearer shares by any company.

491. Additional Element - Access to Information on Benatial Owners of Legal Persons by,
Financial Institutions)(c. 33.4):Banks do require corporate entities seeking tm @oeounts to
provide information on who the directors and shaldrs are.

492. Analysis of EffectivenessThe Malawi system for access to beneficial owngrsinid
control information of legal persons relies upoa #vailability of such information to the public,
generally, and law enforcement agencies, in pdatictlowever, because of the inadequacy of
updated information at the company registry, thigyof the information that is maintained is
doubtful. Indeed, while there is a requirementravjzle annual returns on director and sharehol
information to the Registrar General and to keggpdated, this information is not verified and
consequently is not reliable.

493. It was evident from the authorities that two impaittlaw enforcement agencies involved
in combating financial crime have searched foriimiation from the company registry in the cou
of their investigations. This does indicate thatréhis indeed a role that the Registrar General’s
department can play in ensuring that informatiokeigt accurate and in an updated manner.

D
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Recommendations and comments

The authorities should consider —

- Enhancing the mechanism for keeping the inforomaiccurate and in an updated manner.
- Enhancing the capacity of the Registrar Geneddfiser to verify the company information
provided to the office, including that of beneficiavners.

- Strengthen the enforcement mechanism under thgp@aies Act to compel submission of anny
returns.

al

Compliance with FATF Recommendation 33

R.33 PC « Information is not kept in an updated manner.
« There is no beneficial ownership information

5.2 Legal Arrangements—Access to beneficial ownerighand control information (R.34)

Description and analysis

494. Legal Framework: Trustees Incorporation Act (TIA), Trustee Act anoh@non Law.
There are two types of trusts that can be creatétblawi: one is a Public Trust under the TIA, a
the other is a private trust under Common Law, Witgian be created either by a trust deed or a
A public trusts is registered similar to a companger the Companies Act, but there is no
registration requirement for private ones.

495. As at February 2008, there were 4,219 trust agjdica received by the Registrar
General’s office. The reason for using the figuretfust applications is that it is the Minister of
Justice that approves the applications. Conseguéhd Registrar General’s department was no
a position to confirm the exact number of approtredts in Malawi.

496. Trustees in Malawi, like other common law jurisihias, hold trust property for the benefi

of other parties, called beneficiaries (sectiorofihe Trustee Act).

497. Trusts, Associations, Charities (Public TrustEhese are registered under the Trustee
Incorporation Act (TIA). Section 3 of the TIA pralés that trustees of any charity for religious,
educational, literary, artistic, scientific or pidyburposes, or of any association of persons @f an
religious, educational or other charitable purposs, apply to the Minister of Justice for a
certificate of incorporation of the trustees asiporate body.

498. The following documentation/information is requiredbe submitted to the Registrar
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General’s office: a constitution of the entity, resrand signatures of the directors of the entity,




copies of the common seal of the entity, an oath@fdirectors to carry out the activities of the
entity, and a designation of the registered offitbusiness. After a review of this documentation t
ensure that they satisfy the requirements of tide e application is transmitted to the Ministify
Justice for final approval. Upon approval, a cexdife of incorporation is issued by the Minister g
Justice and returned to the Registrar Generabfovdrding to the applicants. According to the
authorities, the rationale for such a process engure that such entities are not involved in
anything that would be subversive to the Government

= O

499. Private Trusts (Settlement Trust3hese are privately created and the Registrar @kse
department is not involved in their creation. Tidyoole the Registrar General’s office plays is {
have a Trust Deed stamped for authentication pegpos

o

500. Measures to Prevent Unlawful Use of Legal Arrangenms (c. 34.1):Similar to the
discussion under Recommendation 33, neither théesRagGeneral's department nor the Ministe
of Justice is under any obligation to verify theegrity of the trustees.

=

501. Access to Information on Beneficial Owners of Legahrrangements (c. 34.2):
Information related to public trusts is kept inegister and available for inspection by the public
under section 14 of the TIA and section 12 of thestees Incorporation Rulesiowever, there is
no central filing requirement for private trustslar register of such trusts is maintained by any
institution. Competent authorities have accessith énformation.

502. There are no requirements to obtain, verify oringitsformation on the beneficial
ownership or control of trusts.

503. Additional Element - Access to Information on Bene€ial Owners of Legal
Arrangements by Financial Institutions)(c. 34.3):Banks only identify the trustee and not the
beneficiary. The practice is to require the trustegubmit a certificate of incorporation.

504. Analysis of EffectivenessThe mechanism for accessing beneficial ownerstigrmation
and control of trusts is not available. Certaimythe case of private trusts where there is ngfili
requirement, identification of ownership and beciafiownership is problematic. There is potential
to improve the registration system by building e éxisting mechanism of registering public
trusts under the TIA.

Recommendations and comments

The authorities should consider —

- Adopting a mechanism to register the private trustduding beneficial ownership
information, and make this available to the public

- Ensuring that the information on public trustsépkin an updated manner

Compliance with FATF Recommendations

R.34 PC » Information not kept in an updated manner on putblists
* No ownership or beneficial ownership informationpivate
trusts

5.3 Nonprofit organizations (SR.VIII)

Description and analysis

505. Legal Framework: The legislative regime for the establishment, tegion and
monitoring of non-governmental organizations iseyoed by the Non-Governmental Organizatipn
Act, 2000 (NGO Act). It provides that NPOs optiogegister their organization should do so with
the Council for NPOs, known as the Council for N@avernmental Organizations in Malawi
(CONGOMA), established under Section 24 of the N&®Das well as the Ministries of Women
and Child Development and Justice. The primarytionof the CONGOMA is to exercise
oversight with respect to the NPO sector in Malamg|uding promotion of cooperation between
the NPO community and the government of Malawi.

506. Overview of the Sector:Within the Malawian economic and social environmédlawi
has a sizeable and diverse non-profit sector. Akaotiary 2008, the sector comprised of NPOs was
estimated to be more than 500. These are dividednternational NPOs (INPOs) and National
NPOs (NNPOs), of which 75 are INPOs and about 386IN&POs. The reason for having an
estimate rather than an exact number is due ttadheof an appropriate database mechanism tg
record all NPOs in Malawi. Moreover, registratidiNi?Os is not mandatory, due to constitutional




protection of freedom of association. Furthermtwere is no mechanism to ensure that NPOs g
registered with the CONGOMA and, as such, it ificlift to know with precision the number of
NPOs that currently exists in Malawi.

507. The NPOs in Malawi include associations, charitiésirches, clubs, cooperatives,
societies and unions. The great majority of theB©Blare involved in activities dealing with
orphan care, Health and HIV Aids awareness, agdtirjl environmental, governance, human
rights, water sector and economics.

508. Registration: In Malawi, there are two main types of NPO struesuformal and informal
The formal ones are registered either under thet&es Incorporation Act or the Companies Act
Informal ones are registered with the District Cassioner and are commonly known as
Community Based Organizations (CBOs).

509. For the formal ones, the Trustees Incorporationrégtires under section 3 that any NP
seeking to engage in charitable activities in Malapply to the Minister of Welfare Developmen
and Women for a certificate of incorporation. Arpkgation to register an NPO is required to be
accompanied by two copies of the constitution aregoing instrument of the NPO. Additionally,
for operational purposes (which does not impactepality of an NPO), an NPO can elect to
register with CONGOMA. For international NPOs, gatt20 of the NGO Act requires that an
INPO have a minimum of two of its directors or tees be citizens of Malawi.

510. Furthermore, submission of names of the Trustedslaactors is required. However, no
background check is done on either the trustedgectors.

511. In practice, registration is first made with thenidtry of Women for INPOs and for
NNPOs with the Ministry of Justice. Following ttastion, the NPO is then required to register v
CONGOMA. The register at CONGOMA is publicly avdila and soon the information will also
be made available on its website. Competent até®have access to this information as well.

512. With respect to the CBOs, they are exempted fraerapplication of the NPO Act under
section 5 and are only required to submit a sirigi@f names of what are referred to as
Committees to the District Commissioner.

513. It should be noted, however, that registrationeisdming more common now that many
organizations, which fund NPOs, particularly thtiss are based in the European Union, will ng
fund any NPO that has not registered with the Miieis or CONGOMA.

514. Review of Adequacy of Laws & Regulations of NPOs (&/111.1): Malawi has not
reviewed the adequacy of the laws and regulatielasing to NPOs as respects the prevention o
abuse of NPOs for terrorist financing purposeslisgussions with the authorities, they advised
this is not a priority for them.

515. Preventative Measures Against lllegitimate NPOs (¢/111.2): There has been no
outreach to the NPO sector to raise awarenessaerstanding what financing of terrorism entai
or how the sector can be abused for terrorist fimgnpurposes. Neither the authorities nor
CONGOMA has conducted any outreach to the sect@ise awareness on the anti-money
laundering legislation and how the sector fits ithi® overall anti-money laundering and terrorist
financing framework in Malawi.

516. On the other hand, CONGOMA has reached out to thembers in promoting
transparency and good governance in the managerhBRtOs. It has done this by developing a
basic bookkeeping manual as well as by encourdgi@s to have boards and national assemb
that have oversight on their NPO activities. Mommwa NPO is required, under Section 22 of th
NPO Act, to submit (on an annual basis) an auditethcial statement, an annual report outlinin
the activities undertaken by the NPO, an annuakmetf its trustees, directors, office bearers,
auditors and its sources of funding.

517. Notwithstanding the efforts made by CONGOMA andabégations under the NPO Act
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CONGOMA has not exercised its oversight resporiséslto ensure that the provisions of the A

are implemented by the NPOs. Indeed, the authewdiivised the assessor team that NPOs dogwot

submit audited accounts as required under the Reois makes it impossible to appreciate wher




the financing of several NPOs comes from or howntio@ey is spent.

518. Diversion of Funds for Terrorists Purposes (c. VIIL3): There are no rules applicable t
NPOs in Malawi as to how they can raise their furodinance their activities. Funds can be rais
from any source without efforts being made to aotdor how the money is spent or carrying ou
the necessary due diligence on the organizatiomslviduals providing the funds. But as a
practical matter, one of the NPOs interviewed dildate that, to the best of its knowledge, the

support this NPOs has received has been from darlorews and that it has adequate informati
on who they are.

sanction wrongdoing or mismanagement of a NPO.pbweer relates to the suspension or
cancellation of registration. There are no othecsans available such as warnings, fines, remo
of the trustees, directors or management.

520. with respect to investigative powers, CONGOMA doeshave the requisite tools to
conduct investigations of NPOs such as compellnoglyction of information by a NPO.

521. Domestic and international cooperation (VIII.5): There is no mechanism that exists ta
facilitate domestic cooperation on the part of CAMEA and law enforcement agencies.

Development Conference (SADC) Council of NPOs. Mala the current Chair of this SADC
Council. The main emphasis of this regional bodgrigaging the government and ensuring that
NPOs across member states have a cooperativeonsligp with the respective government.

523. No effort or attempt to set up a mechanism for axgfe of information has been made.

524. Analysis of EffectivenessThe current legislative framework for the NPO seato
Malawi is not effective. As the authorities acknedded in discussions with the assessors, they
not monitor the activities of the NPO sector indhgithe manner in which NPOs raise their fund
As one the interviewed NPOs stated, “there is farteo check whether the names of trustees &
directors submitted to the authorities are actusiéyones that take up positions in controlling an
managing an NPO.” Furthermore, the minimal enforeetnpowers provided for under the NPO
Act have never been used, nor are they adequat®portionate. The only available sanction is
cancellation or suspension of a NPO'’s registration.

NPOs in Malawi do have a knowledge of potentialaisnindeed, it was argued that the financial

522. With regard to international cooperation, CONGOM#4imember at the Southern African
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519. Powers to investigate and sanction (c. VIII.4)CONGOMA does possess some power| to
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Recommendations and comments

The authorities should consider —
- Reviewing the adequacy of the NPO Act with resp@ciombating terrorist financing
- At a minimum, conducting background checks of gastand directors
- Strengthening the sanctioning regime for NPOs
Conducting awareness raising seminars to sengjtthim NPO sector on ML & TF issues

Compliance with FATF Recommendations

SR.VIII NC * No implementation of AML/CFT requirements in the ®IP
Sector

* No review of adequacy of NPO Act has been undentake

* No monitoring of NPO sector for AML/CFT purposes

6. National and International Cooperation

6.1 National cooperation and coordination (R.31)

Description and analysis

525. Mechanisms for Domestic Cooperation and Coordinatio in AML/CFT (c. 31.1):
Considering that Malawi has only recently beguirtplement its AML/CFT infrastructure,
domestic cooperation and coordination has beely faibbust between the policy makers, the FIU
the RBM, the ACB, MPS and other relevant publid@ecompetent authorities. Operationally, t
evidence of efforts that have been made so facatels that the authorities are moving in the rig
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direction. The driver for enhancing domestic coatien has been the newly created Financial




Intelligence Unit.

526. The mechanism for domestic cooperation among thipetent authorities is achieved
through the National Anti-Money Laundering and Ceatitig the Financing of Terrorism
Committee which began meeting in September 200Jerue chairmanship of the Ministry of
Finance. The committee is an administrative meamamistablished on the initiative of the
Financial Intelligence Unit and the Ministry of Bimce. As a demonstration of the commitment
the government in supporting the work of the cortesitfinancial support has been provided in
July 2008 budget.

527. Membership of the National Anti-Money Launderinglddombating the Financing of
Terrorism Committee is drawn from all the relevstisikeholders — Ministries of Finance, Justice
and Foreign Affairs, the FIU, RBM, ACB, NIS, MPStNRA. Representation from the private
sector will be invited on an ad hoc basis whemtbed arises.

528. Development of policy on AML/CFT measures is reddrto the Secretary to the Treasu
at Ministry of Finance or the Secretary of the Miny of Justice, who decides whether to develg
cabinet paper for consideration by the government.

529. At the operational level, the competent authoritie®lved in combating ML and FT have
all previously worked together in various matterstsas criminal justice, economic crimes, and
financial supervision. This cooperation and coastlom has involved law enforcement agencies
such as the MPS, the MRA, and the Immigration Diepamt among others. The DPP and the A
work together in terms of operations, includinghjgirosecution of cases. Financial institutions,

such as banks, have traditionally shared informatith Fiscal Police, the DPP as well as the A
on suspected criminal conduct. Indeed, a TaskeHor2007, chaired by the RBM, was created

look into a suspected case of money launderingsrted to the RBM before the setting up of t
FIU by one of the commercial banks. Members ofTtask Force came from the RBM, the DPP,
MRA, ACB and Fiscal Police.

530. On countering the financing of terrorism, as disedsearlier, there is a Counter Terroris
Committee (CTC) chaired by the Office of the Presid The CTC comprises the Ministries of
Defence, Home Affairs, Finance, Transport, InfoiiorgtJustice and Foreign Affairs, the NIS an
the RBM. Its work is related to developing and litating the implementation of measures to
combat terrorism and its financing. Indeed, in2a8e NIS worked closely with the MPS to
monitor, subsequently arrest suspected Al Qaedaris and extradite the suspects into the
custody of the United States authorities.

531. Additional Element - Mechanisms for Consultation béwveen Competent Authorities
and Regulated Institutions (c. 31.2)Apart from the intention of the Committee to invite
private sector to participate in the meetings oachoc basis, no mechanism is in place for
consultation between competent authorities, thenfifal sector and DNFBPs that are subject to
obligations of the ML & TF Act. Discussions withetlprivate sector institutions, with the excepti
of banking institutions, indicate that there i®wa llevel of awareness on their obligations under
ML & TF Act.

532. Analysis of Effectivenessit’s too early to make any assessment of the éffeness of the
work of the Committee. First, its decisions arelniatling on the government as it is no regulato
or administrative authority. Second, it lacks tbhéity to formulate Malawi’s AML/CFT policy.

Nonetheless, the efforts that the authorities maade are to be commended as they are a step
the right direction and bodes well for the futuevelopment of Malawi’'s AML/CFT infrastructure
and the provision of support for the nascent FIU.
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Recommendations and comments

The authorities should consider —

- Giving the necessary authority to the Committeméde binding decisions and formulating
Malawi's AML/CFT policy.

- Aggressively undertaking awareness raising camgadiggegments of the private sector with
respect to their obligations under the ML & TF Act.

Compliance with FATF Recommendation 31

R31 |LC » Too early to assess effectiveness




6.2 The Conventions and UN Special Resolutions (.3 SR.I)

Description and analysis

533. Legal Framework: The implementation of many of the provisionstaf ¥/ienna and
Palermo Conventions are found in the ML & TF Abg PC, the CPA, the DDA, Mutual
Assistance in Criminal Matters Act (MACMA) and teetradition Act. A discussion on the
manner in which the provisions dealing with inteio@al cooperation has been implemented
follows under section 6.3 and 6.4 of this repdntso far as TF is concerned, some of the
provisions of the SFT Convention have been impldeteim the ML & TF Act. The process of
ratification in Malawi is by Cabinet and the siggiaf the instrument of ratification by the Presiden
of the Republic. Parliament is only notified of tfagification decision.

534. Ratification of AML Related UN Conventions (c. 35.): Malawi acceded to the Vienna
Convention on October 12, 1995. It signed therRaeConvention on December 13, 2000, and
ratified it on March 17, 2005.

535. Ratification of CFT Related UN Conventions (c. I.1) Malawi acceded to the SFT
Convention on August 11, 2003. However, it has oatified 7 out of the 13 terrorist related
conventions that are annexes to the SFT Convention.

536. Implementation of Vienna Convention (Articles 3-11,15, 17 & 19, c. 35.1)Malawi has
adopted legislative provisions to implement thevigions in Article 3 (on offences and sanctiong
related to narcotics and psychotropic substangestje 4 (on establishing jurisdiction over
offences related to narcotics and psychotropictambss); Article 5 (on confiscation of
instrumentalities); Articles 6 and 7 (on extraditiand mutual legal assistance); Articles 8-11 (o
transfer of proceedings, other forms of cooperadiod training, international cooperation and 1
controlled delivery); and Articles 15 and 19 (omtoercial carriers and the use of the mails). The
articles are implemented pursuant to the ML & TR, Alte DDA, the MACMA and the Extraditior]
Act.

537. Implementation of SFT Convention (Articles 2-18, ¢35.1 & c. 1.1): Malawi has
adopted legislative provisions to implement thevimions in Article 2 (creating terrorist related
acts as offences); Article 4 (offences in ArticlefZonvention); Article 5 (legal and natural
persons can be liable); Article 6 (terrorist retbdéfences are not justifiable for political or eth
reasons); Article 7 (Malawi has jurisdiction overrbrist acts in Malawi); Article 8 (identification
and confiscation terrorist related assets); Asi@el0 (investigating terrorist activities in Maixw
Article 11 (terrorist financing offence is an extitable offence); Article 12 (providing assistarice
other States); Article 13-14 (sole ground of fismadl political offences); Article 15-16 (extraditio
of accused or suspect); Article 17 (fair treatmami)) Article 18 (preventive measures for financial
institutions). The articles are implemented inke & TF Act, MACMA, CDD Directive and
Extradition Act.

538. Implementation of Palermo Convention (Articles 5-710-16, 18-20, 24-27, 29-31 & 34,
c. 35.1):Malawi has adopted legislative provisions to impderithe provision in Articles 5, 6, 7,
10, 11, 12-16, 18 (on criminalization of participatin an organized criminal group, on
criminalization of the laundering of proceeds afr&; on establishing the FIU and introducing
measures to detect and monitor the movement ofaasiss borders, liability of legal persons;
prosecution, adjudication and sanctions for ML;fismation and seizure of instrumentalities of
crime; providing international cooperation for posps of confiscation; establishing jurisdiction
over ML offences; and extradition and mutual leggdistance). In addition, Malawi has adopted
legislation to implement Articles 26, 27, 29, 3@, and 34 (on law enforcement and prevention pf
organized crime). The articles are implementetthiénML & TF Act, the PC, the MACMA and
Extradition Act.

539. Asregards Article 20 with respect to the usepafcgal investigative techniques or
controlled delivery, Malawi has not provided foistinder the existing laws and criminal
procedures. There is also no implementation oa#set sharing provision.

540. Implementation of UN SCRs relating to Prevention ad Suppression of FT (c. 1.2)As
discussed in Section 2.4 (Freezing of funds usetefeoorist), Malawi has not implemented the
UNSCRs.

541. Additional Element - Ratification or Implementation of Other relevant international




conventions (c. 35.2)Regionally, Malawi ratified the SADC Protocol agsticorruption in 2002,
and the African Union Convention on Prevention @udnbating of Corruption in December 200

542. Analysis of EffectivenessAs mentioned earlier, and in the discussion tafelunder

mutual legal assistance, the efficacy of the imgletation of these conventions at least in the afea

of international cooperation, is at best doubtéullack of concrete evidence demonstrating how|
Malawi has implemented the international requiretfiehhe absence of statistics is a glaring gal
enabling the assessors to make a good faith assessfrwhether and how Malawi has
implemented the provisions of the internationalveorions.

pin

Recommendations and comments

Malawi has implemented a significant number of iregquents in the Vienna, Palermo and SFT
Conventions. However, aspects related to UN SgcGouncil Resolutions have not been
implemented.

The authorities should consider —

« introducing legislation on the use of special irtigggion techniques
« establishing asset sharing arrangements with flor®igtes

« implementing the UN Security Council Resolutions

» ratifying the remaining 6 terrorism related convems

Compliance with FATF Recommendation 35 and SR |

R.35 LC * No provision for special investigation techniques.
» No asset sharing arrangements.
SR.I PC * No implementation of UN Security Council Resolugon

6.3 Mutual Legal Assistance (R.32, 36-38, SR.V)

Description and analysis

543. Legal Framework: The ML & TF Act and the MACMA. As a general obsefea, while
the two pieces of legislation provide a strong fearark for mutual legal assistance (MLA), there
are no clear processes for providing such assist&uether, it is not clear which entity is the
central authority that is responsible for facilitat MLA in Malawi, although the authorities advis
that it is the Attorney General. Indeed, discussiwom all the agencies that directly or indirectly,
affect international cooperation generally did kmbw what the processes are. Examples provid
by the authorities only served to confirm this fadobreover, there are no MLA related statistics
that are maintained by the authorities.

544. The unintended consequence of such a decentralizédiramework is that provision of
such assistance is fairly liberal to the pointaifing on a sense of ‘informality.” Therefore, even
citing provisions in the enabling statutes, it dddae borne in mind that the authorities have not
strictly followed the MACMA, even if they have prided assistance envisaged in the MACMA.

545. The MACMA only references MLA between Malawi andf@monwealth member
countries (that is, former British colonies). Thex@o provision whatsoever to provide assistang
to non-Commonwealth countries. Indeed, the ML &AdE in providing for a MLA framework,
refers to the MACMA in stating that “where a requissmade by a foreign state in the investigat
or prosecution of a serious offence, a ML or Tkeoéfe in that country...the Minister may
accordance with the MACMprovide such assistance...”. Although the assessarght an
elaboration on what happens to a request a froong0ommonwealth country, the response wa|
that assistance would still be provided as a maftarternational comity and on the basis of
reciprocity.

546. Widest Possible Range of Mutual Assistance (c. 3. Pursuant to the MACMA,
Malawi can render legal assistance to Commonw&atimtries in the following areas:

* obtaining evidence or information relevant to ariynmal matter including the productior
search and seizure of such evidence or informgsiection 19);

» locating or identifying suspects believed to b&li@awi (section 20);

e arranging attendance of a person to give evideglegant to any criminal matter (section
22);

« obtaining an article or a thing by search or seznMalawi for the purposes of, or in
connection with, any criminal matter (section 2tliding financial records);

» transferring a prisoner to give or provide evideacassistance relevant to any criminal
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matter (section 23);




» serving documents (section 24);
» tracing property, which is suspected to be in Mal#ivat was derived or obtained from tf
commission of a specified serious offence (sec@®y and

e

» identifying, freezing, seizing or confiscating: etsslaundered or intended to be laundered,

and proceeds of ML and assets used for TF, asaséfistrumentalities of such offences
and assets of corresponding value (section 104eofAL & TF Act).

547. Provision of Assistance in Timely, Constructive andEffective Manner (c. 36.1.1)In
discussions with the authorities, it was indicatet provision of MLA takes a period of 6 month
cases cited involved motor vehicle theft and theitrg of a person suspected of being involved
the Rwandan genocide). This sentiment was echoedl taw enforcement agencies met during
mission and there is every indication that the {sion of assistance to requesting countries is
timely, constructive and effective.

548. No Unreasonable or Unduly Restrictive Conditions oMutual Assistance (c. 36.2):
MLA is not prohibited or subject to unreasonablsptbportionate pr unduly restrictive condition
As the authorities put itno restrictions unless it is a complex case. Othise anything straight
forward is easily facilitated.”The grounds for declining a request are containesiction 18 of the
MACMA. The grounds include:
» offences of a political character;
» offences purely involving persecution or prejudice;
» offences that would not constitute an offence indvid
» situations where granting assistance would pregusiecurity of Malawi; violate the
Constitution; prejudice international relationshstantial interests of Malawi or other
essential public policy of Malawi; or
* requests relating to a conduct by person in Mafamivhich he has already been acquitt
or convicted.

549. Efficiency of Processes (c. 36.3Notwithstanding the absence of clear MLA processes
mentioned in the introductory paragraphs aboveethes no evidence indicating that the
efficiency of the processes has been effected.

550. Provision of Assistance Regardless of Possible Ilvement of Fiscal Matters (c. 36.4):
In Malawi, serious offences related to fiscal nattEre covered under the MACMA (section 2) &
the ML & TF Act (section 2). Consequently, assisgnannot be refused on the sole ground tha
the offence involves fiscal matters.

551. Provision of Assistance Regardless of Existence ®&crecy and Confidentiality Laws
(c. 36.5):Secrecy or confidentiality is not an impedimenptoviding MLA (see Section 2.4 of thi
report— Financial Institution Secrecy or Confidatity).

552. Availability of Powers of Competent Authorities (applying R.28, c. 36.6):Competent
authorities have the power when authorized undeiose21 of the MACMA to search and seize
documents obtained through the CDD process. Asigigd earlier under section 2.6 of this repc
on compelling production and search of documeh&sd powers are also available for MLA
purposes.

553. Avoiding Conflicts of Jurisdiction (c. 36.7):1t is not clear what, in practice, the
authorities would do where there are conflictsupisdiction. The authorities indicate that if such
scenario was to arise, the first step would bel¢aiify those countries claiming the right to
prosecute. Where the requested assistance redatdsrmation or documents, the appropriate
authority would, where practically possible, rentter requested assistance and leave the matte
prosecution to the countries with competing jugsdn. Where, however, the assistance involve
the location of a suspect or seizure of propedgourse would be to international law regarding
issues of the hierarchy of jurisdiction. The auities have not considered devising or applying &
such mechanisms to determine the more appropréeevin situations of conflicts of jurisdiction

554. Additional Element — Availability of Powers of Competent Authorities Required
under R28 (c. 36.8)All requests have to be channeled through the &R as noted when
discussing production of financial records in set®.6 of this report, these powers are availabl
requesting competent authorities.
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555. International Cooperation under SR V (applying c. $.1-36.6 in R. 36, c. V.1)The
MACMA and the ML & TF Act do not distinguish betwea ML or TF offence. The operative
definition is whether or not an offence is a sesioffence as defined in the two pieces of
legislation. Accordingly, providing assistance iR matters is not inhibited.

556. Additional Element under SR V (applying c. 36.7 & 8.8 in R.36, c. V.6)The same
rules apply as discussed above.

557. Dual Criminality and Mutual Assistance (c. 37.1 & 3.2): As indicated above under
criterion 36.2, dual criminality can be a basisrefiusing MLA. Technical differences between
Malawi’s legal or criminal system and that of caies that have requested assistance have not
been an impediment to rendering MLA. Consequedill criminality has not been an impedimé
whether for coercive or non-coercive measures.

558. Timeliness to Requests for Provisional Measures ihaling Confiscation (c. 38.1):
Requests for enforcement of foreign orders ardddeas if there were orders made by a court in
Malawi under the ML & TF Act. The provisions undbe MACMA and the ML & TF Act apply.
Consequently, it would be possible to obtain tHemement of foreign confiscation orders,
restraining orders, production orders, monitorindees, search warrants, orders to identify and
seize property. Since there was no evidence pedvid the assessors, however, it is not possib
make an assessment of whether Malawi is effectivepfementing its obligation with regard to
these provisional measures. Nor is it possible dakeran assessment of effectiveness based on
has been done so far or what could be done irutiesf

559. Property of Corresponding Value (c. 38.2)Malawi is able to give effect to requests in
respect of foreign orders dealing with propertgafresponding value, under section 104 of the
& TF Act and section 26(1)(a) of the MACMA.

560. Coordination of Seizure and Confiscation Actions (c38.3): With assistance from the
DPP'’s office, the MPS has conducted joint seizuigk @nfiscation operations with a few
neighboring countries, primarily in cases involvstglen motor vehicles. The DPP’s office is
involved in case any legal challenges arise tathti®ns by the MPS.

561. Asset Forfeiture Fund (c. 38.4)The authorities indicated that they do not havasset
forfeiture fund or any other dedicated fund for tleposit of funds related to confiscated propert
They did indicate that there have been instancesenvorfeited vehicles have been given to law
enforcement agencies to use in exercising theieslut

562. Sharing of Confiscated Assets (c. 38.5Malawi has not considered the sharing of
confiscated assets with another jurisdiction.

563. Additional Element (R 38) — Recognition of ForeigrOrders for a) Confiscation of
assets from organizations principally criminal in rature; b) Civil forfeiture; and, c)
Confiscation of Property which Reverses Burden of ®of (applying c. 3.7 in R.3, c. 38.6)As
discussed above, under the MACMA and the ML & TR,Adalawi is able to enforce foreign
confiscation order whether obtained as a resudt @iminal or civil process.

564. Statistics (applying R.32):There are no statistics on MLA requests whether ioom
Malawi.

565. Analysis of EffectivenessMalawi’'s framework for providing MLA and facilitatg
international cooperation is strong. This is patiady so with the enactment of the ML & TF Act

which makes all applications for provisional measwinder that Act applicable to foreign orders.

However, notwithstanding assertions by the autiesriis discussed above, the lack of a central
authority, as well as the absence of proper praesdio implement the existing framework, has t
potential to impede the efficacy of Malawi’s systeFhis would be the case where a requesting
country is seeking Malawi’'s cooperation in a MLTé* matter. Not knowing who the point of
contact is, how the process works and what theirements are may delay the speedy executio
requests.

566. While the authorities advised the assessors thegttthve provided assistance to countrie
within the region, without any production of stétis as to how many incoming and outgoing
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requests were received, the nature of such requmestsiong the entire process took and other




related matters, there is no basis to concludeMiadawi’'s system is efficient.

Recommendations and comments

The authorities should consider —

- Designating a central authority to facilitate extion of MLA requests.
- Creating appropriate and clear processes forutixecMLA requests.

- Entering into agreements for coordination of ashkaring.

- Establishing a database on MLA requests.

- Establishing mechanism for sharing of confiscatssets.

Compliance with FATF Recommendation 32, 36-38 aRd/S

R.36 LC » No clear and efficient processes for executing estg
» Insufficient implementation of MLA requests relatedViL
cases.
R.37 C
R.38 LC » Insufficient implementation of the provisions ratatto ML
cases.
» No consideration for asset sharing.
SR.V PC » No clear and efficient processes for executing estg
» Insufficient implementation of the provisions rétatto TF
cases.
» No consideration for asset sharing.

6.4 Extradition (R.32, 37 & 39, & SR.V)

Description and analysis

567. Legal Framework: The Extradition Act and the ML & TF Act. As in tloase with MLA,
it is not clear which entity is the central autlyfor dealing with extradition cases, although the
Attorney General is key in facilitating extraditmn

568. Unlike the MLA framework, there is a requiremerdtta jurisdiction enter into
arrangements with Malawi in order for Malawi torxtite a person to that jurisdiction (section 3
Extradition Act). Upon entering into such an arramgnt, Malawi would designate such a
jurisdiction as a country to which the Extraditidat would apply.

569. Section 7 of the Extradition Act requires that questing country support its extradition
application by producing a warrant for the persartgst: and, in the case of a person already
convicted, a certificate of conviction, a statemgfrthe amount, if any, of the sentence already
served, and a statement setting out the condustitiging the offence.

570. Dual Criminality and Mutual Assistance (c. 37.1 & J.2): Sections 4 and 5 of the
Extradition Act provide for a foreign national te bxtradited to a requesting country. Extradit®

granted when the offence forming the basis of éuiest is also punishable under Malawian law.

Dual criminality is a requirement for extraditionrposes. Other restrictions upon which a fugiti
cannot be surrendered to another jurisdiction ohelsituations where the offence is of a political
character; punishment based upon race, religidignadity or political opinion; or there is abusk
due process.

571. Money Laundering or Terrorist Financing as Extraditable Offence (c. 39.1)ML & TF
are extraditable offences under section 103 ofthe& TF Act.

572. Extradition of Nationals (c. 39.2):Malawi does not extradite its own nationals. Althbu
this is not provided for in the Extradition Actgtluthorities argued that it is understood that a
national cannot be extradited.

573. Cooperation for Prosecution of Nationals (applying. 39.2(b), c. 39.3)The Extradition
Act does not contain any provision requiring thegecution of a Malawi national in lieu of
extradition. A provision making it clear that suddtionals will be prosecuted in lieu of extraditio
should be provided for under the laws of Malawi.

574. Efficiency of Extradition Process (c. 39.4)In discussions with the authorities, they
advised that the extradition process takes lortigpagh no specific timeframe was indicated. Th
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estimate made was over a year. However, such ghlehgime is not unique to Malawi. In




addition, as in the case of MLA requests, Malavgsinot have any clear procedures on the mal
in which extradition cases would be dealt.

575. Additional Element (R.39) — Existence of SimplifiedProcedures relating to
Extradition (c. 39.5): There is no provision for adopting simplified prdaees relating to
extradition.

576. Statistics (applying R.32):There are no statistics on extradition.

577. Analysis of EffectivenessMalawi has not had a case involving ML or TF sittoe ML &
TF Act became effective. However, the authoritiagehin the past extradited fugitives accused
genocide in Rwanda. Additionally, as mentionediegrin 2003 the authorities did extradite
suspected Al Qaeda terrorists. While there ardéaitegoing examples, the system has not been
tested for extradition of persons suspected ofliroent in ML or TF cases.
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Recommendations and comments

The authorities should consider —

- Adopting an explicit provision prohibiting the eatlition of Malawi nationals.
- Providing for prosecution of Malawi nationals iadi of extradition.

- Providing for clear processes for dealing with adition cases.

Compliance with FATF Recommendations

R.37 C
R.39 PC » No explicit provision prohibiting the extraditiori Malawi
nationals.
* No prosecution of Malawi nationals in lieu of extitéon.
» No clear processes for dealing with extraditioresas
SR.V PC » No explicit provision prohibiting the extraditiori Malawi
nationals.
» No prosecution of Malawi nationals in lieu of extitaon.
» No clear processes for dealing with extraditioresas

6.5 Other Forms of International Cooperation (R.32& 40, & SR.V)

Description and analysis

578. Widest Range of International Cooperation (c. 40.1)Malawi has engaged in informal
cooperative dealings on an agency-to-agency hasisovers the gambit of international
cooperation. For example, the mechanisms permiel#farcement authorities to cooperate broal

with their foreign counterparts. This includes rsging to specific enquiries and conducting joint

operations.

579. Office of Director of Public Prosecutions:The DPP engages in bilateral cooperation W
their counterparts in Mozambique, South Africa, Zaria and Zambia. As indicated earlier, the
DPP does provide assistance to the MPS wheneweatkénvolved in joint cross-border
operations with neighboring police force countetparhe bilateral relations are informal and no
predicated on any formal agreement with the aforgimeed countries.

580. Malawi Police Service:There is very little use of formal channels ofimhation
exchange, use of information in court proceedimgkseizure of instrumentalities and police
officers in the region make extensive use of thatlsern African Regional Police Chiefs
Cooperation Organization (SARPCCO) framework gsrengboard for informal assistance to on
another. Evidence of this was illustrated in a raexticle in The Daily Times Newspaper on 6
March 2008, where it was reported that the MPStreambd and recovered a vehicle that had beg
stolen at gunpoint on 27 January 2008 in Zambia. Zdmbian police brought the vehicle back t
Malawi.

581. Reserve Bank of Malawi:The RBM uses informal channels of communicatioprwvide
international cooperation. It also has statutoerity to participate internationally in represegt
Malawi. An example of the informal channel was pded during the on-site mission in the case

Botswana and discussions in relation to a Malawklseeking to open a subsidiary in Botswang.

The RBM stated that it provided information andstasice to the authorities from the central ba
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in Botswana. This assistance was provided in tinées of the Malawi bank establishing the




branch and included an invitation to the Botswamharities to visit Malawi and have a first-hand
look at the location and proposed operations obthach.

582. Financial Intelligence Unit: There is no FIU to FIU cooperation at the presiem¢ tas the
authorities are concentrating their efforts ondiaiy up domestic cooperation before looking
outwards.The ACB has previously successfully made infornegluests to foreign FIUs to assist
with tracing assets.

583. Provision of Assistance in Timely, Constructive andffective Manner (c. 40.1.1):
While there are no statistics to indicate the timesls of the provision of assistance between the
competent authorities and their foreign countegpaine assistance provided in an informal manner
has been timely, constructive and effective as g@kiéed by the example cited above involving
recovery and return of a stolen Malawian vehicle.

584. Clear and Effective Gateways for Exchange of Inforration (c. 40.2):The FIU has the
power to extend assistance to foreign jurisdictiwite respect to property tracking, monitoring and
confiscation orders, as well as exchanging infoiomatvith foreign FIUs on terms and conditions
as set out in an agreement between the partiesyduede no such agreement exists, on terms a
conditions agreed upon by them. However, it isustited in Section 12 (a) and (b) of the ML & T|
Act that the information should be used for intglice purposes only and be treated in a

confidential manner and shall not be disclosedauttihe express consent of the FIU. The RBM
has statutory authority to provide internationadperation and, as noted above, has provided suich
assistance to Botswana on an informal basis agange.
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585. No clear gateways or processes could be idenfifiethternational information exchangs,
but it would appear that information is being imf@aily exchanged between law enforcement
agencies. For example, the ACB has received andegtaequests for information from law
enforcement agencies in Australia, Botswana andltiieed Kingdom. Furthermore, the authorities
indicated that information is exchanged within thierpol relationship. However, no statistics
could be provided on the number of requests redeiver those granted or refused.

586. Spontaneous Exchange of Information (c. 40.3)t is clear that requests for information
are entertained by the local authorities, althaihighseems to be done on a sporadic and ad-ho¢
basis and no clear indication could be given dkegrocesses or timelines required to meet thgse
requests. In general, authorities indicated they theal with requests in a speedy manner, but this
could not be verified.

587. Making Inquiries on Behalf of Foreign Counterparts (c. 40.4):The authorities indicated
that they are able to gather information and makpiigies on behalf of their foreign counterparts
in an informal manner and they do this on a regodeis. No specific requests were identified that
related to money laundering and only the 2003 e caentioned above was identified in relatign
to TF requests.

588. FIU Authorized to Make Inquiries on Behalf of Foreign Counterparts (c. 40.4.1)As
mentioned above, the FIU may assist internatiooahterparts by providing them with
information. The FIU has wide-ranging powers tchgatinformation and request information frol‘u
various sources including law enforcement authesitrhese avenues of information gathering and
international sharing have not been tested by lesB far.

589. Conducting of Investigations on Behalf of Foreign Gunterparts (c. 40.5):The ACB
and MPS indicated that it is able to obtain promuncorders in order to obtain bank and other
information to assist foreign counterparts withestigations.

590. No Unreasonable or Unduly Restrictive Conditions ofExchange of Information (c.
40.6): Exchange of information between competent autlesritternationally or domestically is
seemingly unrestricted.

591. Provision of Assistance Regardless of Possible Ilvement of Fiscal Matters (c. 40.7):
It would appear that information is readily exchaddpy the authorities with their counterparts.
This has also been the case in fiscal matters.

592. Provision of Assistance Regardless of Existence ®&crecy and Confidentiality Laws
(c. 40.8):Theissue of secrecy or confidentiality laws has bemsered by the authorities anc




not, nor has not been, an impediment to providsgistéance.

593. Safeguards in Use of Exchanged Information (c. 40.9There is no clear framework that
governs the handling of information. Informatioceted in the context of investigations is
governed by the standard internal procedures afethigective agencies; these procedures appear,
however, to be undocumented.

594. Additional Element -Exchange of Information with Non-Counterparts (c. 40.10 & c.

40.10.1):Information is shared among non-counterparts imBmmal manner. In the absence of
formal mechanisms for prompt and constructive emghaof information, it would appear that this
information is exchanged in an indirect manner foémal statistics are kept and there does not
appear to be any formal procedures or safeguands@e for sharing of information, except in th
case of the FIU (which is discussed under secttoothis report above). The assessors were

unable to determine whether the requesting autbsiitisclosed the purpose of the request or on
whose behalf the request was made when makingtheest.

1%

595. Additional Element —Provision of Information to FIU by Other Competent
Authorities pursuant to request from Foreign FIU (c 40.11):The FIU has the relevant powers
(as per discussion under section 2.5 of this regdmte) to request information in relation to its
functions, however, no framework has been consitderémplemented by the FIU in relation to
what is required to respond to international retpufes information.

596. Statistics (applying R.32):No statistics are available in relation to inteiorzal
cooperation or exchange of information.

597. Analysis of EffectivenessAlthough there is a provision in the ML & TF Actrfthe

exchange on information in relation to exchangmfafrmation in respect of the FIU, the FIU is
still in the early stages of being established.r&foge, procedures and effectiveness in relation {o
information exchange cannot be measured at this finsofar as the other authorities are
concerned, there is obviously an active informahexge of information where there is reciprocal
sharing of information, but there are no formal hedsms that set out these processes. Nor are
there any processes that track and regulate thgsests; this could create opportunities for abuse.
Due to the newness of the statute, effectivenefssrarea could not be assessed.

Recommendations and comments

The authorities should consider —

- Establishing guidelines and processes on thelingnof information received from international
counterparts.
- Maintaining statistics in relation to internatédmequests (made and received).

Compliance with FATF Recommendations

R.32 NC » No statistics are maintained in relation to intéiorel
cooperation.
» The rating here is an aggregate of R. 32 in tipsnte
R.40 PC * The cooperation in the case of the police, DPPSangkrvisor
is informal.

* No FIU to FIU cooperation as yet.
* No records, procedures or processes availableler ¢o test

effectiveness.
* Hard copy records may impede prompt provision of
information.
SR.V PC » No clear and efficient processes for executing estg
» Insufficient implementation of the provisions ratgtto TF
cases.

7. OTHER ISSUES



7.1 Resources and statistics

598. The authorities have recognized that in order fectifely implement the ML & TF Act,
resources — both human and financial — need tepkged across all relevant agencies involvedeén th
implementation of the anti-money laundering and loatimg the financing of terrorism framework.

599. There is no systematic mechanism that has beesatkwr planned to collect statistical data

related to ML & TF.

Rating

Summary of factors relevant to Recommendations 30na 32 and underlying

overall rating

R.30 NC

Insufficient resources for law enforcement and ecosion agencies.

Insufficient training in investigation of ML & TFases for law enforcement an

prosecution agencies.

Outside the banking regulator, insufficient tragimas been provided to other
government regulatory agencies in AML/CFT.

R.32 NC

There is no systematic collection of detailed sti&t$ in respect of :
Investigation, prosecution and conviction of ML esis
Freezing, seizure and confiscation of proceedsinfe;

Mutual Legal Assistance Requests,

Extradition requests,

Other forms of international cooperation,

No detailed review has been conducted on the eftawss of the
AML/CFT regime in Malawi,

g. Discrepancies in FIU statistics,

h. RBM inspections performed,

i. Sanctions for non-compliance,

j-  Training of supervisors, or

k. MOUs in place and requests/exchange of information.

-0 a0 T

TABLE 2: RATINGS OF COMPLIANCE WITH FATF RECOMMENDATIONS

The rating of compliance vis-a-vis the FATF Recomdations should be made according to the four
levels of compliance mentioned in the 2004 Methogpl(Compliant (C), Largely Compliant (LC),
Partially Compliant (PC), Non-Complaint (NC), orubd, in exceptional cases, be marked as not

applicable (N/A).

Forty Recommendations Rating Summary of factors underlying rating
Legal systems
1. ML offence LC * No provision for laundering of ones own illici
funds.
Too early to make an assessment of effective
implementation.
2. ML offence-mental element | LC Too early to make an assessment of effective
and corporate liability implementation.
3. Confiscation and provisional | LC No implementation of the ML & TF Act.
measures No statistics are maintained.
Preventive measures
4. Secrecy laws consistent with C The criteria are fully met.
the Recommendations
5. Customer due diligence PC Only banks comply with most of this
requirement.
6. Politically exposed persons PC The determination of beneficial ownership and
source of wealth are significant deficiencies.
Only banks comply with this requirement.
7. Correspondent banking LC Financial institutions are not required to




determine if an institution has been subject tp a
ML or TF investigation or regulatory action or
ascertain whether controls at respondent
institution are adequate and effective.
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8. New technologies & non NC There is no statutory or regulatory requirement.

face-to-face business

9. Third parties and introducersf PC Only banks comply with this requirement.

10. Record keeping LC The record keeping requirements, while
complete in terms of satisfying the criteria, dp
not apply to insurance companies and therehas
been no implementation with respect to
covered entities other than banks.

11. Unusual transactions PC Only banks observe any part of this
recommendation.

12. DNFBP-R.5, 6, 8-11 NC AML/CFT preventive measures under the M|
& TF Act are not being implemented by any of
the DNFBPs as required under FATF
Recommendations 5-11.

13. Suspicious transaction PC Only banks are filing STRs.

reporting It is unclear whether attempted suspicious
transactions are required to be reported.

14. Protection & no tipping-off LC No protection for Directors from possible
liability for STRs.

15. Internal controls, compliancel PC The statute is generally consistent with

& audit international standards, but banks are the only
financial institutions that are complying with
the ML & TF Act’'s requirements and they are
doing so based upon the CDD Directive.

16. DNFBP-R.13-15 & 21 NC No implementation of the reporting
requirement.

No implementation of the internal controls
obligation.

17. Sanctions PC The sanctions are not likely to be effective, if
imposed, because there is no discretion and
loss of business authority is mandated in
almost every case for corporations.

18. Shell banks PC While the RBM does not charter shell banks
and none operate in Malawi, there is no
statutory or regulatory prohibition against the
use of shell banks as correspondent banks ¢
against correspondent banks using shell banks.

19. Other forms of reporting C

20. Other NFBP & secure LC No assessment on whether other DNFBPS’ are

transaction techniques vulnerable to ML & TF.

21. Special attention for higher | PC Only banks observe any part of this

risk countries recommendation.

There are no measures to inform financial
institutions about specific country concerns and
no countermeasure efforts in place to address
such concerns.

22. Foreign branches & N/A There are no Malawian local banks with

subsidiaries foreign branches and subsidiaries.

23. Regulation, supervision and | PC Banks are the only financial institutions

monitoring implementing the statute’s requirements.

Many foreign exchange bureaus are unlicensed.

24. DNFBP - regulation, NC No implementation of AML/CFT requirement;

supervision and monitoring across all DNFBPs

25. Guidelines & Feedback NC Only limited guidelines have been issued and

there has been no meaningful feedback to the
banks that have filed STRs.




Institutional and other measures

26. The FIU

PC

There are shortcomings in the application of
legislation in relation to guidance notes and
the application of the reporting forms.
MOUSs are not in place to share information
with competent authorities domestically.
Due to the fact that the FIU has not been in
operation for a year yet, it has. it has not
publicly released any reports in relation to it
activities.

At the time of the mission, the FIU was still in

the process of establishing control over its
offices and IT systems in order to adequate
to protect its information.

The legislation has not been fully
implemented due to short time that the FIU
has been established and effectiveness in 3
areas could not be established.

27. Law enforcement authorities

PC

Lack of implementation of the legislation.

No evidence found of measures taken by
authorities to waive or postpone arrests of
suspected persons or the seizure of money f
the purpose of identifying persons involved i
money laundering activities or for gathering
evidence.

28. Powers of competent
authorities

29. Supervisors

PC

The authority to inspect and compel product
of records is satisfactory, but there is virtuall
no supervision in the foreign exchange area
those that are (were) licensed, and absolute
no supervision of unlicensed ones.

30. Resources, integrity and
training

NC

the
in

]

y

ome

Insufficient resources for law enforcement and

prosecution agencies.

Insufficient training in investigation of ML &
TF cases for law enforcement and prosecuti
agencies.

Outside the banking regulator, insufficient
training has been provided to other governm
regulatory agencies in AML/CFT.
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31. National co-operation

LC

Too early to assess effectiveness.

32. Statistics

NC

There is no systematic collection of detailed
statistics with respect to :

a. Investigation, prosecution and
conviction of ML cases,

b. Freezing, seizure and confiscation of
proceeds of crime,

c. Mutual Legal Assistance Requests,
d. Extradition requests,

e. Other forms of international
cooperation,

f.  No detailed review has been
conducted on the effectiveness of th
AML/CFT regime in Malawi,

g. Discrepancies in FIU statistics,
h. RBM inspections performed,
i.  Sanctions for non-compliance,

v




j. Training of supervisors, or

k. MOUs in place and requests/exchange

of information,

33. Legal persons—beneficial PC « Information is not kept in an updated manne
owners « No beneficial ownership information.
34. Legal arrangements — PC ¢ Information not kept in an updated manner dn
beneficial owners public trusts.
¢ No beneficial ownership information on private
trusts.
International Cooperation
35. Conventions LC < No provision for special investigation
techniques.
* No asset sharing arrangements.
36. Mutual legal assistance LC « No clear and efficient processes for executing
(MLA) requests.
« Insufficient implementation of MLA requests
related to ML cases.
37. Dual criminality C
38. MLA on confiscation and LC < Insufficient implementation of the provisions
freezing relating to ML cases.
» No consideration for asset sharing.
39. Extradition PC « No explicit provision prohibiting the
extradition of Malawi nationals.
* No prosecution of Malawi nationals in lieu of
extradition.
¢ No clear processes for dealing with extradition
cases.
40. Other forms of co-operation PC * The cooperation in the case of the police, DPP
and Supervisor is informal.
¢ No FIU to FIU cooperation as yet.
* No records, procedures or processes available
in order to test effectiveness.
» Hard copy records may impede prompt
provision of information.
Nine Special Recommendations | Rating Summary of factors underlying rating
SR.lI Implement UN instruments PC * No implementation of UN Security Council
Resolutions.
SR.II Criminalize terrorist PC « Need to strengthen the penalty for entering into
financing an arrangement to facilitate terrorist financing
activities.
e The provisions related to the offence of
terrorist financing have not been tested.
SR.llI Freeze and confiscate NC « Absence of a framework to implement the
terrorist assets requirements on the freezing of funds used for
terrorists financing.
SR.IV Suspicious transaction LC e Only banks are filing STRs.
reporting * Itis unclear whether attempted suspicious
transactions are required to be reported.
SR.V International cooperation PC * No clear and efficient processes for executing
requests.
« Insufficient implementation of the provisions
relating to TF cases.
* No consideration for asset sharing.
SR.VI AML requirements for NC e There has been no implementations effort with
money/value transfer services respect to money transmission service
providers.
SR.VII Wire transfer rules LC e The statute addresses most but not all of the

FATF requirements; there is no definition of

what constitutes originator information and n




provision for handling wire transfers that do
not contain complete originator information.

SR.VIII Nonprofit organizations

NC

2]

No implementation of AML/CFT requirement
in the NPO Sector.
No review of adequacy of NPO Act has beern
undertaken.

No monitoring of NPO sector for AML/CFT
purposes.

SR.IX Cross Border Declaration &
Disclosure

PC

Although the legislative basis exists, there is
limited implementation of either a declaratior
or disclosure system and, as currently applie
onlyin relation to foreign exchange violations
in Malawi when travelers are leaving the
country. The provisions of the ML&TF Act
have not been implemented.

Only one report has been made to the FIU.
The penalties are not dissuasive or effective
No information or data is recorded by
authorities.

o




TABLE 3: RECOMMENDED ACTION PLAN TO IMPROVE THE AML/CFT SYSTEM

AML/CFT System

1. General

2. Legal System and Related
Institutional Measures
Criminalization of Money Laundering
(R.1,2&32)

Criminalization of Terrorist Financing
(SR.Il, R.32)

Confiscation, freezing and seizing of
proceeds of crime (R.3, R.32)
Freezing of funds used for terrorist
financing (SR.III, R.32)

The Financial Intelligence Unit and its
functions (R.26, 30 & 32)

Recommended Action (listed in order of priority)

The authorities should consider —

- Maintaining in a systematic manner statistic#/af
investigations, prosecutions and convictions as\lili enable
the authorities to be better able to assess tbeteféness of the
anti-money laundering regime.

- Providing clarity from a practical perspectivewhether it is
not necessary to prove the predicate offence iardadprove
that property is the proceeds of crime.

- Criminalizing the laundering of one’s own illiditnds.

The authorities should consider —

- Proscribing terrorist organizations such as ttaséhe United

Nations list.

- Strengthening the penalty for entering into aargement to

facilitate terrorist financing activities.

- The authorities should consider maintaining Bystematic

manner statistics on seized, frozen and confiscadedts.

The authorities should consider setting up a fraamkvior the

freezing of funds used for terrorists financingagtordance

with the requirements of UNSCR 1267 and 1373, $igady:

- Procedures and processes on de-listing and urfigeeti
funds for persons wrongly listed

- Procedures and processes on circulating the URblist
public and private sector players and not justrfaial
institutions

- Procedures for unfreezing of funds belonging tspes or
entities that are not designated persons

- Provide a mechanism through which a person oryecit
challenge a freezing action

- Providing a procedure and process by which persons
subject to a freezing order is able to access fondssets
for basic expenses.

The authorities should consider —
- Issuing regulations to complete the frameworktifer FIU.

- Conducting awareness seminars and consultateysn the
banking sector and include the general public.

- Endeavoring to manage some of the expectations of
stakeholders in relation to theirs roles partidylar respect of
investigations and feedback

- Reviewing how the government agencies receivauce,
and manage reports and statistics to accuratdgctefpes and
numbers received

- Ensuring that overlaps and ambiguities are praltyi dealt
with by issuing guidance notes

- Reviewing the impact of the CTR reporting requoiests, the
threshold set and the resource impact on the engeRjU
against the benefits that may be derived fromrieshod of
reporting in a cash-based economy.

- Reviewing the current reporting form used foraring
transactions under Section 28 and 29 of the Actzaaneinding
it where necessary to meet the legislative requergsand



make it more user friendly for SAs and auditorsejport.
-Devising a separate reporting form for the SAs aunditors.

- Expediting the FIU’s independence from the RBM an
ensuring the FIU's information and office spacausonomous
and secure.

Law enforcement, prosecution and othérhe authorities should consider —
competent authorities (R.27, 28, 30 & - Having the FIU conduct ‘train-the-trainer’ exeses with law

32)

3. Preventive Measures — Financial
Institutions

Risk of money laundering or terrorist
financing

Customer due diligence, including

enforcement agencies so that they can give traiuing
awareness exercises internally to create greatareamss and
understanding of the ML & TF Act

- Ensuring that law enforcement agencies shouldhtaiai in a
systematic manner statistics in relation to moreymtlering
investigations, prosecutions and seizure of preceédrime

The authorities should conduct a study of the réskd threats
that money laundering and terrorist financing posdalawi.
This would help the government better utilize reses in the
fight against money laundering and the financinggaforism.
The authorities should ensure that —

enhanced or reduced measures (R.5 to

8)

- All financial institutions are subject to compiize
requirements and enforcement sanctions if nee@ad needs
to begin with a significant awareness raising pssder all
financial institutions, which includes DNFBPs dodltieir
inclusion within the definition of the term finamatiinstitution,
covered.

- The current unsettled status of foreign exchdngeaus is
resolved. Regulatory or supervisory solutions hoe
examined to determine if they could succeed, otiserva
legislative solution would be necessary if the t®uitimately
rule against the powers of the RBM in this area.

- Insurance companies are brought within the scbpeverage
of the ML & TF Act’'s compliance requirements.

- The issue of beneficial ownership, including REPs, should
be clarified so as to satisfy the criteria in thethvdology,
including establishing the identity of the custorA&D
beneficial owner and an affirmative determinatiérnvbether
an account is being opened for a beneficial owner.

- The requirement to conduct ongoing due diligevfce
customers is made part of the CDD measures.

- The requirement to conduct enhanced CDD for higkk
customers is made part of the CDD measures.

- With regard to PEPs or public officials, theresld be a
requirement for determining the source of wealtbpening
the account and for senior management approvakievent
the account is opened without such prior approval.

-With respect to correspondent banking, financistitutions
should be required to determine if the respondusiitution has
been subject to a ML or TF investigation or regufatction,
as well as ascertain whether controls at resporidstitution
are adequate and effective.

- There should be a requirement for financial tngtins to pay



Third parties and introduced business
(R.9)

Financial institution secrecy or
confidentiality (R.4)

special attention to money laundering threats fraw
technologies and non face-to-face transactions.

The authorities should consider amending the statucomply
fully with international standards by adding praois
specifying:

- What financial institutions should do to ensurattthey only
utilize third-party CDD from countries that obselv&TF
standards; and

- That the financial institution is ultimately resysible for
CDD.

None

Record keeping and wire transfer rulesThe authorities should consider —

(R.10 & SR.VII)

Monitoring of transactions and
relationships (R.11 & 21)

- Implementing the record keeping requirement wétpect to
all financial institutions.

- Providing a definition of what constitutes origtor
information that is consistent with the provisi@isSR VII;

- Assuring compliance with this recommendation tigfo
examinations and enforcement actions where appttepand

- Bringing the wire transfer rules into complete cdiamce
with international standards by addressing theciefcy
that banks adopt risk-based procedures for handlirg
transfers that do not contain complete originator
information.

The authorities should consider:

- Implementing the statute with respect to all fical
institutions.

- Imposing the record keeping requirement under
Recommendation 11.

- Establishing a notification mechanism for infongifinancial
institutions about what countries they should baceoned with
because of AML/CFT weaknesses.

- Implementing countermeasures for business relsiémd
transactions from countries that do not fully obedfATF
Recommendations.

Suspicious transaction reports and otherThe authorities should consider:

reporting (R.13-14, 19, 25 & SR.IV)

- Clarifying that attempted suspicious transactisimsuld be
reported.

- Reviewing the large cash transaction reportimgirement so
that the FIU may concentrate on its core functiangast at
this stage of its development.

- Issuing guidance clarifying the reporting reqment to
eliminate duplicate reports if that is the desireslilt even
though there is nothing inconsistent with a dupbréng
requirement.

- Establishing compliance implementation measweslf
financial institutions.

- Providing more and better feedback for reportimggitutions
and putting systems in place for feedback for oémities that
should be reporting as the statute is fully impletad.

- Including directors within the scope of thosetpoted from
possible liability for STRs.



Cross Border declaration or disclosure The authorities should consider:

(SR.IX) - Conducting a joint workshop to assign areas gjpoasibility
in relation to implementing the requirements o§thi
recommendation.

- Constructing a roll out plan for implementatiam;luding
conducting awareness raising and training.

Internal controls, compliance, audit andThe authorities should consider:
foreign branches (R.15 & 22) - Initiating efforts to bring all financial institions under
compliance requirements.
- Specifically subjecting foreign branches and glibges to
Malawi's AML/CFT requirements.
- Determining if this could be done by regulation banks.
Shell banks (R.18) The authorities should consigecifically:
- Prohibiting the establishment of shell banks
- Prohibiting their use as correspondent banksraqdiring
that banks satisfy themselves that their resporidstitutions
in foreign countries do not permit their accountbé used by

shell banks.
The supervisory and oversight system -The authorities should consider:
competent authorities and SROs - Revising the sanctions to permit more discretind a

Role, functions, duties and powers broader range of sanctions for compliance failuespgecially
(including sanctions) (R.23, 30, 29, 17, for minor violations that could be handled by adsthative
32 & 25) order. Otherwise, all banks could all lose th&etises to do
business and the DPP would need to be expandeddequte
S0 many violations.
- Implementing more fully the requirements of thetste by
bring all financial institutions under coverage.
- Establishing a working relationship between thé &nd
other supervisors that specifies the AML/CFT resalities
of each supervisor.
- Clarifying the authority of the RBM with regard toreign
exchange bureaus.
- Prosecuting unlicensed foreign exchange bureaus.
- Providing reporting institutions with meaningfylidance on
future reporting and feedback on the reports thaetbeen
filed.
- Providing training for the FIU and other supeovisthat will
be responsible for AML/CFT compliance supervision a
enforcement.
-Appointing the Director of the FIU.
Money value transfer services (SR.VI) The authesishould consider implementing the ML & TF
Act’s requirements with respect to all money sezvic
transmitters.

4. Preventive Measures —Non-
Financial Businesses and Professions

Customer due diligence and record-  The authorities should consider providing apprdpria

keeping (R.12) regulations or guidance with the necessary exempiioorder
to make the application of CDD measures practicabte
implementable.

Monitoring of transactions and The authorities should consider introducing moinitgpiof

relationships (R.12 & 16) transaction and relationships, suspicious transacéporting,
and internal control obligations for the variousfpssions
within DNFBPs in a sequenced manner with due reggatde
ML/TF risk which each of these businesses and psifas
present.

Suspicious transaction reporting (R.16)  See recamdat@n immediately above.

Internal controls, compliance & audit See recommendation immediately above.
(R.16)
Regulation, supervision and monitoringThe authorities should consider —
(R.24-25) - Implementing a licensing process for internetrozs
- Conducting awareness and training for its gangbtiperators



Other designated non-financial
businesses and professions (R.20)

5. Legal Persons and
Arrangements & Non-Profit
Organizations

Legal Persons — Access to beneficial
ownership and control information
(R.33)

Legal Arrangements — Access to
beneficial ownership and control
information (R.34)

Non-Profit Organisations (SR.VIII)

6. National and International Co-
operation

and internally for its staff on the ML & TF Act aride
implementation thereof.

- Issuing guidelines to the gambling industry itatien to the
application of the ML & TF Act including example§ o
methods on how money can be laundered in througtsiao.
- Adopting measures to determine beneficial owripratnen
licensing casinos.

- Applying AML requirements in respect of occasibna
transactions in casinos.

- Supervisors monitoring and supervising its ganticensees
in relation to the requirements of the ML & TF Act.

- Having casinos to cooperate with the RBM supéris
department regarding the banking transactions teddsm by
them.

- Developing guidelines for each of the businesses
professions to aid the implementation of the AMLICF
measures.

- The authorities should consider conducting apsssent of
the risks that other non-banking financial busireess$
professions are likely to be misused for ML or TF.

The authorities should consider —

- Enhancing the mechanism for keeping the inforomati
accurate and in an updated manner.

- Enhancing the capacity of the Registrar Geneddfisers to
verify the company information provided to the offj
including that of beneficial owners.

- Strengthen the enforcement mechanism under thgp&@oies
Act to compel submission of annual returns.

The authorities should consider —

- Adopting a mechanism to register the privatetsrirecluding
beneficial ownership information and make this klde to the
public

- Ensuring that the information on public trust&épt in an
updated manner

The authoritigisould consider —
- Reviewing the adequacy of the NPO Act with respec
combating terrorist financing.
- At a minimum, conducting background checks ostees and
directors.
- Strengthening the sanctioning regime for NPOs.
- Conducting awareness raising seminars to seingjtihe
NPO sector on ML & TF issues.

National co-operation and coordination The authorities should consider —

(R.31 & 32)

The Conventions and UN Special
Resolutions (R.35 & SR.I)

Mutual Legal Assistance (R.36-38,
SR.V, and R.32)

- Giving the necessary authority to the Committemake
binding decisions and formulating Malawi’s AML/Cpblicy.
- Aggressively undertaking awareness raising cagmsain
segments of the private sector with respect to thigigations
under the ML & TF Act.

The authorities should consider —

- Introducing legislative provision on the use pésial
investigation techniques.

- Asset sharing arrangements with foreign States

- Implementation of UN Security Council Resolutions

- Ratifying the remaining six terrorism related eentions
The authorities should consider —

- Designating a central authority to facilitate extéon of MLA
requests.



- Creating appropriate and clear processes forutixecMLA
requests

- Entering into agreements for coordination of askaring.
- Establishing a database on MLA requests.

- Establishing mechanism for sharing of confiscasskts

Extradition (R.39, 37, SR.V & R.32) The authorit&@®uld consider —
- Adopting an explicit provision prohibiting thetexdition of
Malawi nationals.
- Providing for prosecution of Malawi nationalslieu of
extradition.
- Providing for clear processes for dealing wittradition
cases.

Other Forms of Co-operation (R.40, The authorities should consider —

SR.V & R.32)
- Establishing guidelines and processes on thelimgnof
information received from international counterpart
- Maintaining statistics in relation to internatamequests
(made and received).

7. Other Issues

Other relevant AML/CFT measures or

issues

General framework — structural issues
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Annex 1 : Details of all bodies met on the on-sit@ission - Ministries, other government authorities
or bodies, private sector institutions

Public Sector

Secretary to the Treasury, Ministry of Finance

Principal Secretary, Ministry of Home Affairs & Brinal Security
Ministry of Foreign Affairs

Ministry of Women & Child Development

Director, Department of Mines (Ministry of EnergyMines)

National Anti-Money Laundering Committee
National Counter-Terrorism Committee

Deputy Governor, Reserve Bank of Malawi

General Manager, Reserve Bank of Malawi

Banking and Non-Banking Supervision DepartmentseRe Bank of Malawi
Exchange Control & Debt Management Department, Red®ank of Malawi

Attorney General
Director of Public Prosecution

Anti-Corruption Bureau
Financial Intelligence Unit
Malawi Police Service
Malawi Revenue Authority
National Intelligence Service

Malawi Gaming Board
Registrar of General

Private sector

Bankers Association of Malawi

Council for Non-Governmental Organizations in Malaw
Malawi Law Society

Society of Accountants in Malawi

Ching’onga Estates

Colony Club Casino

Knight & Frank (real estate agents)
MSB Forex Bureau

National Bank of Malawi

Nico Life Insurance Co. Ltd.
Opportunity International Bank of Malawi
Racane Associates (law firm)

Real Insurance Co. Ltd.

Stanbic Bank of Malawi

Victoria Forex Bureau



ANNEX 2: LIST OF LAWS, REGULATIONS AND OTHER MATERIAL RECEIVED

Laws

aws

Banking Act

Business Licensing Act

Business Names Registration Act

Capital Market Development Act

Companies Act

Cooperative Societies Act

Corrupt Practices Act

Criminal Procedure and Evidence Act

OO N|o |01~ W N =

Customs and Excise Act

10. | Dangerous Drugs Act

11. | Drug Abuse Bill

12. | Exchange Control Act

13. | Extradition Act

14. | Firearms Act

15. | Gaming Act

16. | Hijacking Act

17. | Immigration Act

18. | Insurance Act

19. | Legal Education and Legal Practitioners Act

20. | Legal Education and Legal Practitioners Act (Amendth

21. | Lotteries Act

22. | Mines and Minerals Act

23. | Money Laundering, Proceeds of Serious Crime andbiist Financing Act

24. | Mutual Assistance in Criminal Matters Act

25. | Non-Governmental Organizations Act

26. | Penal Code

27. | Police Act

28. | Reserve Bank of Malawi Act

29. | Trustee Act

30. | Trustee Incorporation Act

Subsidiary reqgulations, circulars, directives amgtructions

Regulations

1. | Collective Investment Scheme Regulations

2. | Corrupt Practices (Disposal of Recovered, Seizdetaren Property) Regulation

3. | Corrupt Practices (Prohibition of Abuse of InforinatObtained in Official
Capacity) Regulations

Proposed Contracts) Regulations

4. | Corrupt Practices (Disclosure by Public Officerdrdérest in Contracts and

Corrupt Practices (Oath of Secrecy) Regulations

Exchange Control Regulations

Exchange Control (Forex Bureau & Forex Fixing Sass)j Regulations

Reserve Bank of Malawi Directive 2005

© @ N0

Trustees Incorporation Rules

Miscellaneous reports

)

Other Documents

Subject Description

1. Malawi Law Society — Code of Code of ethics
Ethics




2. Mines and Minerals Policy of Policy document
Malawi
3. Mineral Potential of Malawi Informative document
4. | Anti Corruption Bureau Strategic | Strategic Plan
Plan 2005 - 2009
5. MCA Civil Appeal Bo 12 of 2002 Case file
6. | AML/ CFT related statistics on | Statistics
serious crimes
7. | AML/ CFT National Committee Minutes of meeting
meeting 30 November 2007
8. Drug Control Policy Policy document
9. Law Society of Malawi Code of | Booklet
ethics
10. | The Constitution of the Republic gfLegislation
Malawi
11. | National Drug Control Master Plan Strategy document
for Malawi
12. | Results of a cannabis survey in | Survey
Malawi
13. | Drug Abuse and HIV / AIDs in Survey
Malawi
14. | Brief on lllicit Drug Control Information paper
Activities in Malawi
15. | Establishment of a National AML { Letter
CFT Committee
16. | Malawi DEQ Version 3 DAQ
17. | Lawyers, notaries, accountants andnternet article
money laundering
18. | AML / CFT statistics Statistics
19. | Additional information Statistics and other addiié information requested
20. | FFU statistics Statistics
21. | Overview of Ml and TF risk and | Information paper from Fiscal & Fraud Unit
vulnerability
22. | Acts used by Fiscal and Fraud Information paper from Fiscal & Fraud Unit
Police Officers
23. | General powers and duties of Information paper from Malawi Police Service
Police Officers
24. | Agenda for meeting with Ministry | Agenda
of Home Affairs and Internal
Security
25. | Schedule of meetings
26. | Notice iro the Money Laundering,| Gazette Notice
Proceeds of Serious Crime and
terrorist Financing Act
27. | Dratft strategic plan for the Malawi Strategic Plan
FIU
28. | Draft Policy and Procedures for thePolicy paper
FIU
29. | FIU organogram Organogram
30. | FIU Oath of confidentiality Confidentiality
31. | Presentation by the Director- Information paper from NIS
General of NIS on terrorism issues
32. | RBM letter iro sale of foreign Letter
exchange cash / notes above the
prescribed limit of USD 1000
33. | Exchange Control circular No Circular
3/2007 regarding foreigners
working in embassies and other
international organizations in
Malawi
34. | ACB Case statistics Statistics
35. | Newspaper article on vehicle Newspaper article

recovered in Zambia







